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2. Download
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Download

O O : http://downloads.openwrt.org/snapshots/trunk/ar71xx/

openwrt-<CPU [ [0 >-generic-<Router [0 0 >-<0 0 0 0 >-<0 0 >-<0 [0 >
Example:

openwrt-ar71xx-generic-tl-wr740n-v1-squashfs-factory.bin
openwrt-ar71xx-generic-tl-wr740n-v1-jffs2-factory.bin

openwrt-ar71xx-generic-tl-wr740n-v1-squashfs-sysupgrade.bin
openwrt-ar71xx-generic-tl-wr740n-v1-jffs2-sysupgrade.bin

Firmware O [0 00 30 O O TRX, TRX2, BIN

First Login:

O router O OO openwrt O, 00 0O telnetd O O,
OO0O00OOrootd pwd, 00000 sshO ~

O0000 telnetO O router
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telnet 192.168.1.1
0000 password

passwd

UCI (Unified Configuration Interface)

ucidJopenwrt DO OO OO0, 000000000 routerOOOO0O0

Defaut 00O OO, 000000~
O O O packages:

e uci(/shin/uci)

e libuci(/lib/libuci.so )
OO0000o0ooon
/etc/config/xxx
O O config file:

e /etc/config/dhcp

e /etc/config/dropbear

e /etc/config/firewall

e /etc/config/network

e /etc/config/system

e /etc/config/timeserver

e /etc/config/wireless

ao:

package ' exanpl e’

config 'exanple' 'test'

option "string'
option ' bool ean’
list ‘col |l ection'
Iist ‘col l ection'

some val ue’

1

first item

second item
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Usage: uci <command> [arguments]

command:

commit0 0000000 flash, DOOO@OuciOOOOO)

show [<config>[.<section>[.<option>]]] <--0 O O O (compressed notation)
get<--0 00 00O0ODO (compressed notation)

changes [config]

set <config>.<section>[.<option>]=<value>

add_list <config>.<section>.<option>=<string>

delete <config>[.<section[.<option>]]

revert <config>[.<section>[.<option>]] <-- 0 O O commit, [0 00 OO O O revert
export [config] <--- 0O O O"O O " (UCI syntax)

import [config]

Example:

e uci set dhcp.lan.leasetime=4h

e uci set dhcp.lan.leasetime=24h

e uci get dhcp.lan.leasetime

24h

e uci show dhcp

dhcp. | an=dhcp

Page 4 of 19



m openwrt - 0 O
Publishedon O O O (http://datahunter.org)

dhcp.lan.interface=l an
dhcp. l an. start =100
dhcp.lan.limt=150
dhcp. |l an. | easeti ne=24h

e uci changes

dhcp. | an. | easeti ne=1
dhcp. | an. | easeti ne=24h

e uci revert dhcp

e uci get dhcp.lan.leasetime

12h

e uci commit

gooooog:

uci -P /var/state show network.wan

-P <path> add a search path for config change files and use as default

0o
doooooooood,do firewall O rule
guododogod

@rule[-1]

[(1]0000

root @penWt:~# uci add firewall rule

root @penWt:~# uci set firewall.@ule[-1].src=wan

root @penWt: ~# uci set firewall.@ule[-1].target=ACCEPT
root @penWt:~# uci set firewall.@ule[-1].proto=tcp
root @penWt:~# uci set firewall.@ul e[-1].dest_port=22

root @penWt:~# uci commt firewall
root @penWt:~# /etc/init.d/firewall

restart
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fetc/init.d/xxx

/etc/init.d/crond 77?

start 0 O O O
enable 0 O bootd O O !

0 O : http://wiki.openwrt.org/doc/uci

SSH(Dropbear)

gon:

/etc/config/dropbear

e enable <--on

e BannerFile <-- /etc/banner

e Port<--22

e GatewayPorts <--- tunnel port

e Interface <--0.0.0.0

e RootLogin <-- default: on

e RootPasswordAuth <-- default: on

SSH From Wan:

/etc/config/firewall

#Al | ow SSH

config rule
option src wan
option proto tcp
option dest_port ssh
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option target ACCEPT

UHTTPd

goo:
/etc/config/uhttpd

config uhttpd main

list listen_http ~ 0.0.0.0:80

list listen_https  0.0.0.0:443  <----- 0 00O uhttpd-mod-tls
oogd

option home fwww

cert /etc/uhttpd.crt

key /etc/uhttpd.key

script_timeout 60

network_timeout 30

index_page index.html, index.htm, default.html,
default.htm

no_symlinks 0

no_dirlists 0
HREREREE

Authentication areas:

Password O [J [ :

/etc/httpd.conf

# [ /etc/config/uhttpd O O "option config /etc/httpd.conf"
ogoon:

option real m SonmeString
prefi x: user nanme: passwor d
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goon:

uhttpd -m mysecret

$1$$BVH 56vLZMWVKZbf X90FN.

Example:

option real mProtect Luci

/cgi-bin:tim3$1$$BVH 56vLZMWVKZbf X90FN.

p.S.
0 #comment out

URL decoding:
uhttpd -d "An%20URL%20encoded%20String%21%0a"

O OO /etc/init.d/uhttpd restart 00 O [

OPKG(Package Manager)

00000 package:
http://downloads.openwrt.org/snapshots/trunk/ar71xx/packages
ooo:

/etc/opkg.conf
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src/gz  snapshots http://downloads.openwrt.org/snapshots/trunk/ar71xx/packages
dest root /

dest ram /tmp

lists_dir ext Ivar/opkg-lists

option overlay_root /overlay

archall 100

# packaged 00 O O

lock(J :

/usr/lib/opkg/lock

usage:

opkg [options...] [arguments...]

update <--00 0 0O 0O O package [0 [0 ( /var/opkg-lists/snapshots)
install  <pkgs>

remove <pkgs>

flag <flag> <pkgs>

hold, noprune, user, ok, installed, unpacked

configure  <pkgs>

upgrade <pkgs><-- (O O pkgs opkg list-upgradable)
# 0 0 0O 0O SquashFsS partition O O [

download <pkg> <--000 package (DO OO 0OOOOODO package)

0o:

e status [pkg|regexp]

e info [pkg|regexp]

o list [pkg|regexp] List available packages

e list-installed List installed packages

o files<pkg> <--0 <pkg>0 0O O files

e search <file|regexp> <--0 file O 0 O O O package
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destination for any package installation.
dest root /

dest ram /tmp

dest mnt /mnt

opkg install somepackage -d destination_name

Example:
-d ram

O O options:
--cache <directory>

--nodeps

Example:

O winscp O O O O O package O /tmp/package

opkg install *

oogo:

opkg depends muninlite

muni nl i te depends on:
xinetd
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Troubleshoot:

rm/usr/lib/opkg/lock

[1 O (password reset)

O0000DO0ODOO SquashFS [ openwrt router

0 O O squashfs O [J failsafe mode

Stepl:

O PCO network 0 O O 192.168.1.2

Step2:

0 ping192.168.1.1,0 000000

ping -t 192.168.1.1

??7? 192.

PPP??7?7

??7? 192.
??7? 192.
??7? 192.

PPP??7?7

??7? 192.
??7? 192.
??7? 192.
??7? 192.

168.

168.
168.
168.

1.

=
=

??2?2?27?27?7?7?7
??7=32 tinme<lns
??7?7=32 tine<lns
??7=32 tinme<lns
??7?7=32 tine<lns
??7=32 tinme<lns
??7?7=32 tine<lns
??7=32 tinme<lns

TTL=64
TTL=64
TTL=64

TTL=64
TTL=64
TTL=64
TTL=64
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Step3:

O0040ping000O0OD0 reset, 00000000 LEDODO
Step4:

000 pingd router 0,0 0 O telnet O 1!

0 00O 0O Password Login

Step5:

000000 Read-only file system, [0 [0 [ mount_root O r/w
gooog

reset password

passwd

goooon:
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mtd -r erase rootfs_data <-- 0 [0 [0 firstboot [J [J
OR
firstooot <-- all settings will be reseted

Step6:
reboot -f  <--- Force reboot ( « 1S NOt running)
HRERERE

00000000000 0O router: sysupgrade

sysupgrade [options] <image>

options:

-f <config> restore configuration from .tar.gz (file or url) <--- 0 O overlayfs [
-n do not save configuration over reflash

-V more verbose

-C 000000 <---00 /lib/upgrade/keep.d O O O

base-files

firewall

base-files-essential

uhttpd

000000000000 fete/sysupgrade.conf

guooobod:

md5sum -¢ md5sums

-c  Check sums against list in FILES

mad5sums;

86¢3f 5dal0a7f 7350391c0f d191cd9b4 *openwrt - ar 71xx- generic-tl -w 740n- v4-
squashf s- sysupgr ade. bi n
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Example:

md5sum -¢ md5sums.txt

openwrt-ar 71xx- generic-tl-w 740n-v4- squashf s- sysupgr ade. bi n:

#0000 imageJ OO 0O O upgrade D 00 D!

ao:

Example

sysupgrade -v openwrt-ar71xx-generic-tl-wr740n-v3-squashfs-sysupgrade.bin

Saving config files...

et c/ sysctl . conf

etc/shells

etc/rc.loca

etc/profile

et ¢/ passwd

etc/inittab

etc/ hosts

et c/ group

etc/firewal | . user

et ¢/ dr opbear/ dropbear _rsa_host _key
et ¢/ dropbear/ dropbear _dss_host key
etc/config/wrel ess
etc/config/timeserver

etc/ confi g/ system

et c/ confi g/ net wor k
etc/config/firewall

et c/ confi g/ dropbear

et c/ confi g/ dhcp

Switching to randisk. ..
Perform ng system upgrade...
Unl ocking firmwvare ...

Witing from<stdin>to firmwvare ..
Appending jffs2 data from/trrp/sysupgrade tgz to firmare.

oK

. TRX header
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not found

Error fixing up TRX header
Upgr ade conpl et ed

Rebooti ng system ..

gooboobooodd ~

Invalid i mage, hardware I D m snatch,
| mmge check 'platformcheck_i mage'

hw. 07400001 i nage: 07400003.
fail ed.

mtd (Memory Technology Device)

mdOOOOOddOOOO,
mtd [option] <command> < device /label>

command:

e erase <dev> erase all data on device
e write <imagefile>|- write <imagefile> (use - for stdin) to device

go:

cat /proc/mtd

erasesi ze
00010000

si ze
00020000

dev:
nmt dO:

nane

"u-boot" <--

boot | oader

ntdi:
m d2:
nt d3:
m d4:
nt d5:

goao:

000e5e00
002ea200
00170000
00010000
003d0000

00010000
00010000
00010000
00010000
00010000

"ker nel "
"rootfs"

"rootfs_data"

n art"

<- -
<--

"firmeare"

firmvare
firmeare
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/dev/mtdX

Backupll O :

dd if=/dev/ntd0 of =/tnp/boot.backup

0o:

mtd -r write /tmp/original_firmware.bin firmware

LuCl

O O : http://luci.subsignal.org/trac

go:

e web user interface
e Lua programming language
e use object-oriented libraries
e use templating
e MVC-Webframework
god:
opkg install luci
packages:
luci <-- Meta package [, [0 [0 0 O [ depends
uhttpd, luci-mod-admin-full, luci-theme-openwrt, luci-app-firewall,

luci-proto-core, luci-proto-ppp, libiwinfo-lua

luci-ssl <-- https
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luci-theme-openwrt
luci-i18n-*

luci-app-*

o luci-app-firewall

e luci-app-ddns

e luci-app-ahcp

e luci-app-freifunk-policyrouting
e luci-app-multiwan
e luci-app-ntpc

e luci-app-openvpn
e luci-app-qos

e luci-app-statistics
e luci-app-samba

e luci-app-tinyproxy
e luci-app-vnstat

e luci-app-wol

e luci-app-wshaper

luci-proto-ppp <--- PPPoOE
luci-proto-pptp
® pptp

° ppp
o kmod-gre

o resolveip

0o:

/etc/init.d/uhttpd enable <-- started at every boot
/etc/init.d/uhttpd start
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DOpenWrt | Attitude Adjustment [(r30728) | Load: 0.21 0.26 0.30

Authorization Required

Pleaze enter your username and password.

Username [ & root
Password |_
& Reset (@ Logn
Tips:
Hostnames:

Status I System I Network

Interfaces Wifi Switch DHCP and DINS .Ho_r.tnames Sta

Hostnames

tim-pc.lan<-- 0 0 O domain [0 O

Unsaved Change:

Configuration / Changes

L esgenidl;
Sectann adkded [ Saction remowvad Qptinn changed Cpison resmipeed

[inep. ergnEraTa

[Ehep. crgbaratd
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