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%%Fig H& ATA hul_u/\AFZ”z:%\l

TN A ATA FREERY #0453 » FHISTREEIR ST, » ATA B
RE B 32 A\Jt » B8 : User Password #1 Master
Password (Master Password 12 L #Ex User Password i i A~

= (TRERR) o

ATA ZREREE B 2 H ATA Protocol “Security: SetPassword"
4H5E AN o B1T Security Set Password 1551 » i TS) E%ﬁ
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261 ATA INZMERE% 1E

FHEESLHFEEI ACELab PC3000 UDMA

Acelab HfikE Taranporckoro FEARE T2 TPTU
BEEMN 1991 B3 > B R A LIEFERIELS A
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#2ZE8 ATA Nz

DRSC DRDY P
[UDC WD1200BEVS-0BRSTZ ) [ 234,441,648 [ 11 ]

HHDD>eid

Security: high, ON. Size = 1144731

VARNING: THIS DRIVE IS LOCKED BY ATA PASSNORD

NHDD)>

| Take a screemshot : CPA®> | 20:06:56
HEMHDD T ZE7x B2 N



#2E8 ATA Nz

(UDC UD1ZOOBEVS-08RSTZ 1 [ 234,441,648) ( 11 ]
Script: bunp
LINE 1: RESET

LINE 2: UAITHBSY

LINE 3: REGS = $45 $0B 900 $44 957 $ae 580
LINE 4: UAITHBSY

LINE 5: REGS = $D6 $01 $BE $4F $C2 Sn0 $B0
LINE 6: WAITHESY

LINE 7: CHECKDRQ

LINE ®: SECTORSFRON = CS.BIN

LINE 9: REGS = $D5 $01 $BF $4F $C2 S0 $00
LINE 10: UAITHBSY

LINE 11: CHECKDRQ

LINE 12: SECTORSTO = Z1.BIN

LINE 13: REGS = $0S $01 $BF $4F $C2 $a0 $00
LINE 14: WAITHBSY

LINE 1S: CHECKDRQ

LINE 16: SECTORSTO = 2Z.BIN

M1 dowme.

HDD>
I MMER 45 () Buiteu Pastolesn | PRETNARY 1 28:A7:

HATUE ATA Command f§£ £
A 21.bin & 22.bin M &= A SR R 15
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4%t = 3 AsMaster Password & 2385 o

EIZA B BRI SERESR o

H17 Victoria in Windows ©




Standard | smm [ Tests | Advanced | Setup
Vendor NamefD Class Base Al

Nvidia 1D 02656° INATA  O01FD 03F6 Pt Secondary ¥ | | sl
Nvidia 1D 0265* INtATA 0170 0376 n)| dev {" I [
Nvidia 1D 0266° INMATA  09FD OBF2

Nvidia 1D 0266° INMATA 0970 0B72 B protecied area

LBA kb Mb.Gb. X ) ) EXT
Nvidia 1D U?!i" Int ATA USED0 OBE2 PA I HPA | 1 TEMS

Nvidia 1D 0267* Int ATA 0960 0082 LBAM

v ahst

Seek Acoustic management & BAD er

|j 234441647 ]
0 ] 0om: |ETAIEE

mr,' monogear

Master (&) High "v*._
HOoCs ~ o e

[j

ensbled Base«170h Alt=376 -:] 48
A DRDY

¥ sounc

FFUN: 0

15/FUN: 0

FIAPIOF TUEEE ik



#2E3 ATA Nz

{}Voclotulwbhmelll’GM)
RST. SN WDV

Standaed | SMART | Tests |Ad\w»cud\ Setup | AP (o) P10 Port 960h v Mt
Hon

Drive passport — ME
Model WDC WD12008EVS-08R ' [C“"‘"“
Firmwa 08 01608 Scen Al dev ,: =0 !, 5
Serial WD-WXEXDT318797

Disk sl 2734441648 LBAs 114473 Wb HMost protecied ares
CHS 16383416063 8063 Mb prPA| [ HPA fi
SMART Enabled, Ermlog, Selftest } '
CACHE: B197K; LUAZON; Wr«=ON; ok

Support:  LBA, HPA, AAM, APM, DI UDMA-6 See

AAM val 754 Maximun

APM val 128 Minimum

Erase ~52 minules

Security ON, High, Locked

ATA-8 SATA1, NCO, PEC, 8CT,

-

[LBA kb Mb Gb, %] [v| £

Securnty manages

Mastar (2 High Lf,
Jnlock 5 el Bea
' BIN E] LEA 48 bt i e

'm-

a0 0267 BUS YOEV: 15FUN:Q
8],
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{}v.amAmnmuzmm ' =18] x|
: SN WD.WYXEXTT 2 |
Standard ‘ SMART | Tests | Advanced | Setup |

Drwve passport
Nodel WOC WD1200BEVS-08R
Fumwa 08 0160
serial WO-WxXEXDI 318797
Disk 8i... 234441648 LBAs 114473 M0 Host proteciad oreo
CHS 1638316863 8063 Mb
SNART Enabled, Errlog, Selflest
CACME: 8192k, UA=ON, Wr=0N, ok
Support  LEA, HPA, AAM, APN_ DI UDMA-6
AAM val 254 Maximun
APM val 28 Minimum
Erase pules
Secur

ATA-8 CQ, PEC, 8CT, _“”' ‘

See

L BA kb Mb Gb. X |

UMy mana ger

. - Mastar (&) Migh
[ L84 48 be [ — \_J Mo

[ 1 SATA dey

ERPE-IX | CORR mm DRD'| 6UE

v Sounc

-]

B ThERERATA Password



51 : 28 bit ATA Command Set

Word | Name | Deserpton

00h Feature |In ATAJATAPI-7 this was the Feature register. Each transport standard shows how the
Feature field is mapped for proper functionality. The transport documents also show
how 28-bit commands are mapped differently from 48-bit commands.

Count |In ATA/ATAPI-7 this was the Sector Count register. Each transport standard shows
how the Count field is mapped for proper functionality. The transport documents also
show how 28-bit commands are mapped differently from 48-bit commands.

02h In ATA/ATAPI-7 this was the LBA Low, LBA Mid, LBA High, and

03h Device (3:0) Registers. For many commands this is the address

04h of first logical sector to be transferred. Bits 47:28 shall be cleared ((SB)
to zero for 28 bit commands. Each transport defines how these

48-bits are mapped to the appropriate fields or registers.

05 Device |In ATA/ATAPI-7 this was the Device register. This standard includes bits 3:0 of the
ATA/ATAPI-7 Device register as a part of the LBA field. Each transport standard
shows how the Device field bits 7:4 are mapped for proper functionality

Command Bit 7:0 - The command number goes here.
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Copyng | Command to read | HDD power supply | Emor handing Loss of readness | Heads map

Jump size

Timeouts
100000

W ahng for reaciness in PID mode

5000

W ahing for readinass in UDMA mode 2000
after power ON
s after Soft Reset

3 after -4 ard F:l:' >

Scnpt of achons at loss of readiness

Exacute scnpl
Soltware resel

Haidware reset

Tutn off/on deve'

Indsaizahon

Recalibration

Disable “AutoRelocation” while reading (HOD RAM|

Dizable tead look-shead

Delauh
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FLASH T {E/F38

FLASH Memory ~NME2DRAM S itk E 4l - A& FLASH
memoryB E R H » EHEEEREA A EAERKIREZ 2R

A2 KWERAYEEARENE EARIESFHEERSD » TIRR
BiEBIEFSR » D EEETFLASH S#BS T H B E RN A TS
AR NHEESESAEENIDE BEE s AR~ B
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H&h25, Dump Flash: & 2kraw data
e RDRAM fEfk B4k HIAR E 805



Cache Register

Data Regist er

4 006 blocks
per plane

J

8,192 blocks |
per die

FLASH T {E]&18

HMane 0 even-
numbered blocks
(0,246

4092, 4004)°

Plane 1: odd-
numbered blocks

-
(1,3,5,7

4,083, 40052

Die 1

se 2112 bytes

Flane 1" odd-
numbered blocks
(4,097 4060

8,189, 8,191

Mane O even-
numbered blocks
(4,006 4068

8188 8 180)3

>

1 page

1

J'l block
1 plane
1 de

1 device

(2K + 64 bytes)

K +64)bytes x 128 pages
(256K + B8X) bytes

K ¢ BX) bytes x 2 048 blocks
224Mb

224Mb x 2 planes
8 448Mb

B 448M b x 2 die
6,.896Mb
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I0S X712 A4t

HFS+ (HFS PLUS) R A AERA A &N S BERA
(HFS) BAZERI—7FEtE ,%%Z}E E% B AR IERER (Mac OS)
F iDevice (I0S) Z4f7H)4E

SystemAEERHZAE » NMNBIGER  TE
ZIOSHI RS ©

User 2l A E2E » K/NBURIR R RV E
e —MA15G 316G~ 064G » TELFFEH LK
ﬂEIA%SI#E K% 8 User ﬁE}EE’]ﬂEIAT*%BEﬂH

o iPhone3G Z BIRVIERS BI)E B I TE e

|l} N2



iOS Raw Disk B9hnz=

£ 10S4 + AACPU 21 » BENLEEZE » FEREHIS NAND
Flash i 1 &8 {3 BBl AES %3

$ hexdump -C mobile/Library/SMS/sms.db | head
O( 00 ) 7d bl 48 bl bb 6d 65 02 le d

i3

5 hexdump -C mobile/Library/SMS/sms.db | head
0000000 53 51 4c 69 74 65 20 66 6f 72 6d 61 74
: .

=R
r
EY
AN\




iOS Raw Disk A9z
Keychain SQlite

IOAESAccelerator kernel extension
e Requires kernel patch to use UID key from
userland

UID key : unique for each device
e GID key : shared by all devices of the
same mode



10S Bfushamk ke R

NER 5 ~ 40 BEERIEEAE g n

Sogeti it 7L Z=HY jean.sigwald
iPhone data protection H HERFEEH 2

http://code.google.com/p/iphone-dataprotection/

fTEHBET#E (885

RMETTI

& AILIER HE M EE)

]



http://code.google.com/p/iphone-dataprotection/
http://code.google.com/p/iphone-dataprotection/

Filesystem (HFS+)

Logical Block Address (LBA)

‘ dd /dev/disk0* wl >[ Block device J -

lLogical Page Number (LPN)

FTL

lVinual Page Number (VPN)

VFL

‘CE + Physical Page Number (PPN)

NAND driver

IOFlashController
UserClient




FTL(Flash Translation Layer)

YaFTL

YaFTL is a page mapping FTL, where logical pages can be stored anywhere and in an
order on the physical media. It is quite similar to DETL : page mapping informatio
(called index pages) is stored on Flash and cached in memory on access. YaFTL split
the virtual address space presented by the VFL layer into superblocks. A superblock ca
be seen as a "“row" of physical NAND blocks. There are 3 types of superblocks, based ol
the type of pages they store:

» Context pages store all the information required to initialize YaFTL, including th
userTocPages array that points to up-to-date index pages. It also stores eras
counters for wear-levelling.

» Index pages store pointers to user pages

o User pages contain block device data


http://code.google.com/p/iphone-dataprotection/wiki/YaFTL
http://code.google.com/p/iphone-dataprotection/wiki/YaFTL
http://csl.cse.psu.edu/publications/dftl-asplos09.pdf
http://csl.cse.psu.edu/publications/dftl-asplos09.pdf

Key #1 Keychain

REEY N2 4 870 keychain data

&g DFU = » ##, Ramdiski $2HX key Al keychain data o

i0S A DFU R 2% > FFrl IR EUEZY User 2 [EFEA1 keychain 245
FrEERY keys » #EE Ramdisk S48 MNE 12 > FiF eI LAER L &

I0OS 2%« AILAE IR T SRR IS EHS o

Escrowts : SR {REEEAER] I0S B mEZ A BT BAER » ABEIRA] LAF| RiRE
35 LE'E B P JE X Escrow s & 7 = (i 23 A5 B Al FR 2 BT A 2 i 2 10S &t e £ 3Y

& Escrow file AR AR iRy UUID 2K 4p

Escrowfs Y15

win xp : %ALLUSERSPROFILEY%\Application Data\Apple\Lockdown\

win 7 %ALLUSERSPROFILEY%\Apple\Lockdown\



A eh T R B Bl S R (RS B

Il B35 X Hitcon 2012 52 B EE g £ EXie R 1ERR AR
BTN E B/ ARGRIER?

/win32/itunnel_mux.exe --decrypt --witf common/WTFE.8900 --
loss

common/iBSS.n82 --kernelcache common/kernelcache.n82 --
devicetree

common/Device Tree.n82 --ramdisk common/ramdisk-4.dmg
Awin32\ssh.exe -¢ null -m hmac-md5-96 -p 2022 root@localhost
dd

bs=1M if=/dev/rdiskOs1s1 | \win32\dd.exe bs=1M of=output-file
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108 forensic Tools for Windows UA.2 beta
By thxPFoss lab.com.tw from Taiwvan

soron255054@fhotmail.comn soron<; 530> from Taiwan

http://wuww.osslab.com.tw

special thanks Jean.sig and jb security labs
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USB init done
GetMasterBlock: Error 16 opening /dev/udB
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0SSLab I10S forensic Ramdisk special thanks jean.sigwald’s Run
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i0S 5 kernel detected, replacing IOF lashControlerUserClient::e
Found I0F lashControlerUserClient: :externalMethod at 8863b8f4
I0MemoryDescr iptor__wi thAddress=88223f6d

Found externalMethod ptr at 88641070

vin_write into kernel_task 0K

NAND configuration: 16GiB (4 CEs of 4896 blocks of 256 pages
Found DEVICEINFOBBT at page 1848328, banksPerCEphyiscal=1

NAND dumper Listening on port 2608
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Using MobileKeyBag framework

//load and decrypt keybag payload from systembag.kb

CFDictionaryRef kbdict = AppleKeyStore loadKeyBag("/mnt2/keybags”,
"systembag");

CFDataRef kbkeys = CFDictionaryGetValue(kbdict , CFSTR("KeyBagKeys"));
//load keybag blob into AppleKeyStore kernel module
AppleKeyStoreKeyBagCreateWithData(kbkeys, &keybag id);
AppleKeyStoreKeyBagSetSystem(keybag id);

CFDataRef data = CFDataCreateWithBytesNoCopy(0, passcode, 4, NULL);
for(i=0; i < 10000; i++)

{

sprintf(passcode , "%04d", i); if (\MKBUnlockDevice(data))

{
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%t AFC Service T3

0SS {TEIEE HEER AFC (Apple File Connection) fRFS-2 &
iPod (2001) BF{XFL B RY, H s 2 & usbmux.

lockdownd #EdaemonlA /System/Library/Lockdown/Services.plist
it S PEBR A2

PR RIEINEH I0S RS2 AFC2 k7% & 1 KB ERATE

ZEEE » AFC2 ZZ Lockdown/Services. plist

<key>com.apple.afc2</key>
<dict>
<key>lLabel</key>
<string>com.apple.afc2</string>
<key>ProgramArguments</key>
<array>
<string>/ust/libexec/afcd</string>
<string>--lockdown</string>
<string>-d</string>
<string>/</string>
</array>

</dict>
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1& /private//var/wireless/Library/CallHistory T~ By call_history.db
PENE RAN B E - AT A sqlite TRE

Table: |call v | | New Record |Delete Record

ROWID address date duration flags 1d name
8615172320747 1326793499
15172320747 1326796301
+3615172320747 1326795658
18301165963 1326301073
+3615221550201 1326345470
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</array>

<key>lastVisitedDate</key>

<string>362113495.9</string>

<key>redirectURLs</key>

<array>
<string>http://iphoned.tw/forums/showthread.php?t=181818</

</array>

<key>title<l/key>

<string>[REN] a7 @ EEER~-AIREBRZAXRT ' ARER[EPEE22</string>

<key>visitCount</key>

<integer>l</integer>
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Per file encryption extension added to the HES filesystem in iOS 4.
Each file gets a unique file key used to encrypt its data fork. File
keys are stored (wrapped) in-an extended attribute named
com.apple.system.cprotect.
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