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1. EEIERE LR IIRE VLI "Services" SiZHL R #] "Captive portal"

2. EHILM I F, LR "Captive portal” ET, 2R )5 FIEFE "Enable captive portal"JF i k%5, I Hik
P& "Interface" & "LAN" .

Services:Captive portal

Captive portal Pass-through MAC Allowed IP addresses Users File Manager

B kNS 2 RS
nable captive portal
Interface ﬂ# LAN
Choose which interface to run the captive portal on,

Maxirnurm cancurrent 1

| per client IP addrezs [0 = no limit)
connections

This setting limits the number of concurrent connections to the captive portal HTTP{S) serwer, This does not set how many
uszers can be logged in to the captive portal, but rather how many users can load the portal page or authenticate at the zame
time! Drefault is 4 connections per client IP address, with a total maximum of 16 connections,

Idle tirmeout minutes

Clients will be disconnected after this amount of inactivity, They may log in again immediately, though, Leawe this field blank
for no idle timeout.

Hard timeout R Les
Clients will be disconnected after this arnount of time, regardlazs of activity. They may log in again irnmediately, though.
Leawe this fizld blank for no hard timeout {not recommended unless an idle timeout is set),
L k ird
Pl el e Enable logout popup windowr

If enabled, 3 popup window will appear when clisnts are allowed through the captive partal, This allows clients to axplicithy
disconnect themsehres before the idle or hard timeout occurs,

Redirection LIRL

If wou provide a URL here, clients will be redirected to that URL instead of the one they initially tried to access after they've
authenticated,

3. 7F "Authentication " #%£Ff "Local user manager" W&/~ K H] pfSense H A 1IN £dis e
(M J5 I 75 EAE pfSense 3/ AH R K )

Authentication O Mo jcation

O RADIUE authentication

Prirnary RADIUS servar

IF address
Enter the IP address of the RADILS server which users of the captive portal hawe to authenticate againzt,
Port
Leave this field blank to use the default port (13121,
Shared
sacret

Leave this Reld blank to not use a RADTIIS shared secret (ot recommended),

Secondary RADIUS server
IP address

If you have a second RADIUS serwer, you can activate it by entering its IP address here,

Shared
secret

Accounting

send RADIUS accounting packets
If thiz iz enabled, RADIUS accounting packets will be zent to the primary RADIUS senver,

Accounting
ot

Leave blank to uze the default port (1513,
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<form method="post" action="$PORTAL ACTIONS$">

ME5%: <input name="auth user" type="text">

20l : <input name="auth_pass" type="password">

<input name="redirurl" type="hidden" value="$PORTAL REDIRURLS$">

<input name="accept" type="submit" value="Continue'">

</form>

5. ft"Portal page contents" &b, i “WIN” FALRINIEE K Portal.html AIE UL [

Portal page contents | [ s D

Wiew current page

Uplaad an HTML file For the portal page here (leave blank to keep the current onel, Make sure to include a farm (POST ta
"$PORTAL_ACTIONE"] with a submit button (name="accept™) and a hidden field with name="redirurl" and
value="$PORTAL_REDIRURLE". Include the "auth_user" and "auth_pass" input fields if authentication is enabled, otherwise it
will always Fail, Example code Far the Farm:
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System Interfaces Firewall Lai] Status Diagnostics

Services: Captive portal: Edit user

Usernanme mikchelle
Password P

I!l*!!!!!! [cmﬁn.ﬁtm':l
Full nama ek

Usar's full niames, For sour oven information only
Exparation date )

Leswe blark i the scoount shouldnt spire, obtherwisa enter the @opirabion dabe in the Following Format : mmfdd iy
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