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• OpenVPN (pfSense 2.0)

?? OpenVPN ??????????????????????(Windows ? Linux)?????????????????????????? Linux ?????????

??? Linux?????? OpenVPN ???
http://openvpn.net/index.php/downloads.html

$wget http://openvpn.net/release/openvpn-2.0.9.tar.gz
$tar xzf openvpn-2.0.9.tar.gz
$cd openvpn-2.0.9/
$cd easy-rsa/
$vi vars

reference to undefined name 'syntax' Exception of type
'MindTouch.Deki.Script.Runtime.DekiScriptUndefinedNameException' was thrown. (click for details)
????????????

$source ./vars
$./clean-all
$./build-ca

.....
......
Country Name (2 letter code) [TW]:(? Enter)
State or Province Name (full name) [ALANG]:(? Enter)
Locality Name (eg, city) [HsinChu]:(? Enter)
Organization Name (eg, company) [pfSense-VPN]:(? Enter)
Organizational Unit Name (eg, section) []:(? Enter)
Common Name (eg, your name or your server's hostname) []:alang-pfsense
Email Address [alang@myhost.mydomain]:(? Enter)

??Common Name ????

$./build-key-server server

....

....
Country Name (2 letter code) [TW]:(? Enter)
State or Province Name (full name) [ALANG]:(? Enter)
Locality Name (eg, city) [HsinChu]:(? Enter)
Organization Name (eg, company) [pfSense-VPN]:(? Enter)
Organizational Unit Name (eg, section) []:(? Enter)
Common Name (eg, your name or your server's hostname) []:server
Email Address [alang@myhost.mydomain]:(? Enter)
...
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...
A challenge password []:(? Enter)
An optional company name []:(? Enter)
...
...
Sign the certificate? [y/n]:y
...
1 out of 1 certificate requests certified, commit? [y/n]y

$./build-dh
$./build-key pfsense-client

..
...
Country Name (2 letter code) [TW]:(? Enter)
State or Province Name (full name) [ALANG]:(? Enter)
Locality Name (eg, city) [HsinChu]:(? Enter)
Organization Name (eg, company) [pfSense-VPN]:(? Enter)
Organizational Unit Name (eg, section) []:(? Enter)
Common Name (eg, your name or your server's hostname) []:client
Email Address [alang@myhost.mydomain]:(? Enter)
...
...
A challenge password []:(? Enter)
An optional company name []:(? Enter)
...
...
Sign the certificate? [y/n]:y
...
1 out of 1 certificate requests certified, commit? [y/n]y

???????????????????????????????? keys ????????
ca.crt
ca.key
dh{xxx}.pem
server.crt
server.key
pfsense-client.crt
pfsense-client.key

??????????????????? 0 ????????????????????? ?? pfSense ?????????Firewall??OpenVPN??Server??????????

???? OpenVPN ??

2

mailto:alang@myhost.mydomain


Protocol = TCP
Dynamic IP = yes
Address Pool = ?? VPN Client ??????????????????LAN/WAN/DMZ/LAN2?
Local network = ??????????? LAN?????????VPN ?????????????
Authentication method = PKI ??????????????????????? Linux ???????????? cat $cat ca.crt ????? -----BEGIN
CERTIFICATE----- ? -----END CERTIFICATE---- ???????? ??????
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LZO compression = ?????????????????????????????
Custom options = ????????????? DMZ ? LAN2 ????????? VPN Client ????????????????? LAN2 ? 10.10.9.0/24 ??
????
push "route 10.10.9.0 255.255.255.0"
?????????????????

???????? LAN & WAN? ? LAN ???????
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??????????

??? pfSense ?? OpenVPN ???????? ??????????????? Windows????? OpenVPN ?????????????
http://openvpn.se/ ??????????????????? TAP-Win32 Adapter??????? VPN ???????
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??????OpenVPN ???????????????OpenVPN??OpenVPN configuration file directory? ????????????????
pfsense.ovpn?????

reference to undefined name 'syntax' Exception of type
'MindTouch.Deki.Script.Runtime.DekiScriptUndefinedNameException' was thrown. (click for details)
?? pfsense ??? LZO compression???? comp-lzo ???????????????????????????????? ca.crt
pfsense-client.crt
pfsense-client.key
?????????????????????????????????? OpenVPN ?????????? connect ? disconnect ???

???? LZO compression ??????????????????????

?????
http://www.pfsense.org/mirror.php?section=tutorials/openvpn/pfsense-ovpn.pdf
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