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77?

cd /usr/src

tar xzf psad-2.1.7.tar.gz
cd psad-2.1.7/
./install.pl

Notes:

« 727277 ./install.pl --uninstall?

77 iptables log

iptables -A INPUT -j LOG
iptables -A FORWARD -j LOG

?7?7L0G 7?
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#iptables -L

Chain INPUT (policy DROP)

LOG all -- anywhere anywhere LOG level warning
ghain FORWARD (policy ACCEPT)

target prot opt source destination
LOG  all -- anywhere anywhere LOG level warning

# Enable LOG for psad daemon
-A INPUT -j LOG

-A FORWARD -j LOG

COMMIT

77?

mn

« EMAIL_ADDRESSES - 7??722722727277277

« HOSTNAME - 772?7?

+ SYSLOG_DAEMON - syslog 77777777 syslogd?

« ETC_SYSLOG_CONF - syslog 7?77?7277 /etc/syslog.conf?
2272772

nmap ?7 3?7
¢ AUTO_BLOCK_TIMEOUT - 777 3600777 IP 7777



77?

ENABLE_AUTO_IDS =Y
AUTO_IDS_DANGER_LEVEL =3

Ans: 7?7 [etc/psad/auto_dl

# Ignore local subnet
192.168.7.0/24 0;

# Ignore a host
192.168.8.10 O0;

/etc/sysconfig/iptables?

# Accept responses to our pings
-A INPUT -p icmp -m icmp --icmp-type echo-reply -j ACCEPT
-A INPUT -p icmp -m icmp --icmp-type echo-request -j ACCEPT

iptables -D PSAD_BLOCK_FORWARD -d 123.123.123.123 -j DROP
iptables -D PSAD_BLOCK_FORWARD -s 123.123.123.123 -j DROP
iptables -D PSAD_BLOCK_INPUT -s 123.123.123.123 -j DROP
iptables -D PSAD_BLOCK_OUTPUT -d 123.123.123.123 -j DROP

Q: 77? danger level

DANGER_LEVEL1 5; ### Number of packets.
DANGER_LEVEL2 15;

DANGER_LEVEL3 150;

DANGER_LEVEL4 1500;

DANGER_LEVEL5 10000;
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