107°°°°°°77°°°°°°777°°°77?7

A Port ? Gateway
B Port 77?77

C Port 7777Switch
ATB77?77C M.
a=10/2=5Mbps
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Please check select the network device (one or more) to monitor from the following list:

Device IP address Description
\Device\NPF_{2E3F594{-DDF3-44AC-01F9-440958A727E3}  192.168.7.158 Realtek PCle GBE Family Controller
WpFEET
4 | i | r
Ignore 1P list: (- EIEFEHIRGIP)  Gateway and Proxy IP list: Recording options:
If you do not want to record chat If you are using Internet gateway Record MSN online status changes.,
from some IP, please add it here: or proxy, please add its IP here: o g

[] Only record chat from this computer.
[ Do not record host name.

| Add H RIE’"“":"""E’| | Add || RIE’"“":'"'"E’| ] Record raw packet data to log file.
192.168.7.2 Nt fokders:
%%HE?EIPEEE.%E | Set chat log folder |{fulder with write access)
|Dpendmtlngfnlda || Open config file folder |

Chat log options: %E‘i&m—l—‘
[+ Delete chat log to Windows recyde bin when you dick the delete chat log button. R ——

[ Highlight new chat log on list. Mark chat log as read after viewed for: 3 seconds. | Save || Cancel |

Msn ?777?
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Date list IP address list Chat type list Chat summary Upload status: [ | Uploaded — Read status: [ ] Not read yet
2012-01-31 | [192.168.7.151 || Facebook chat Contact name/address: wprosissowres.com and chwmyg_mshotmai.com
2012-02-01 192.168.7.154 Facebook message Egggﬁ: 592.166.7.151:35498; Host name: thx-PC

192.168.7.158 MSN chat || Upload status: Not uploaded yet.
MSN online status Read status: Read on 02/01/12 09:07:12.
4
Chat content View chat login: O plain Text @& HTML
[19:30:31] g e asmaies.com said:
=£E
[19:30:32] mpprrEwrrrLes.com said:
T
[19:30:36] chamg il sl pen said:
aam ||| 87 BERXESRIEHTLE?
Contact list

ST PEETes.com and sl net. ptez.org

il T res.com and stdssrihotmail.com

o PEETes.com and oo resgligmail.com

e illaeserres.com and T | Bhotmail.com

el L i res. com and Pelee B 09253 @hotmail.com
o rEEsETes.com and reesialiniiomai.com
mppertliserres.com and SEEXIEEEDCchome.com.tw
el N e 5. com and RS54 @hotmail.com
ECms v Tes.com and Fprplislidre.com

nnnnnn T e e =m0 il e

T d 3

s tlilsmsrres.com and Tl _EFhotmai.com

E

E

[19:30:42] e e Hsieiies.com said:
HE—T

[19:30:49] charg_reE&aimail.com said:
AEESEEFEH

[19:38:30] chamg mrillwotmiail.com said:
2/2191LAE?

[19:58:44] chamgy mrillotewd cpm said:
BE—

[21:03:11] chassg jralrssrad nm said:
EENENEEDE

Chat monitor is ON, monitor 1 device(s). Current status: recording chat from IP address: 192.168.7.151, 192.168.7.154, 192.168.7.158

MSN ?777?
Date list IP address list Chat type list Chat summary Upload status: [] Uploaded Read status: [] Not read yet
2012-01-31 [192.168.7.158 || [MSN online status | | Contact narnefaddress.-:i:ﬁl;ru-.i...-
R IP address: 192.168.7. 1 Sl 1 scae s s 0
Chat type: MSN online s@ous
Upload status: Not uploaded yet.
Read status: Read on 02/01/12 02:11:43.
4 ¥
Chat content View chat log in: O Plain Text @& HTML
[ =l - changed the MSN status to be Idle
Contact list
B w4 url.com.tw o
- - 12@msn.com
e = wmenotmail.com
momey = motmail.com
m=m mgmtmail.com
gy @hotmail.com
|- voppiemnai. com
ot mail.com
Eemnl  SEmgmmcr) COM
o s s N




MSN Web Chat

yahoo 77?7
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& I N LelEdle)i=]al x|

|-§shawSearch ||almpurt |||5£xpmt = || . Password ||— Print || 2 Upload ||$¢.‘0pﬁurrs ||E|Ignare || = Delete = |

Date list IP address list Chat type list Chat summary Upload status: [] Uploaded Read status: [ Mot read yet

2012-01-31 192.168.1.136 MSN online skatus Contact name/address: -

(20120201 |[192.168.7.154 ||| Yahoo chat Icmjg‘g;‘ﬁ:%gﬁéﬁfﬁy%wﬂg Host name: 555

192.168.7.158 Upload status: Mot uploaded yet.
102.168.7.175 Read status: Not read yet.
4 2
Chat content View chat log in: ) Plain Text & HTML

[15:00:00] From (N to ([
hi .. have we chatted before? 23/female
here...you?
115:00:271 From
whats wrong babe? whats the problem?

Contact list [15:01:11] From

" S i'm sorry ..i gef to be forgetful at times!!
e —_— how're you?’

[15:01:43] FE
Just got out of the shower...long day been
kind of busy! but i'm feeling naughty! so
what's up ..... want to have some fun? &

Chat monitor is ON, monitor 1 device(s). Current status: recording chat from IP address: 192.168.7.158, 192.168.1.136, 192.168.7.175, 192.168.7.154

Yahoo??7?
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—

o I

L b= G = e X |

| & Show Search || + 7 Import || L Export = || » Password || = Print || <& Upload || #° Options || £ Ignore || & Delete =
Date list IP address list Chat type list Chat summary Upload status: [ Uploaded Read status: [ ] Not read yet
2012-01-31 192.168.7.154 ‘Yahoo mail chat Contact name/address: I nd i —— -
2012-02-01 1P address: 192.168.7.154:2814; Host name: 555
Chat type: Yahoo mail chat
Upload status: Not uploaded yet.
Read status: Read on 02/01/12 17:39:07.
4 F
Chat content View chat login: O Plain Text & HTML
[17:38:52] :rOﬂE o
Figen
[17:38:57] From N i
TR T AEe
Contact list
Y -l —

Chat monitor is ON, monitor 1 device(s). Current status: recording chat from IP address: 192.168.7.154

Facebook chat 777?
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Chat type list Chat summary Upload status: [ Uploaded Read status: [] Mot read yet

Facebook chat | Contact name/address: Thread Id id.342461865774221
IP address: 192.168.7.151:50241: Host name. 2 M
Chat type: Facebook chat

MSM chat Upload status: Mot uploaded yet.

MSN online status Read status: Read on 01/31/12 18:49:24.

Facebook message

4

Chat content View chat log in: () Plain Text @& HTML

[18:14:36] From Dao Hung Chang{100000529678456) to
(500301458

hihihi

[18:14:54] From Dao Hung Chang(100000529678456) to

P P TTE— (500301458

AlFE—T

| [18:15:07] From 1301458) to Dao Hung Chang
(10000052967 8456):

Test TEst

[18:15:24] From & to Dao Hung Chang
(100000529678456):

HIg 7 XD

[18:15:24] From to Dao Hung Chang
(100000529678456):

HIE 7 XD

http://www.oxid.it/cain.html 7777227722722

Telnet ?7?

[B30:41m C3ima Wk [30:41mh AP A [31m/ [32m?[1;34m?[;32m?[1;34m?[;30;41ms [1;31m?[31, 41 m?(1m?[31;41m? [1m@ OO0 0= 30m] [23m?[31m?[33m* [[31
[#1m [3tmh W N [3041mdF AF [1:33m [3m?[31,41m?Ime[349m? Il OGO [30m( [33m?[31mP[33md [31m?[33m?[30;41mE [31m| [m

[41m L3tm W [30;41mP 4P H3tmss SOOGS0 [30m [33m?[31m?[33md [3m/ [[30,41m3E [3m” [m

i E] RemifiREEEEY RTmEEE 31m [90413] ETmEERERGE—EREREH - m

MEH#E4E FB:hitp:/ippt.ce/Cydg Google+hitp:ppt.coiyl 3y

TTHESMEL teinetipttd oo

2114 [K [msFE A P88 » L) guest 28R » B L new 31 [Fm ? 700 ?? PP 77 7 ? U imassewess e 2200 (K [mEES0LA STEIREE e oo
H [2] [H [2) [m [231HEA D » BHE . 220 [13TmIE: BEETIEEEE ) HESE -

[miEFE MRS e B b A AAEERE ¥ [in] [3047m  [m 0 [3047mn [m [22,7H [KE{IERARSE HERERE ALY » RREHEF S TelEa

H [2) 23 HEEEMFLSE HEAERTELE » RREEERFE TR .

[21,7THERIMT R IR0 » FOREEAE [1,33m211.72.203.66 [miETEFLE » [226HEERESERASE  [1:33m01/34/2012 17:11:08 Tue [m=

K [1:3444M p—— (01,3744 SRR EHE M —— (1 [0 [1;37;44m [ ETHER] 541m {REEREN  [0;1,37:44m

[0:30:47mmz [0:1:32m 1 TP [013m0 0201 2 [0:30m?[m?(1:37mh [32m | [0:1:37m/ [m2[30m?2[m@ [1:37mh\ [33m | [0:137m/ [30m?[0;30m? [2:75H [mmo

[30;47mzwm [0;1;37Tm __ [0;30m?[32m} [ImE [0;1;37m?[0;30mX ?[33mX [1miE ?{0;30mx [1,33;41m?[0;31;43me [1;33;41m?0;31;43me [1,33;41m?[0;31;43me [1;33;41m?[0;31;43m
[30:47mm= [0;1;313 /720;30me [0;1;37m™, [0:30m?[32m7[0;1;37m/ [30m | [32mh [33m A [0;30m?[m?[33m/ [0;1:37m | [m\ [33mZ[30m@ [mdl [1;37,47Tm?[0;47me [30m™
A AT LA I Fi= 0 AL e 8 eenrd o s I LAt LR DO T AE N £ 05 LT T

FTP 7?7

Timestamp I FTP server | Client Username Password |

31/01,/2012 - 18:46:00 192.168.7.154 =y P

10


http://www.oxid.it/cain.html

777777

......
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server | Client Usemame | Password IURI_ | UserField PassField IAuthTyF
5.31.156 192.168.7.158 1263612021.... 5 T e ke tom.twvd/news.php id= p= Basic (Ft
531155 192168.7.158 1263612021.. 5 Nl il g. doubleclick net/pagead/adsiclient=c... id= p= Basic (Ft
531138 192.168.7.158 407483253 Adfindexphp Wl S e fOmtw/ v indexphp id= g= Basic (Ft
531138 1921687158 1951136101 Aedfingin php i "Fmrm el fom tw/ v/ loginphp id= p= Basic (Ft
220361 1921687.158 - o wim S Fmm sl wom tw vl loginphp usernames= password= Basic (Ft
531138 1921687.158 1916785736 Sedfindex.php i "Fmrm selrn. xom.tw/vdfindex. php id= p= Basic (Ft
POoT4125.31.156 1921687158 2739871951 3 http//googleads.g.doubleclic
PoF412531.156 192.168.7.158 2396134854 3 http;.’fgﬂﬂ@&ﬂds.g.dﬂ ubleclic

| 123.204.250.1... | 192.168.7.158 http-//digiland tw/login_php
boo74,125.31.156 1921687158 30998330783 = http://digiland tw/index.php
Foo74125.31.136 1921687138 2739871951 3 http://digiland tw/index.php

web 7777

7777777777Free HTTP Sniffer

2772777277777

...............

>

Stark

------

- (2

Stop  Clear

=

I

Help

E xit

777772777777(All addresses sent and received by any computer)

Options

General Optiohz

I/}aniffer tode

Femove duplicate address

Clear rezultz before new action

(7 Orly addrezzes sent by this computer
() All addreszes zent and received by thiz computer
(71 Orly addresses sent by any computer

@ All addresses sent and received by any computer

ak

| | cancel

11
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. g A e 1 B A i g

il hlﬂp—h‘D 1278 d\annelfa:ehonkoum:‘pdl"chmml-p 10000052967 24565 :2q=077 Lolientd =601 87 8%k ch=rnlk plidle=51%.. 192 1 6271 51 59 171, 22’? 43 51733 20

2 it #/0-278 charnel facsbook com/pul 7ehannsl=p_1 0000052967856k sen=878kclientd=d9e20076ch=35bytidle=562 1921687151 £9.171.227.43 53528 20
3 il /profile. 2k bede.netprofile-ak-ash2/161261_100001713381403_1801 31 3285_q.ipg 192.168.7.151 58.27.86.9 54882 20
4 hitp://0-278. channel iacebook com/pul Zehannelep_100000529678455kseq=870kclientid=601BI703kchdppitidle=E2ts.. 1921687151 £9.171.227.43 51733 80
5 btz A/ comet31 plurk com/comet/1 328013504725/ %5_callback=CometChannel scipiCalbackbchannel=generic- 4476725, 1921687151 74120121 63 54914 80
46 ttpr #10-278 channel Facsbook.com/pul Pchannel=p_1 0000529678456k 20=07 3k chenbd=d9e2007bcb=Dackidle=520 1921687151 63.171.227.43 5328 a0
34? hiltp:/0-278. channel facsbook com/pul ?channet=p_1 0000052967 6456ks20=07kcientbd=601 8709k chmabahiidle=59ks..  192166.7.151 63.171.227.43 51733 80
it /0278, channel facebook com/pul Fehannel=p_1 0000052967 8455k seq=B80kcTentids mmwaam-bsbva.ae-m 1821687151 £9.171.227.43 51733 80
m it : charinel facsbook com/pull 7cl » 10000052 =0t E 921687, £69.171.227.43 EE
it #/0-278 charnel facebook com/pul Fehannel=p_1 0000052367 8456ks20=881 bclientid= da;:znms.:h:am&.d@:s% 1921687151 £3.171.227 43 53528 80
51 it/ picfile. & fbedn nethprofile-ak-ash2/370750_1528353867_1 45607271 3_q ing 1521687151 5827869 54882 a0
52 hitp: /0278, channel iacebook com/pul Tehannelep 10000052967 8455k seq=882kclentid=601B785kcbalg2 atidle=65 192.168.7.151 £9.171.227.43 51733 80
3 hittp: /0278, charnel facebook com/pul Fehannelep_1 0000052967 8456kseq=882b clentid=d3e20074ch=90datidle=596 1921687151 £9.171.227.43 53528 20
] it #/0-278 charnel facsbook. com/pul Fehannsl=p_1 0000052967 84564 sen=883h clientid=d3e 20074 ch=x1 Jhidle=597 1821687151 £9.171.227.43 53528 20
5 illp://0-278 channel facsbook com/pul 7ehannel=p_1 0000052967 8456k:20=0834clienbd=E01 81785k ch=dod3bide=6E  192168.7.151 £9.171.227.43 51733 80

http://www.ublink.org/index.php/2010...rtmonitor.html
http://www.mobile01.com/topicdetail....&t=1503696&r=9

http://januslin.blog.ithome.com.tw/post/1861/134092
2820 7?77 772777777

777? wireshark
?7?7?7?7UTF87??wireshark

77?7 Wireshark???? utf8 ,727?772727777?
707NN
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http://osslab.tw:8880/VoIP/IP_PBX/%E8%BB%9F%E9%AB%94%E5%BC%8F_IP_PBX/Asterisk/Tips/%E5%81%B4%E9%8C%84_SIP_%E9%80%9A%E8%A9%B1
http://osslab.tw:8880/VoIP/IP_PBX/%E8%BB%9F%E9%AB%94%E5%BC%8F_IP_PBX/Asterisk/Tips/%E5%81%B4%E9%8C%84_SIP_%E9%80%9A%E8%A9%B1
http://osslab.tw:8880/VoIP/IP_PBX/%E8%BB%9F%E9%AB%94%E5%BC%8F_IP_PBX/Asterisk/Tips/%E5%81%B4%E9%8C%84_SIP_%E9%80%9A%E8%A9%B1
http://www.ublink.org/index.php/2010-02-27-09-11-23/vigor-other/vigor-smartmonitor.html
http://www.mobile01.com/topicdetail.php?f=507&t=1503696&r=9
http://januslin.blog.ithome.com.tw/post/1861/134092
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-
[l Resltek PCle GBE Family Controller: Capturing - Wireshark

[E=RISE)

File View Go Capture Analyze Statistics Telephony Tools Help
S Copy "1 TLIER Qe #EM% 8
.| O, Eind Packet... Ctrl+F .
Filter ™ = * Expression.. Clear Apply
Find Mext Ctrl+M :l
Ti Find Previous Ctrl+B bBn Protocol  Length  Info |l
11 Mark Packet (toggle) Ctlen 199 HTTP 313 GET Awidget/hte2 Aweather-data.asp?slat=
33 2 [ shifteCirlsn R HTTP 219 GET /naver/android/npush/service_line.
2: 2 Find Previous Mark shifteCul8 gig; i;g;’m 1322 ;I;;Tpﬁllxmfﬂ CIKHTTPII I {applicati
. oc/m/ap 1 {applicaticn,
Mark All Packets Ctrl+4
b1 2 UE' _ka; " Ct'|+D 7.167 HTTP 586 HTTP/1.1 200 O (application/binary)
Ry 2 oo RTEe " raeT HTTP 79 HTTP/1.1 100 Continue
H2 2 (& SetTime Reference (toggle) Ctrl+T F1.14 HTTP 324 POST faardo HTTP/L.1 {application/octe |
Find Mext Reference Shift+Ctrl+Alt+M r
Find Previous Reference Shift+Ctrl+Alt+B
Configuration Profiles... Shift+Ctrl+A
4. Preferences... Shift+Ctrl+P
1 | i -
°| Realtek PCle GBE Family Controller: <live .. | Packets: 22750 Displayed: 7 Marked: 0 Profile: Default

-
[ Wireshark: Preferences - Profile: Default

= User Interface e
Layout Family: - Style: Size:
Cooper Std Blac - -
Colurnns " Normal =] 10
Corbel
Font B -
Cordia New ¥
Calors 7
CordialPC
Capture 3
o Courier New E
Printing 9
) DaunPenh
MName Resolution I}s“ 10 |2
o David 3
Statistics 11
DejaVu Sans
Protocols = |12
DejaVu Sans Condensed
13
DejaVu Sans Light "
DejaVu Sans Mono " b
Deja\Vu Serif 18
DejaVu Serif Condensed 20
DFKai-SB
22
DillenialPC
Ll |24
DokChampa i T8 I8
a8
Preview:
abcdefghi jk ABCDEFGHIJE + s ®#
Co ) am [ o

13
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ip.addr == 192.168.x.x and msnms

il (Untitled) - Wiresharl

Eile Edit \Miew Go Capture Analyze Statistics Telephonx Tools Help

S e BEHXEE8 Aa¢e+ T I/ EE Qaal $2BWx 8

Filter: | msnms = Expression.. Clear Apply

Destination Protocol Info
L& 10O, Ll od JILa LML L

No. . Time Source
Ui, e, 943, uJd

LAl U Lod

240,
249,
251.
254,
284,
256.
25T.
258,
259,
272,

278,

526800
T4TE1E
011127
530873
T465TA
BOEEEY
TEA2TT
nool6s
BETT22
321749
19020
BELE2E
629008
Q04851

192, 168.11. 3
65, 54, 50. 159
65. 54, 189, 213
192, 168.11. 3
66. 54, 50. 159
207.46. 124,77
192, 168.11. 3
66. 54, 50. 159
65. 54,49, 53
65. 54,49, 53
66, 54,49, 53
6d.4. 16. 53
192, 168.11. 3
66. 54, 50. 159
192, 168. 11. 3

65. 54. 50, 159

65. 54, 50. 159
182,168, 11.4
192,168, 11. 3
65. 54, 50. 159
192,168, 11.4
192,168, 11. 3
65. 54, 50. 159
192,168, 11.4
192,168, 11.3
182,168, 11. 3
192, 168, 11.

192,168, 11.3
65. 54, 50. 159
182, 168.11.4
65, 54. 50. 158

MSHMS

NSNS

MsG
MsG
M55
MsG
M5G
M5
MsG

MsG

a1

94 1T 96
zoron2bhib4@k
zrouplE6055En
95 U 96
zoron2bhibd@k
zrouphEEE61dn
96 N 268
zoron2bhibd@k
NLN 1:amberTt
1: ormazdd880<
1:ormazdd980<
zianibh80@hotn
9T U 96
zoron2bhibd@k
98 N 162

4 | L1

0070 Oa 65 Be
0080 65 fc 81
0080 65 46 2d

TO 65 3a 20 74  .Content —Type: t
A3 AE &1 T2 T3 ext/plai n; chars
24 4d 44 53 20 et=UTF-8 .. XIS~

Packsts: 'Er.{'ﬁl.l:;b.ljisplayeci:. 96 Marked: 0 Dro .p;.:ied: 0

O:ITE:-:‘I: item Iiteﬁj, 3b3,-'tes . | Profile: Default
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EifE - USE - I8~ Ctrl+Alt+Del

-_—

MEE

N Exm #ifw TEM HAm

AR
- . HRE)

o g—?iﬁ?ﬂu}kﬁﬁ E&TEhE

EED HHEE BRO SiTw S
#: ¥H <soron255054 @hotmail com>

& BEESA 213) RESTE A B BTk £ BRI, ﬁ*ﬁﬁ
I, TaneXian (EERS) 12 FI-R3ERE - ..
A owesss5963@hotmedle. . %%EM"J‘E
A=amn -Jﬁgﬁﬂgﬁﬁg Iy RS
: @ E@Jﬁmbﬂﬂ]
o EEERTETLA
o EEEHE

T EieEe A

A TBEREERE

F: ggﬂﬁgﬁﬁ @ s A FH

47 EEnRERT
Hib

neteut . EEE
ZEZM0= B

=

A o Sy T 0550
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File Edit View Go Capture Analyze Statistics Telephony Tools Help

Buees DEXEE Ae»s0T L BE Al @BS %8

Filter: msnms ~ Expression.. Clear Apply
No. . Time Source Destination Protocol  Info 5
11 3. 178616 192, 168.11.4 B5.54.48. 116 NENMS MG 30 U 97
12 3. 180265 192, 168.11.4 B5.54.48. 116 NSHMS [TCP Qut-Of-Order] MSG 30 T 87
13 3. 180424 192, 168. 11.4 B5.54.48. 116 NSHMS [TCP Qut-Of-Order] MSG 30 T 87
15 3.380034 65.54.48. 116 192, 168.11. 3 HNENMS M5G hacker?55054@hotmail. com . 87
17 5.008635 192, 168. 11.4 85.54. 48. 118 NSNMS MG 31 U 97
18 5.008340 192, 168. 11.4 86,54, 48. 118 NEHME [TCF Qut-0f-Order] MSG 31 U 87 L
5. 003604 11.4 A6, 54. 48. 118 NSNS [T Order] MSG 31 0 97 3
2 11.4 116 161
22 B.218108 A6, 64. 48. 118 192, 188, 11. 3 NENME M3G hacker?B6054@hotmail. com . 87
23 B.218387 192. 168. 11.4 66, 54. 48. 116 MSHME [TCP Out-Of-Order] MSG 32 N 161
24 B.218624 192. 168. 11.4 66, 54. 48. 116 HMSHMS [TCP Out-0f-Order] MSG 32 N 161
26 5.408227 66. 54, 48. 116 192. 168.11. 3 HMSHMS MSG hacker266054@hotmail. com . 161
29 7. T44673 64. 4, 16. 53 192, 168, 11. 3 NENMS M56 xiaoib80@hotmail, com &% 1=e® 5% a*° 6

Frame 21 (229 bytes on wire, 229 bytes captured)
Ethernet II, Src: Microsof_00:87:d? (00:03:ff:00:87:d2), Dst: AsustekC_Ze:de:8& (00:26:18:2e:dc:&8)
Internet Frotocol, Src: 192,168 11.4 (192.168.11.4), Dst: 65.54.48. 116 (65.54.48. 116}
Transmission Control Protocol, Sre FPort: fuscript (1144), Dst Port: msnp (1863), Seq: 221, Ack: 1, Len: 175
= MSH Messenger Service

N3G 32 N 161Aran

NIME-Version: 1.0Wr\n

Content-Type: text/plain: charset=UTF-8irin

I-MMS-IM-Format: FH-XEGX¥O6XE0XETYE4XEOXEGNOEYEENEORAEXGd: EF=; C0=0. CS5=1: PF=0\rn

\r\n

TSRS
0000 00 26 18 2e dc 8B 00 03 £f 00 87 d2 08 00 45 00 .&...... ...... E. -
0010 00 d7 08 T£ 40 00 80 06 b4 4b c0 a8 Ob 04 41 36 - A6 W
0020 30 T4 04 78 07 47 od Of 40 26 b2 1b 16 28 50 18 v e P
0030 ff b B9 f8 00 00 4d 63 47 20 33 32 20 de 20 31 M5 G 32 W1 E
0040 36 31 0d Oa 4d 49 4d 45 2d 56 65 72 T3 69 6f fe INE —Version
0060  3a 20 31 2e 30 0Od Oa 43 Af fe 74 66 fe 74 24 B4 ontent-T

0ps0 72 TO 65 3a 20 74 65 78 T4 2£ 70 6c 61 69 e Jb tex t/plain;
0070 200 63 65 61 72 73 65 T4 3d 55 54 46 24 38 0d Oa charset =UTF-&..
0080 68 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 Ad 61 T4 3a  K-MMS-IM -Format:
0090 20 46 4e 3d 25 45 36 25 30 36 25 42 30 25 45 37 FH=¥EE% 96KBOXET

O: File: "C:\Users\soron‘\AppData\Local\Tem... | Packets: 31 Displayed: 13 Marked: 0 Dropped: 0 | Profile: Default

7777 ip.addr == 192.168.x.x and http

L ™
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Filter: | ip.addr == 192.168.7.167 and http » Expression.. Clear Apply
Time Source Destination Protocol Length Info il
1 129427160 192.168.7.167 17541.335 HTTFE 313 GEI swidget/htcz sweather data.asp?slat=
33 21B.56BVE1 182.168.7.167 221.139.50.83 HTTP 219 GET /naver/androld/npush/service_line.
DG 218973168 221.139.50.83 192.168.7.167 HTTP/XM 336 HTTERAL.1 200 OK
bE 219.599124 192 168.7.167 T2.14.203.103 HTTP 1054 POST Aoc/mdapi HTTP/L.L (application.
bl 219622726 T2.14.203.103 192.168.7.167 HTTFE 586 HTTFP/L1 200 OK (application/binary)
BE 219928416 216744114 192 168.7. 167 HTTP TO HTTPAL1 100 Continue
H2 219934134 192.168.7.167 216.74.41.14 HTTFE 324 POST faardo HTTP/L.1 {application/octe|
< | 1 §
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