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tramslatedline=line tramslate(ROT13) (L3P +
‘translstedWaords stranslated ine spli

For cackWond in translated Words:

if {eachWord ') in dictionary:
Tound Word=found Werd+ | Welcome to thx's meeting.

else:
nodFound = notFound+ 1
if (foundWord > notFound):
rint file+* comtain ROT-13 encoding.®

Figure 2. ROT-13 detection script. 3’[?%%@
Yes, the likelihood that you will encounter a ROT-13 cipher on 2
imvestization is minimal, However, we used the last example to demonst
function of Python, Tt is also impertant to understand ROT-13 when dect
() ( Tike Windows Registry keys, as we will see later fEEjojiline some of
Lij f— encryptions and encodings. First, we will build a small Python program 1
éﬁﬁ%%ﬁ machine for Cisco PCF files, which contain the configuration settings fo
FEl=] VPN Tunnl.
These configuration files also contain an interesting line, beginni
enc_GroupPwd= or enc_UserPassword=. This linc contains the encryp
Hser L i, this pass is hashed using a relatively
thm and can be 1 back to the original plaintext password. ¢
hers have d this previously; however, we built a Pyth
can be imported into your program. LibCiscoCrack provides a function t
passwords back to their plaintext encodings. Having the capal
# file system, looking for PCF files, and the ability to decode |

?Change microphone 77?77



wu should hear audio in your headset, not your
mputer speakers.
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You should hear audio in your headset, not your

computer speakers.
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ramine evidence. Fython is the driving language for several current open-source fore

ym Volatility, for memaory analysis fo i F"E% for abstracting the process of examining
ovides a taxonomy of the different forensics libraries and examples of code that a fo

fthon, a high-level language, provides an cutstanding interface for forensic analysts ’T’ ﬁﬁ -ﬂ:[ ﬁﬂ -+-— |

lickly generate using Fython to further examine evidence.
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