??ROOT?E

? admin ??7SSH?77?
$su
This applet requires root priviledges!

??root

$vi /etc/passwd ?
root:TnU5p4RsV¢JYk:0:0:root:/root:/bin/sh
nobody:*:500:499:Nobody:/var:/bin/nologin
admin:bmkVMsQ70yhfc:501:499:admin:/home:/bin/sh

TnU5p4RsVcJYk hash 7777
7?

http://support.ceci.com.tw/support/T...C%E6%AA%94.htm

http://blog.roodo.com/retsu0/archives/2642612.html

John the Ripper password cracker 77?7
http://www.openwall.com/john/g/john179i5w.zip ??

77777 7 "TnU5p4RsVJYK" 7? 1.TXT?
john-omp -i:all 1.txt

Cbxk
cygwin warning:

M5-DO05 style path detected: C:‘\Users\u
Preferred POSIX

CYGWIN em
Consul 3 ore deta
http:, C Win=ug=net/usin
Lomded 1 &5 sh (Traditional DES

??7? DES 7777
John 7277(i7-2600) 77 377?77 .
7?7?7?hashcatlite

http://hashcat.net/hashcat-gui/ 7?7??
??Nvidia GTX 570 7?77
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?77RO0T??

' M hashcat-gui | = | | = | =] |—E-?'

File Toels Help
hasheat cudaHazheat—plus cudalasheat-lite

Hash: TolSpdR=Vc:JTk

Mask:
Hazsh type: |[descrypt, DES (Unixz), Traditiomal DES -
Cusztom charszets Attack options
Length: 4 = - 13 =
Char=et 1:
Skip:
Charset 2: Limit:
Skip plain:
Ch t 3
ares Limit plain:
Charzet 4 Azzume charset 1z given in hex
Azzume salt iz given in hex
Bezources Output

Uze non~blocking asyne calls

CFU affinity:
| Write recovered hashes to file:

GPU devices: 1 _—
TolSpdR=Ye ik out | Opern. . .
P worlkload tuning: & =
Format: |hash:pas=s - |
GFU loops: 256 =
GFU watchdog: a0 =
Start cudaHasheat-1ite32. exe ——hash—type 1500 ——outfile TolSpdRsVelllk. out ——pw—max 12

Cracked

TnUSp4RsUc JYk

descrypt, DES(Unix), Traditional DES
Time.Running.: 21 hours, 36 minutes

. 1 day, 21 hours
Plain.Mask...: ?1?272727%2727273
xxxaykin
8
1785790586880,/5533380698112 (32.27%)
23113 .2k/s
0% GPU, 86c Temp

root password = ntxadmin
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?ip :ifconfig eth0 192.168.1.2



