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¢ OpenVPN (pfSense 2.0)

http://openvpn.net/index.php/downloads.html

$wget http://openvpn.net/release/openvpn-2.0.9.tar.gz
$tar xzf openvpn-2.0.9.tar.gz

$cd openvpn-2.0.9/

$cd easy-rsa/

$vi vars

reference to undefined name 'syntax' Exception of type

'MindTouch.Deki.Script.Runtime.DekiScriptUndefinedNameException' was thrown. (click for details)
Yaddddddddddi

$source ./vars
$./clean-all
$./build-ca

Country Name (2 letter code) [TW]:(? Enter)
State or Province Name (full name) [ALANG]:(? Enter)

Locality Name (eg, city) [HsinChu]:(? Enter)

Organization Name (eg, company) [pfSense-VPN]:(? Enter)

Organizational Unit Name (eg, section) []:(? Enter)

Common Name (eg, your name or your server's hostname) []:alang-pfsense
Email Address [ ]:(? Enter)

??Common Name 7777

$./build-key-server server

Country Name (2 letter code) [TW]:(? Enter)
State or Province Name (full name) [ALANG]:(? Enter)
Locality Name (eg, city) [HsinChu]:(? Enter)

Organization Name (eg, company) [pfSense-VPN]:(? Enter)
Organizational Unit Name (eg, section) []:(? Enter)

Common Name (eg, your name or your server's hostname) []:server
Email Address [ ]:(? Enter)
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A challenge password []:(? Enter)
An optional company name []:(? Enter)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

$./build-dh
$./build-key pfsense-client

Country Name (2 letter code) [TW]:(? Enter)

State or Province Name (full name) [ALANG]:(? Enter)

Locality Name (eg, city) [HsinChu]:(? Enter)

Organization Name (eg, company) [pfSense-VPN]:(? Enter)
Organizational Unit Name (eg, section) []:(? Enter)

Common Name (eg, your name or your server's hostname) []:client
Email Address [ ]:(? Enter)

A challenge password []:(? Enter)
An optional company name []:(? Enter)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

ca.crt

ca.key
dh{xxx}.pem
server.crt
server.key
pfsense-client.crt
pfsense-client.key
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Use static IPs

Local network

Remabe network

Client- to-client VPN

.im

O
Thit sllows you to desble this funnel without remenving it from the kst

o)

provioced b be used for the VPN,

Assurne dynamic TP5, 50 that DHCP dienits can connect.

l1194 |
The port CoenVFH vl ksben on, You generaly want 1194 here,

[10.8.9.0024
assigred o the dients. Expressed = a CIDR rangs (eg. 20.0,8.0/24). If the Uss static [Pe’
foeid iont st chents will be assigned addresses From this pool, Otherwise, this vwill be used o set the local nterface’s IP.

O
If this opbion &5 set, Ps wen't be sssigned to dents, Instead, the server wil use stalic IPs on its side, and the dients are
expecied bo use this same value in the "Address pool feld.

10.10.10.0/24 '

& T TETRN B LVl be acoessable from the remote endpont. Expressed as a CIDR range. You may leave ths
Iilank if you dor't want bo acdd & rowte to e local network: through Shis hunned on the remote: madhine. This is generaly st
b e LAN nebwon.

This is & network that vl be routed through She turmel, 5o St & ste-to-site WP can be establithed without manualy
changing the routing tabies, Expressed a5 a CIDR range, 1F ths is & sibe-o-site VPN, enter here the remote LAN here. Tou
may bearve this blank if you don't want a sibe-to-site VPN,

El

If Shis option is set, dhents will be sble o talk fo each ofher, Otherwise, they will only be sble bo tak b the server.

= ]
Fere you can choose the arypiographty sigornishe o be used,

Protocol = TCP
Dynamic IP = yes

Authentication method |'mmm-|+m.¢-.u;£|
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Authentication method = PKI ??7?7???????7?????7777777 Linux ??????777777 cat $cat ca.crt 77?7?77 ———- BEGIN
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Pashe your shared kay bere,

————— BEGIN CERTIFICATE---——- &
HIIDgzCCoRYgivIBAgGIEADANERghk1GIW0BROOF
EDhOBgiVBAgTEOIBYEFSSUEXD s A BgHVBACTER 1Y
BEOHRCFOYTEHNASGAIDEC MDTVVD MO0 uC WY I Q0D
AQKEFRthIGlpoml zdHIhdGoyOGRp YWY IZF]‘IU.GIH{ = C A . C R T
WhelHT Y wOTEANTY = MDESHICRI JELMAKGAIUEBRRMC
SUExDz ANBGNVE A TERIVTRLDISDETHBEEGAIUECHHE =
1 3
Paghe wour O oertficabe in X509 Format here,
ChHEERG LGS nRGFOYTENHACGALVECK HD TVVDHOOw &
Koz IhmreNAQkBF he hZ2G1phml 2d Al haGoy QGRp YW
e NACEEBQADGYE LaPoSVhpoAdDE EJCSP‘Gd 1347
Q+PUZ07YYipUO “SERVER.CRT
TeIvIZAKH)I G52 caF ja+1TeesVNEH+S2 UHF'I.?UNEH
ABC IoMniHEVY+E-+3 XupUOUEEP Le HENI O Zhhig P
————— END CERTIFICATE-———— -
‘ ] 3
Paghe wour server certficale in X809 format bere,

WO iawpTICEeVS5 gV L ulOZchY YINSeONCOCOY | &

HaalfWj Xfmker vy Ve iVEL G hma QOROOAGET2 XGE

zaSwiGCoiP

SEI31TLZH2a0fd2 zc?HCI:-GDBJLm-:n':-cMHRE

VDV PEopTSL b/ -l E RVER.KEY
ROKSCGAZ SGERLATRIZIYUPS Doetu=

————— END RSk PRIVATE EEY-—---—

HIGHAOGERODYZ aiTeUF zarolbGeONT1IHRGLICZ69

;;i;;:’:;?::ﬁia::inQS“nSC4=jdaI]r+thq\rﬂij H 1 0 2 4 P E M

SCHINTsml LIuT g V4VpLoiorhnse) 26 192 BROr 4
----- END DH PARAHETERS=====

LZO compression = 7777272727777272727277777777?

Custom options = ?

Cusgtom options:

7272272727727 DMZ 7 LAN2 772772772 VPN Client 727?7277227227277? LAN2 7 10.10.9.0/24 7?

Checking this vall compress the padkets using the LIO aslgodithm befiore sending them,

puash "route 10-10-9.0 255.255.255.0% |

| ol
ou can put your own qusiom options here, separated by semi-colons (2], Theyll be added to the server configurabion.

[Road wamor oven |
‘fous mary enber a descoripbion hene. This is opbional and is not parsed.

77777777 LAN & WAN? ? LAN 7777777

OpenVPN ??
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Firewall: Rules

wo CEREETR
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D * LAMN et . . . . G
Q
LA

pams binck riject L TS

patt [aiabled) Block: (diablad) rafict [ abled) o leg [dirabled)

Hin:

Fodbes are evaduabed on & firct-mnatchs basis (i, e action of the firgt ruls bo mabch o packel will be sxecubed)l This means that f you use blodk rues,
wousll have lo pay stlerdion bo the rule order, Everything that iBnt explcitly passed & Blocked by defall.

277077777

Log

Stabe Type

Mo ¥MLREC Sync

? WAN 7277777772

Pam |w

Choose what ba do with packsts that mabch the eriteria specifind below.

Hink: the differance bebesen block and reject is that with reject, & padost (TOP RST or ICMP port uneeschabls for LDF) is
returnend b ther sender, whensas with block the packet s deopped sently, T edther case, the original paedist i deecarded.,
Rodect onby works when the: protocol i St bo either TOP of UDE (but not “TCRLUDE") below,

| Disabde this rule
St tris opkion o disabby this rubs without remdire & from the ket

LAH =,
Choose on which inberface packets must come in bo mabch this nule.

any =

Chooss which [P protosod this nale should match.
Hind: i moet cages, you should spacly TOP here,

nat
Lisa this apbion bo irwert the sarse of the makch,

Type! LA subnat -
Addrari: I -

Advanced | - Show source port: rangs

05 Type: [any -

ot this ondy works for TCP nes

| nat
Uiy bhes aapthon: bo irevert the serse of the match.

Type: Wiy

sacrers [ ¢ =~

+" Log packets that are handled by this rule
Hink; thee Firevenl has bvited local kg space, Don't turn of kegging for everything, IF you want to da & kot of kggng,

Congadker Usindg & refredle 5yshog server (Sme the Diagnostics: System kogs: Setbings page).

_ Advanced | - Show stabe

HINT: This prancants the rubs From sutomatically syncing Lo olhr canp mernbirs.

daliin L

Leave as ‘deflault’ bo use the system routing Lable. Or choose a gabeway Lo utilize palicy based routing,
Dafaut LAM -> any

Yius iy esnber & description here for your reference (not parsed),

 Save  Cancel
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Firewall: Rules

o L ove: |

O | TCPUDP L L o 1194

o

pas B bk rejest o ke

pass (dsabled) block (dssbied) reject (dabbod) P g (dubied)

Hindz
Budbes are ewabusted oo a Resk-match bask (e, the schon of the fest rule bo mabch o packoet willl e executed), This ereeans that iF yow use block mles,
wou'll have bo pay sEenkicn 1o the rule ondir, Ewerytiing that isn explicily padied i bBlocked by defal.

277777

Action Pass =)
Chooss whish bo do with packsls that match the criberia specilied below,
Hirk: L i Fesrenc bekvasenn bk ared redect i bt with redect, & packet (TCP RST of HOMP port uneeachable for UDP) is
risturreed bo tre sender, whereas with block the packst is dropped slently. In ethar case, the crgingl packst 5 dscanded.
Rjeck ordy works when the protocol 5 set to ether TCP o UDR (but not “TCRUDET) bekow.

Disabled Disable this rule
Skt bhes aappbicen ko disable this rubs vakhout remerindg it froes the kst

Interface WAN |»
Choose on which intesf ace packets must come in bo match this rals,
Protocol TOPLDR » |

Chaos which 1P protocol this rubs should makeh,
Hirik: ir sk cases, you should specify FOF hare,

Source niok
L khis opkion B imvert B sengs of the match,

e i Bl

cose: [ -

Agvarwad - Show source port rangs

Source 05 &5 Type: [iny -
Mobe: this onby works For TCP rules
Destination | ok
L this option ko invert the: sense of the match.
Typsa: A -
Audress) I i

Destination port range from: | {oer) - TN
o (et~ [

Spemcil'y thas port o pecat riands for Uhe destinastion of the packet for this ne.
Hirk: yous o branoes Rbosr T Tkl sl F oo candy vk b Fillier & simgle port

Ly +" Log packets that are handled by this rule
Hirit: the firevsll has Imited local log space. Dan't burmn on koging for everything. IF you want Lo do a bt of logging,
oofeider using & remobe Sylog s (Sea Lhe Diagnodtics: Syshem kags: Sellings naga).

Achrancid Cptions Avarced - Show advanced options
i _Advanced - show state
Mo YMLRFC Symec

HEWT: This prasarts tees rula from subsmsticsly syrdng to okther carp mesmbers,
oty def st =]
Leave as "default” to use the system routing table. Or choose a gateway bto utilize policy based routing.
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reference to undefined name 'syntax' Exception of type
'MindTouch.Deki.Script.Runtime.DekiScriptUndefinedNameException' was thrown. (click for details)
pfsense-client.crt

pfsense-client.key

ETErnsK u

Connect
Disconnect
Show Status

View Log !
Edit Config itview r
Change Password v pfsense |

Proxy Settings

About
Exit

Fr—=———=—===—====—=======- .
1 777777 2916 !
L e e e m e e e e mm e m = 4
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