
Issue #1

??????VtigerCRM 5.1 (?? Elastix 2.2/2.0)

??????PHP ?????

??????
????????????????????????????

https://your.elastix.server/vtigercrm/modules/com_vtiger_workflow/
sortfieldsjson.php?module_name=../../../../../../../../etc/amportal.conf%00

?????

• http://elastix.org/index.php/en/comp...erability.html

?????
Option 1: ?? Elastix ? 2.3.x

yum update elastix-vtigercrm
reboot
yum update elastix

Option 2: ?? Apache ?? mod_security

?? mod_security

yum install mod_security

?? /etc/httpd/conf.d/mod_security.conf
?????

# Fix the security issue of VtigerCRM
SecRule REQUEST_URI "@rx \/vtigercrm\/(?:[^/]+\/)*|amportal|dahdi_channels|chan_dahdi\.conf$"
"severity:alert,id:'0000015',deny,log,status:400,msg:'Unacceptable folder.',severity:'2'"

Asterisk ????
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