RHELS5 - Samba(?) ?7? Sambg

7?:
Windows 7?77?77 SMB (Session Message Block protocol, 7?? NetBIOS ? LanManager protocol.) ,2772?7277277777,?

77 session layer protocol(?5?,777)
NetBEUI

protocol (722,77777).

SMB(NetBIOS)

Windows NT4.0 ???2?2?2(?2722277),27??(wins)...???? NetBIOS over NetBEUI???7?2.77? NetBIOS ??? over TCP/IP
? Windows 2000 ?????(????????), Linux ? samba server or NETBIOS over IPX(Internetwork Packet
Exchange) ? NT ?? NWLINK

note:
1.27?777272277?7.7?77 Roter ?7 Router 7?77?7?777722?2.27?7?7777277?77? InterNet ?,'?'?'?'?'?'?'?

------------ g oo o e 00 000 00000 000000000 000 LI X

2.NetBEUI ?? data-link layer protocol (727,7?7?7)
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777? samba 7?

rpm -aq | grep samba

rpm -ivh samba-common.rpm
rpm -ivh samba-client.rpm
rpm -ivh samba.rpm

rpm -ivh system-config-samba

chkconfig smb on
chkconfig --list smb

service smb start

cat /etc/samba/smb.conf

7000007777777

e e 090 e s 0000000000 00
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samba ?7?? /etc/samba/
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22070777777

2.[share] 7222272222227777

eecccccccssscoe

11 /etc/samba/

3."/etc/samba/secrets.tdb" ?? samba 77?7
4." [etc/samba/smb.conf" samba ??77?

77?7 samba ?7?727272777277? /etc/samba/smbpassword ,7?7?7??? samba server 777777722,227272727777272777
?:
1.2272222.222722222

-------- ge e e s s e oo

7777 RHELS5 ?777777777777077,2277727777772.27777 tdbsam(_tdb) 77?7?77 Samba ?77?77?7?7.727? LDAP ?77?777?

------------------------------------------------ 9o o oo LR S

1.Plain Text: :

2.smbpasswd : Encrypted Password Database
3.tdbsam:

4.ldapsam:

5.MySQL:
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6.XML:

smbstatus

testparm /etc/samba/smb.conf

smbclient -L benjr
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"mount or smbmount" :mount smaba ???? share ??

mount -t smbfs //benjr/share /mnt

smbmount //benjr/share /mnountpoint

RHELS5 - Samba (?) 7??(iptables)

7?7 samba Server 77772477777772,27777777777777777777772,7777777772,277777 port 1?2.227?77°7?7.77

----------------------- Je e e e s e e e s ege e LI R R A A I I R I

iptables.?? RHEL5 ?7? iptables 77772.7777:

system-config-securitylevel
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------------------------------

207777 port 12.777? port 77?7 SMB /NMB 22007°°?77°722.27?77°°?77°°?77°2?77°7277272° 2777777 NetBIOS

aaaaaaaaaaaaa ge oo o 00 © 0 0 0 00 0 000000 0000000000000 00000 0000000000000 e 00

system-config-securitylevel-tui
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200700 .2°077°°?777°°? 27077777 /etc/sysconfig/iptables

cat /etc/sysconfig/iptables
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7?:

-A RH-Firewall-1-INPUT -m state --state NEW -m udp -p udp --dport 137 -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state NEW -m udp -p udp --dport 138 -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp --dport 139 -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp --dport 445 -j ACCEPT
177777 iptables J20000002,00707000777 iptab]es .

................. PEIRIE I BRI O A |

chkconfig iptables on
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1.Share Level Security : 7777272777

security = share

2.User Level Security : 7??? samba server 727772,2227277777?

security = user

3.Server Security : ????? Windows NT/2000/2003 ? samba server 72?77?
encrypt passwords = Yes

security = server

password server = "NetBIOS_name_of_a_DC"

4.Domain Security Mode : 72???? Windows AD (Domain ? mixed mode)??? Windows NT 4 ??
workgroup = "name_of_NT_domain"

security = domain

5.ADS Security Mode : 7????? Windows AD ??(Domain ? native mode)
realm = your.kerberos.REALM

security = ADS

ads server = your.kerberos.server

7227 Share Level Security : 72772277222,777777777777777772.77 X-windows ?7? #system-config-samba 7?
"Authentication Mode" ? Share.

77 #system-config-samba 7777777,77777777 samba 77?7 /etc/samba/smb.conf ,777?77?7 share 7777? samba 7?
2??7?79?7?77?
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vi /etc/samba/smb.conf

27272727272727227222? /share 7722,727?2(#mkdir /share).????72722722222(#chmod -R 777 /share),???7277?

10
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vi /etc/samba/smb.conf

smbclient -L benjr
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I1."mount or smbmount" mount smaba ???? share ??

mount -t smbfs //benjr/share /mnt

smbmount //benjr/share /mnountpoint

22227222272,272 22/7? 17? 1P ??7777?(netbios name),????? samba server 7?7??7??,2?7727??7? samba server 7?72?77

........... go e e oo f o0 o0 oo 00 00 LI LI S

2.

cat /etc/samba/smb.conf

adduser bob
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adduser john
passwd bob

passwd john

72727777 system-config-samba ?77?7,27? #system-config-samba ?,7? Preferences / Samba Users 777?77 "Add
User"

7.
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pdbedit -au bob
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pdbedit -au john

note:
777777 RedHat 7777777727777722,777777 system-config-samba ?7?7?7772?,221177227772.2772277772777772(An

........ go ecec o 0 0 0 0 0 000 0 00000 00000 0 0 e

account for this user already exists. Please try again).
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o s 0000000 ge oo o oo ge oo

A112222297122222272 #pdbedit -L 222722272,222222,277
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system-config-samba ?7?7? /etc/samba/smbpasswd ?

2?77?7777 system_config_samba_]_‘2‘40 27?77?77 2?79?7777

.................. go e e o

https://bugzilla.redhat.com/show_bug.cgi?id=236557
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?7? -rw-r--r-- [????]??????????????? 777772,27777 rwx [777777777777777077?

................... ge e e s s oge e oo o0 00 0000000000000 0

???????????[????][???] [?????]

777 User 77772727722272222,27722772[777].
772 Group??22222222222722,22222227[22277].

................ ge oo e o oo o|oeeene

77?7 Other ??[’7’7’7’7’7’7]??????

22(w): 2222227222277?77 77777)(???.???cp,move,touch'?'?'?'?'?'?

---------------- PRI e o000 0

mkdir /share
11 -d /share
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1.other 727? w (?) 777.
2.7 /share ? user ?? Bob.
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