Padavan custom firmwarg
Padavan f/w???7ASUS??772772772?, 77Linux-based kernel(????BusyBox solution), ???7?f/w??7???7?GUI???. Padavan f/w?72?7272772777

77?7?MIPS-based CPU solution??, 7?????ARM-based CPU??.
Link: https://code.google.com/p/rt-n56u/

7??777??, Padavan f/w????2722?72, 72??77???(Hardware Acceleration)???, 7???RT3xxx ASIC driver?????7727??

GUI???7272, 22272.27Padavan f/w?72QoS??, 722222272, 722 Monitoring??7?7272777?
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Hardware Components
?7IN56U?72772, 7777?: RT3662F SoC, DDR2 RAM buffer, 802.11n 2.4GHz RF PHY?1Gb/s ASIC Switch logic.

7777PCB??7777777771C?777, RT3662F77S0C?7777777 ?77?7?77MIPS-based CPU??,SoC??77727777777, 77777777777

................... g e o e s e e e s s s e e 00y s s s e s e e

7772727777, 777777PCle lane??7?72.4GHz?7802.11n Wireless PHY(RF/BBP/MAC): RT3092. ????(PHY port

77traffic??fast-path??, 7777?packet???7?7ASIC?7777, 77! wireless traffic?????AS1C??7777, 777777CPU

Wireless??S0C??7?, 7???7???2(5GHz), 7??7?772.4GHz??77??72.4GHz Wireless PHY(RT3092), ???Wireless???
traffic?????PPE??, 777! Wireless?Wired???7777?7772777. 777??7CPU??handle, 777777777, 77?777wireless clients,

RT3662774Kc, 7777772(74Kf), 777772, 77777777VPN??77?, 7MPPE???, 72777CPU loading.
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777777777Router Mode, 777777027772,277703/1L4727727777, 771P routing, NAT, DHCP?. AP mode??7?7L2 Bridge,
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7???(ex: SYNOLOGY, QNAP, etc...).
MPPE encryption is software processed by router CPU and is very hard, max 24-25Mbit/s. PPTP w/o MPPE

~170Mbit/s
2 2922972277 ?2?922?7?°? ?22?7?°?222?7?2??77? ??2?2?7?7?272?77?77

------------ ) o0 e e e e s ey s o0 e e s s 00 e 00y s s e e s s e e e


https://sites.google.com/a/storaid.org/storaid/padavan-3-rd-project/201402131315.jpg?attredirects=0
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277S0C?775GHz?7?77772.4GHz?PHY (RF/BBP/MAC), ??7ADC/DAC=>MAC??, 7?7??(packet)????77277?7?AP /NP logic??, CPU(MIPS


http://community.ubnt.com/t5/UniFi-Frequently-Asked-Questions/UniFi-How-is-QoS-and-prioritization-handled/ta-p/412487
http://community.ubnt.com/t5/UniFi-Frequently-Asked-Questions/UniFi-How-is-QoS-and-prioritization-handled/ta-p/412487
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?Wireless client?AP(Padavan)?????7?, ?222?72?! CPU(MIPS 74Kc)??72772222222272. 222, 227?2?WLAN???0ffload?NPU???????traffic??

5GHz?2.4GHz?7?7, CPU?777727777?, ?7Frame Engine??PPE?77?7777?(Ethernet)??1Pv47??7277?, 772727727, 72777N65U72.4GHz PHY??
777

PPTP and L2TP cannot HW_NAT offloaded for RT3662. Only IPv4/IPv6 and PPPoE (up to 900Mbit/s) => IPv6?
29777

2?77?77192.168.1.0/247727?77?77?7Public IP: 172.20.120.1477NAT????, 7222722222227?77?! ??(Header)?Source??192.168.1.x/2477?
172.20.120.14(Src Port????7LAN?IP?Src Port)?77?, 72727727277, 777SNAT(Source-NAT); ?777727?7Public IP, ?7??Gateway???Public IP?

2727727, 7?77H/W NAT??7?227722722722722, 727H/W NAT????(LAN=>WAN):

7777Downlink??7?72777, 72727727772, 772, 7777777CPU??, 7CPU Load??7??77?72777, 7127727772772772, 7177777 7’7?7H/W NAT????2?7?7277?
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7729PPE??7777722272, 77CPU loading????, GUI??222222, 722227Q0S?772CPU?7272, 722Q0S?, 72272272Q0S?272, 722222227200Mbps??, 77

.................... y ot IS EEEEa HEE S i 4

?Router Service???77:
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777?77MTU?2?216K, 22722222client????Jumbo Frame?, 2?2?2?LAN??7?71/0777(?27272).

Note(s): Administrative Traffic?packet???Jumbo Frame, 7?????7USB Application???, ???client???Jumbo Frame.

?,77777777Gateway(UG, 10.2.129.100)??, 7?77???7??(Unreachable). 7Route???7?27?77227, 27777

Padavan??STP(Spanning Tree Protocol)??77?, 772777712 loop????(?7?).

777?.27777777?

RS ECEESS S SN

IPv6 Connection
?2IPv4?, IP?222222282222273222222222222. 722222272, 2222222222, 2272777

................................... gestililiiiy sl

2?MPv4??2?777277777772, IPv6?277277. 27777777, 272, 17277777722, 277777

.............................. yeliy sl iiiiii,tiiiit,.

4, 7?subnet id????2?222222([ ? 1 2727): 0000 0010 [0000 0000]


https://sites.google.com/a/storaid.org/storaid/padavan-3-rd-project/201402112060.jpg?attredirects=0
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6. 7777772, 71777777771Pv6??: 1234:5678:9012:201::~1234:5678:9012:208::
7. 7?subnet id??7???, ?7?network prefix(/64): 1234:5678:9012:201::/64~1234:5678:9012:208::/64
72, 7277272727871Pv67?72(1234:5678:9012:201::/64~1234:5678:9012:208::/64).

DHCPv6??7?772277772, 227771P?777, 7277777SLAAC??777771Pv6???WANT?????Native Static, 7?7??7?71P?777LAN??77777, 7777777777777

(IPv6??Subnet mask??, 7??prefix?7?).

2?1Pv67H/W offloading?????bug??, 22772222, 722227772CPU(MIPS 74Kc)?handle.

7, 77LAN?72772. 277/487277777subnet id???, ??routing prefix, ?network prefix??routing prefix??subnet id(64 - 48 = 16).
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SPI Firewall (Stateful Packet Inspection Firewall)

Padavan????7?SPI Firewall??, ??Firewall????77??27?, ??Filter(Port, MAC, URL), DoS, SYN Flood Prevention?.
SPI?7Stateful Packet Inspection, ???traffic??(Inbound/Outbound)???(Firewall)??7?727727, 72777727777272,77SRC, DST, SRC_Port,
DST_Port, Protocol(TCP/UDP/ICMP, etc)?..., 7772227722??(Packet Inspection), SP1?277222772227722277277.

5PI7?77?77?77?77(77packet)17777777777777777(?77)77?77?77?77 7777777777777777777(PacketInspection)777777777777SPI,777777777

77?(pattern-matching, ex: White-list), ????(Content Inspection; basic or complete content)?, 27727727727277277277277.

770727?7°77°772772?7722?7727. 7777777

........................ PREEEEEER

http://zh.wikipedia.org/wiki/%E9%98%BB%E6%96%AD%E6%9C%8D%E5%8A%A1%E6%94%BB%E5%87%BB
SYN Flood Attack(DoS, ?7727?)?????wiki:

http://zh.wikipedia.org/wiki/SYN_flood

Netfilter?????VPN?7?7?7?ALG?72777772, 77777NAT Loopback. ?7?7?7?: Maximum Connections; ??7??77PPE??7?7sessions??, 77772, 7777
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iptables -L -v -n


http://zh.wikipedia.org/wiki/%E9%98%BB%E6%96%AD%E6%9C%8D%E5%8A%A1%E6%94%BB%E5%87%BB
http://zh.wikipedia.org/wiki/SYN_flood

