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????????SSL??, ?????:
1. ??????EV SSL??.
2. ??let's encrypt????.
3. ????CA, ??????. ?????, ????CA????.

???????3????SSL???Unifi Controller???. ??????????CA:
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?????User??????CA?domain?. ??????, ?????Windows?????, ??????CSR???. ?Windows?????????:
1. ??certmgr??
2. ????????, ??DigiCertUtil, OpenSSL
3. ??IIS???????
??????IIS????????SAN(Subject Alternative Name)??. ???????????????, ??google chrome.
?????????????Not Secure.
?????DigiCertUtil??CSR???:
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???????SAN??, ?????????:
storaid.local
unifi.storaid.local

???CSR????, ????CA????CSR????SSL??. ??????IIS???????CSR??:
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???, IIS???????????unifi.storaid.local?SSL??. ?????CA??????????SSL????.

??SSL???Unifi Controller

5



??SSL????????, ?????????SAN??:

??SSL???Unifi Controller

6



??????IIS????????pfx??????. pfx????private key??.

?????pfx???Unifi Controller?, ????OpenWRT??debian??. ???????OpenWRT?atftp??pfx???. ????, ??????unifi??
??????:

?????, ?????Unifi Controller?SSL????. ??debian?????????unifi????????:
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???????????????pfx???. ???????keystore???, ??????Unifi Controller???????.

?????, ?????????????????:
keytool -list -v -keystore keystore
????????keystore???. ??????? aircontrolenterprise
????????Unifi Controller?built-in SSL??:

???????(alias)?unifi. ????pfx??????keystore, ??????:
keytool -importkeystore -destkeystore keystore -srckeystore unifi.storaid.local.pfx -srcstoretype PKCS12
-srcstorepass unifi
-srcstorepass???????pfx??????. ?????unifi.
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?????????, ??????keystore???(aircontrolenterprise).
?????, ???keytool -list -v -keystore keystore???????????????pfx?????:

????????????????. ???????????(alias)??????, ???????????????????.
????????(alias)???, ??????:
keytool -changealias -keystore keystore -alias [alias of privateKey goes here] -destalias [new_alias_name]

????????(alias)???unifi_storaid_local, ??????????????????.
????keystore???(aircontrolenterprise).
????pfx????????, ?????unifi.

????(alias)??????, ??????????pfx???????. ??????: keytool -keypasswd -alias [alias_name] -keystore keystore
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??????, ??????????.
????keystore??(aircontrolenterprise)
????pfx???????(unifi)
????????, ????? aircontrolenterprise
?????????, aircontrolenterprise
????????, ??????? shutdown -r now ????????. ??????OpenWRT???, ???????OpenWRT?reboot. reboot???, ????
???????SSL??????domain name. ???????unifi.storaid.local.

?Greenbar, ?SAN??, ?????Secure. ??SSL?????????.

??SSL???Unifi Controller

10


