?77SSL???Unifi Controlleg

= s | A Not secure || baps://10.2.140.13:8443/manage/wizard/

General Details  Certification Path

Showe: | <All= e
Field Value 4
V3

'I.n'ersiun
=|Serial number 59 34 50 34
ignature algorithm sha256RSA
ignature hash algorithm sha2sa

LniFi, UniFi, ubnt.com, San Jo...

Issuer

=] valid from 017F3848 T4 06:46:28
= valid to 2027F8A20 T4 06:46:28
IP_E|'|Q| hiert LIniFi 1 IniFi vhnt came San In o

CM = UniFi |
= LniFi

O = ubnt.com
L = 5an Jose
S =ChA
C=Us

Edit Properties. .. | Copy to File... |

[ ox |
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?7SSL???Unifi Controller

= C https://unifi.storaid.local:8443/manage/site/default/clien

General Cetals  Certification Path

ALL (20}

Show: | =All= L)
-
Field Value Cal
DSignature hash algorithm sha25a
DISSUEF STORAID-ROOT-CA, STORAL..
=] valid from 201788858 L 10:54:09
=] valid to 201958858 4 10:54:09

=] Subject unifi.storaid.local, MIS, StoRA. ..

=] Public key RSA (2043 Bits)

DPuinc key parameters 05 00

mfh ihiert Alternative Mamea NS Mame =ctaraid lneal DS =

M = unifi.storaid.local
ol = MIS
O = StoRAID
L = Hsinchu
5 = Taiwan
C=TW

Edit Properties... Copy to File...

o bobo o fofo ookl bk

--------------

1. 7777?7EV SSL??.
2. Met's encrypt??7?.



?7SSL???Unifi Controller

_1:_}57] certsry - [Certification Authority (Local\STORAID-ROOT-CA] — O >
File Action View Help
9 | 2 |Ec=H| » =

5] Certification Authority (Local) S
v | sToraD-RoOT-CA |
| Revoked Certificates

| Reveked Certificates

| Issued Certificates

|| Issued Certificates o :
= ] | Pending Requests
| Pending Requests =i
A _| Failed Requests
| Failed Requests 2 i
| Certificate Ternplates M esteatelemplates

1. 7?certmgr??
2. 77777777, 77DigiCertUtil, OpenSSL



?7SSL???Unifi Controller

Eij DigiCert Certificate Utility for Windows >

Create CSR

Certificate Details Information

Subject Altemative Names (optional)
Certificate Type: (®) S5L () Code Signing
One per line, or comma seperated, either way is
Common Mame: | fine.

Subject
Alternative
MNames:

Organization: | |

Department: | |

City: | |

State: | v|

Country: e
Key Size: | 2048 w

Provider: | Microsoft RSA SChannel Cryptographic Provider ~

storaid.local
unifi.storaid.local

oooooooooooooooo



?7SSL???Unifi Controller

Complete Certificate Request ?

Specify Certificate Authority Response

Complete a previcusly created certificate request by retrieving the file that contains the certificate authority's
response,

File name containing the certification authority's response:

|C:EUsers\admin‘aDesktcup"mniﬁ.stu:uraid.lu:ucal.cer

Friendly name:

|unifi.stu:uraid.|u:uca||

Select a certificate store for the new certificate:

Personal W

Pt

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa




?7SSL???Unifi Controller

File Action VYiew Help

@ |z|c= B

fi.l certsry - [Certification Authority (Local\STORAID-ROCOT-CAN ssued Certificates]

L5l Certification Authority (Local)
v é STORAID-ROQT-CA
|| Revoked Certificates
| Issued Certificates
["] Pending Requests
[ | Failed Requests
[ ] Certificate Templates

Organization Unit

|zsued Commaon Mame

DC1.STORAIDLLOCAL
DC2.STORAIDLLOCAL
hms.storaid.local

* storaid.local

STORAID-ROOT-CA-Xc...

devl6.storaid.local

unifi.storaid.local

STORAID-ROOT-CA-Xc...

lssued City

Hzinchu

Hzinchu

Hzinchu

Hsinchu

|zsued State |zsued Email Addre

Taiwan
Taiwan admin@storaid.tw
Taiwan admin@storaid.tw

Taiwan




?7SSL???Unifi Controller

n | Certificate >

General Details  Certification Path

Show: | <all= ~
Field Value ()
=] valid to 20195 8H58 _t4F 10:54:09
=] subject | unifi.storaid.local JMIS, StoRA. ..
=] Public key RSA (2043 Bits)
. Public key parameters a5 00

Subject Alternative Name DMS Mame=storaid.local, DMNS ...

1) Subject Key Identifier 1251 3b4297be6lacdf 70...
-@ Authority Key Identifier KeyID=57ab 3d 32 2e b3 b1...
.':'] "R1_Nictribu itinn Prirhe 1R Nictribu itinn Print Nigtr o

CMNS Mame=storaid.local
CMS Mame =unifi.storaid. local

(=]

t Properties... Copy to File...

[=]
m
m
%]

Mame " Date modified Type Size

binaries.tar.gz 2017/8/3 T 0215 gz Archive 20,164 KB
| luci-app-vlmesd_1.0.1-2_all.ipk 2017/8/3 5 01:33 IPK File 3 KB
| wimesd_swn1108-1_x86.ipk 2017/4/13 LT 10... IPKFile 45 KB
| wimesd_swn1108-1_x86_&4.ipk 2017/4/13 £ 10... IPKFile 53 KB
| vimesd_swn1110-1_x86.ipk 2017/8/3 T 0210  IPKFile 49 KB
| vimesd_swn1110-1_x86_64.ipk 2017/8/3 T*F 01:38 IPKFile 51 KB

|_§§En unifi.storaid. local pfx | 2017/8/5 = 11:05 Personal Informati... 4 KB




?7SSL???Unifi Controller

root@LEDET: /mnt/sdb/debian/var/lib/unifi = | *

db firn

???????????????pfx??? ???????keystore?‘??, ?7?7???Unifi Controller?????7?

keytool -importkeystore -destkeystore keystore -srckeystore unifi.storaid.local.pfx -srcstoretype PKCS12
-srcstorepass unifi



?7SSL???Unifi Controller

277777777, 777777keystore???(aircontrolenterprise).

C1eS
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?7SSL???Unifi Controller

277?pfx2?727727??(unifi)
77777772, 77777 aircontrolenterprise
777777777, aircontrolenterprise
77777772, 7777777 shutdown -r now 772777777, 7777770penWRT???, 77777770penWRT?reboot. reboot???, 7777
77277777SSL?77777domain name. 77?77???unifi.storaid.local.
« - C https//unifis.. T ¥r| 4° & W <« T % & A %0 8 W %

B Certificate

General Details  Certification Path

3| Subject Alternative Mame
@Subject key Identifier
@ Authority Key Identifier
Il pictrib itinn Brinte

Show: | <all> ~
Field Value A
[=] valid to 201958858 F4F 10:54:09
ElSubject unifi.storaid local |MIS, StoRA...
=] public key RSA (2048 Bits)
DPuinc key parameters 0500

DMS Mame=storaid.local, DNS ...
125130 4297be6lacdf 70 ...
KeylD=57 ab 3d 3e 2e b3 b1 ...
MR Pietribi inn Prints Nictr e

CMS Mame =storaid. Jocal
[DMS Mame =unifi.storaid. Jocal

Remember me 7

Copy to File...

Edit Properties...

nory Performance Application  Security Cookies

[
Main origin
e et e detail This page is secure (valid HTTPS |
B Valid certificate
The connection to this site is using a valid, trusted server certificate,
View certificate
B Secure resources
All resources on this page are served securely,
?Greenbar, 7SAN??, 7777?Secure. 77SSL??77777777.
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