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FUFGBACIG11812569 <global> # get hard cpu
Processor FAS26id<wbh) rev 1 (udll
model name FortifSOC

L24_28

swp half thumb

Hardware FEoC_ASIC

Revizion G15]5] 5]

Cerial BERPERPBRRBRRBRRGE

Imp: Bx66 Arch: Bx5 Part: Bx626 Uer: Bxd

Ctype: ? DEize: & DASS: 8 DLEH: 32 ISize: 6 IASS: 8 ILEW: 32
Unified TLB: Associativity 4

B:B0003177 HUM: En Uec Base:BxffffBBBA IC:En BP:Dis RomP:Dis
SusP:En WB:Di=s DC: En Align:En

B:xA0ABBEAT? SB: En DB:En RS:En

FUFEBACIG11812567 <global> # get hard stat
Model name: FortilWiFi—6@C

ASIC version: CPH

RSIC SRAM: 64M

CPU: FortiSOC

RAM: 442 HMB

Compact Flazh: 7669 MB . dev./sdh
Hard disk: 7648 MB ./dev./sdh

USE Flash: 3818 HMB

Wifi Chipset: Atherosz ARS416
WiFi firmware version: B.9.17.1
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FUFEBCIG11812569 <global> # diag npu nplite fastpath
dizahble dizabhle hardware accelarated fastpath
enable enabhle hardware accelarated fastpath

FUFEBCIG11812569 <global> # diag npu nplite fastpath
<Enter>

?7Session Monitor??7?????packet????FastPath??ASIC??(????7NPU??777?)...

D Refresh SF Filter Settings

| #| 7 Protocol| T Src Address| T Src Port| T Src NAT IP| ¥ Src NAT Port| ¥ Dst Address | T Dst Port| T Policy ID| 7 Expiry (sec)| T Duration (sec) [FortiasIC| |
1 tcp 80 9 294 5 ( ) o

10.71.63.64 1346 62926 210.71.228.34 £l NPLite
2 tcp 10.71.63.64 1347 50639 210.71.228.34 80 9 294 5 NPLite ﬁ
& tep 10.71.63.64 1344 50636 210.71.228.34 80 9 2594 5 NPLite ﬂ'
4 tep 10.71.63.64 1345 58829 210.71.228.34 80 9 204 5 NPLite i}
5 tcp 10.71.63.64 1350 34250 210.71.228.34 80 9 204 5 NPLite ﬂ'
6 tep 10.71.63.64 1351 38347 210.71.228.34 80 9 294 5 NPLite ﬂ'
7 tcp 10.71.63.64 1348 42440 210.71.228.34 80 £l 294 5 NPLite i}
8 tcp 10.71.63.64 1349 46537 210.71.228.34 80 9 204 5 NPLite ﬂ'
9 tep 10.71.63.64 1338 61878 210.71.228.34 80 9 286 13 NPLite ﬂ'
10 tep 10.71.63.64 1339 61879 210.71.228.34 80 9 204 5 NPLite i}
11 tcp 10.71.63.64 1342 58802 210.71.228.34 80 9 204 5 NPLite i
12 tcp 10.71.63.64 1343 54707 210.71.228.34 80 9 204 5 NPLite ﬂ'
13 tcp 10.71.63.64 1341 9649 210.71.228.34 80 £] 294 5 NPLite i}
14 tcp 10.71.63.64 1362 5598 210.71.228.34 80 9 295 5 NPLite i
15 tcp 10.71.63.64 1363 5599 210.71.228.34 80 9 295 5 NPLite ﬂ'
16 top 10.71.63.64 1360 13788 210.71.228.34 80 El 294 5 NPLite i}
17 tcp 10.71.63.64 1361 30173 210.71.228.34 80 2l 204 5 NPLite i
7077, NN



File name & Size Completed  Percent Elapsed Left Speed
iy test_200m.zip 200.00MEB 85.45MB 42%  00:01:03  00:01:24
iy test_100m.zip 100.00ME 93.29ME 93%  00:01:03  00:00:05
il test_250m.zip 250.00ME 85.96ME 34%  00:01:03  00:02:05

test_400m.zip 400.00MB 93.28MB 23%  00:01:03  00:03:30

iy
EEET &, 5—ETE3]10{E8threads

4| i 3

?760C, 77777777...

+ System Resources (Historical View - Last minute)

100% CPU Usage 100% Memory Usage

11:23PN 11 23PN 11:24Pm 11:24PM 11 :24PM 11:23PM 11:23PN 11:24PN 11 :24Pm 11 :24PH

¥ System Resources (Historical View - Last minute)

100% CPU Usage 100% Memary Usage

11:32PN 11:32PN 11:32PM 11 :32PM 11:32PN

11:32PN 11:32PM 11:32PM 11:32PM 11:32PN

+ System Resources (Historical View - Last minute)

100% CPU Usage 100% Memory Usage

11:15PM 11 :16PH 11 :16PM 11:16PH 11 :16PM 11 :15PM 11:16PH 11:16PN 11:16PM 11 :16PH




770TM??, 7777777, 7777771
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10?70?7777

1. 77777LACP, 7777PHY...
2. 77777Jumbo Frame

6. DRAM??77?7,777...
7. 77VLAN, 7?TRUNK(VLAN???packet(tagged)???NPU??)
8. 77AP?7?, 777Rogue AP detection, 7?7?7CPU?7?, 7777??FortiAP?monitor, 7777777..

11. IPSec/SSL VPN???CP0/NPU??ASIC???2?2(*?772777)...

12. rev.2 760C???8GB FLASH????, 77?(*~!| @#$%"&*())...

13. 7?7Web caching, 77FLASH??77?, 77?!1..

14. 777RJ-45 to RS-232 console line, 7??USB cable, 77??FortiExplorer..

File Server<==>[WAN1]FWF60C[internal]<==>PC01
>>File Server network config:

Get network configuration automatically (DHCP)

@ Use manual configuration

IP address: 10.2.14.190 |

Subnet mask: 255.255.255.0 |
Jumbo Frame: |Enab|e Jumbo Frame, the MTU value is 9000 |VJ
Metwork Status: 1000, Full duplex, MTU 9000

7] Enable VLAN (802.1Q)@
VLAN ID:

[ IPVE Setup ][ DHCP Server ]

>>PC01 network config:



EIMEI{R} 825741 Gigabit Network Connection Properties [

Teaming | WLANs I Driver | Details
i General | Link Speed | Advanced | Power Management

‘ intEl) Advanced Adapter Settings

Settings: Walue:

Gigabit Master Slave Mode - [5{]14 Bytes v]
Intemupt Moderation E
Jumbo Packet
Large Send Offload V2 (IPvd)

Large Send Offload V2 (IPvE)
Locally Administered Address

| mm limlr St=ta Fuwart

a4 I | b ( Use Default J

Jumbo Packet

Enables Jumbo Packet capability for TCR/P packets. In situations
where large packets make up the majority of traffic and
additional latency can be tolerated, Jumbe Packets can reduce
CPU utilization and improve wire efficiency.

Jumbo Packets are larger than standard Ethernet frames, which
are approximately 1.5k in size.

-~

Hote: Changing this setting may cause a momentary
lo=s of connectivity.

OK || Cancel

o A

>>FWF60C$wan1 config:




@' CU Console (connected) - Mozilla Firefox l = | = |ﬁh]
T
8 hitps//10.2.14.101/system/jscor |

O # confiz svs Int

4 {interface) # edlt wanl

{wanl) # show
interfac
nl®

L W li om "

| Customize || Attach |
l¥’ = A

>>FWF60C$internal network config:

-

@' CU Console (connected) - Mozilla Firefox

@ https//10.2.14.101 /system/jsconsol |
q {wanl) # next
O (interface) # edlt internal

{internal) # show
interface
internal"
wlom "root”

ip 10.4.1.100

et
et
set 3
et
at 3
et

e

()

=
o
[as]
b
—~

| Customize || Attach |
@’ = A

>>firewall policy config:




Policy Type i@ Firewall 7 VPN
Policy Subtype @ Address ) User Identity ) Device Identity
Incoming Interface internal -
Source Address (=] internal:10.4.1.0/24 ¥
QOutgoing Interface wani =
Destination Address [ Any:Any ¥
Schedule 7 always -
Service 0 ALL ¥
Action o ACCEPT -
Enable NAT
@ Use Destination Interface Address [7] Fixed Port
) Use Dynamic IP Pool Click to add...
Log Allowed Traffic
UTM Security Profiles
_oFF ) AntiVirus
_OFF ; Web Filter
_orr  Application Control
cofF j IPS
_ore  Email Filter
_orr  DLP Sensor
. OFf j S5L Inspection
[ Traffic Shaping
2727777, 777777271/072, 777FTP?777:
Selected 1 file. Total size: 21,433,592 156 bytes IE files and 35 directories. Total size: 2:
Server/Local file Direction FRemote file Size Priority  Status
4 admin@10.2.14.190
D:\Temp Files\Gladiator.20..., --=» fvideo/Gladiator.2000.10th.An.. 21,433592,.. MNormal  Transferring
00:00:17 elapsed 00:04:23 left ! 5.9% | 1,273,757 696 bytes (73.7 MiB/s)
?7File Server?1/07??, 77777770~80MB/s???727, 7?7CPU Usage??7777777:



+ System Resources (Historical View - Last minute)

CPU Usage 100%

Memory Usage

03 :52AM 03 :52AM 03 :52AM 03 :53AM (3 :53AM 03:52AM

-1‘::- Reboot @ Shutdown

03 :52AM

03 :52AM

03 :53AM 03 :53AM

+ System Resources

CPU Usage 14%

Memory Usage 55%
Q:E Reboot @ Shutdown

Disk Usage 0.0%

Enlarge # © X

1 Hour(s)

Interface: port14

Mbit/ =
La
2
| 1 1 [ 1 1 1T 1

0
ﬁ:em 18945 19:50 18955 2000 20:05 2010 2015 20:20 20:25 20:30 20:35
| 30 Day(s) 1 Day(s) 1 Huur[s)@
O Traffic In  E Traffic Qut B Total Traffic
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+ Top Sessions

D Refresh  E Column Settings

ﬂm Pl)lll:'g.ll ID ppllcatlon Name Bytes (Sent/Received) FortiASIC|™ Duration

1 10.4.1.10:51191 ® 119.235.235.91:443 N/A 144 = NPLite 1,732
2 10.4.1.10:51026 E= 157.55.56.142:40016 1 N/A N/A 144 @ NPLite 1,384
3 10.4.1.10:52213 Bl 211.72.203.62:80 1 N/A N/A 404 mm=m NPLite 54
4 10.4.1.10:52172 B 211.72.203.62:80 1 N/A N/A 404 mmmm NPLite 163
(5 10.4.1.10:51036 10.2.14.190:445 1 N/A N/A 144 =3 [ npLite) ) 1,874
6 10.4.1.10:51066 B= 64.4.61.205:443 1 N/A N/A 140 =m Lite 1,860
7 10.4.1.10:52250 = 208.91.113.66:80 1 N/A N/A 144 NPLite 14
8 10.4.1.10:52255 E= 208.91.113.66:80 1 N/A N/A 1,029 NPLite 13
9 10.4.1.10:52254 B= 208.91.113.66:80 1 N/A N/A 144 NPLite 14
10 10.4.1.10:52253 = 208.91.113.66:30 1 N/A N/A 144 NPLite 14
11 10.4.1.10:52252 B= 208.91.113.66:80 1 N/A N/A 922 NPLite 14
12 10.4.1.10:52256 == 208.91.113.66:80 1 N/A N/A 1,025 NPLite 13
13 10.4.1.10:52233 10.2.13.100:3010 1 N/A N/A 52 @ 56
14 10.4.1.10:52249 10.2.13.100:8010 1 nA  BRHENPUDLESE R, EEM&ESIDH**@ECPU*&E{’F 16
15 10.4.1.10:52246 10.2.13.100:3010 1 /A =R EIFRIASIC-based processonfE{TREIE. _ 36
New Sessions per Second: 0/ Total Concurrent Sessions: 22 LRI | il—i f1 k M Total: 15

10



