Multi-WAN solutio

.......................................

1. WAN 1: ??71P

2. WAN 2: ?7VTU-R??DHCP???71P

3. WAN 3: ?71P

* ?2VTU-R??Interface Grouping??????. 22WAN2???routing??????bridge?(br1)

0 [ Type | /Wetmask | Aoess
]

Physical Interface 60. f 255.255.255.0 PING

|l Physical Interface 1 255.255.255.0 PING

il Physical Interface 60. f 255.255.255.0 PING

l mesh.root (SSID: fortinet.mesh.root) WiFi 0.0.0.0 / 0.0.0.0

[l wl.mesh WLAN Mesh 192.168.3.99 [ 255.255.255.0 PING , CAPWAP

T internal Physical Interface  10.1.1.100 / 255.255.255.0  HTTR,HTTPS,PING, TELNET
?77?77EMCP?Source IP based, ??1P??77777272. 722277777, 777??77LAN??2?2??7777?7?WAN/DMZ port?. ?
Routing???77277777:

1. Static Routing
2. Policy Routing

77?777777routing??:
| v IP/Mask | Gateway | T Device |
0.0.0.0 0.0.0.0 S0 T e ean: wanl
( 0.0.0.00.00.0 wan2
10.2.0.0 255.255.0.0 10.1.1.102 intarnal 5 0
0.0.0.0 0.0.0.0 S0, T dmz 10 10
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Mame wanz2(00:09:0F:A4:CB:58)
Alias
Link Status Up ©
Type Physical Interface
Addressing mode Manual @ DHCP PPPoE Dedicate to FortiaP
Status connected &
Obtained IP/Netmask 172.16.2.100 255.255.255.0 | Renew |
Expiry Date August 31, 2013 10:08 AM
Distance 10

(ﬁetrieve default gateway from server. )\‘ I
sa7)1=HY

Override internal DMS.

FWFeOC3G12006405 (2} # get

Seq-num HE

blackhole : di=sable

comment

device ! wanz

distance : 10

dst : 0.0.0.0 0.0.0.0
dynami c-gateway : enable
priority HE

welight HE

FWFe0C3G12006405 (2) # show
config router static
edit 2
> device "wanz2"™
. dynamic-gateway enable
et priority S

1.10.2.162.0/24 => DMZ
2.10.2.[116-118].0/24 => WAN 2
* DEFAULT: All traffic => WAN 1
7?7Policy Routing??7??:
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¢ | incoming | Outgoing | Sowce | Destination | _Gateway Address |

internal dmz 10.2.162.0/255.255.255.0 0.0.0.0/0.0.0.0 0.0.0.0
3 internal wan2 10.2.117.0/255.255.255.0 0.0.0.0/0.0.0.0 0.0.0.0
- internal wan2 10.2.118.0/255.255.255.0 0.0.0.0/0.0.0.0 0.0.0.0
5 internal wanz2 10.2.116.0/255.255.255.0 0.0.0.0/0.0.0.0 0.0.0.0
?77Gateway???77?770.0.0.0777277?, 727727. 7777277777
If incoming traffic matches:
Protocol 0 Any TCP UDP SCTP
Incoming interface internal ol
Source address / mask 10.2.162.0/255.255.255.0
Destination address / mask 0.0.0.0/0.0.0.0
Type of Service Bit Pattern 0x00 | Bit Mask|0x00
Force traffic to:
Outgoing interface dmz [l
Gateway Address 0.0.0.0
Comments W T f 0/255
OK Cancel

FWFeOC3G12006405 # diag sniffer packet wan2
interfaces=[wani]

filters=[none]

1. 172.1%&.
1. 172.1%&.
1.48 13 114.24.
1 172.1%6.

.100.41200 -> 106.1.228.4.
.100.41200 -> 14.199.145.97.
.15.14288 -> 172.16.2.100.5230
L100.52302 -> 114.24.0.15.1428

ha o k3 M
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o S M B . B i
inberna dmzs0S113+ always L Synology ¥ Accept 144 Packets / 9.02 KB

inberna S wanlSFGTE551 always HTTPS v Accept 3,915,707 Fackeats / 2.23 GB

CwanlSFGTEIKESTD % IKE
= wan LEFFGTRIKES 500

itarna wanlSPC I always Al v Accept 447,78, 174 Packets [/ 350.84 GB

tarna wan2 %P I always Al v Accept 8,024 Fackets / 3.93 MB

interna wan2$XBOXIE0 1 always Al v Accepl 0 Packets
wan28Ps3

dmaz & any always S ALL v Accept ] ] 5,443 Packets [ 2.39 MB

wanl & any always = DNS v Accept = ) | 343,879 Fackets / 35.86 MB
wanl & any 1 always web Access v ACcept = | - 25,023,803 Packets / 25.48 GB

wani & any alvways

wani B any always T AL o Accept i | ¥ ]

wani & any always

wanl & any abhways AlLL ¥ ACcopt o L ] 0 Packets

wan B any always & ALL ¥ Accept & o | 113,755,827 Packets / 107.84 GB

PS:

FWF&eOC3G12006405 (=setting=) # show
config syatem settings

gui-default-policy-columns "#" "srcintf™ "srcaddr™ "ds

sip-tcp-port 5060
zip—udp-port 5060
allow—-subnet-overlap enable
discovered-device-timeout 3




