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YMware Update Manager Port Settings

Enter the connection information For the YMware Update Manager

Specify how this YMware Update Manager should be identified on the network.

I |(Recommended) :I
SOAP Port: |3|:,34 [V Use Proxy Server
webPort:  [5ng4] eIt
HI TP Port: |E;|.'I
Proxy Port: |3;3
HTTPS Port: a3
[nstallshield
< Back Next > Cancel I
A

27?7?proxy server?????7C:\Program Files\VMware\Infrastructure\Update Manager?update manager?????????vci-integrity.xml?

<proxySettings>
<useProxyServer>true</useProxyServer> <!-- true -->
<proxyServer>proxy server NAME</proxyServer> <!-- proxy.vmware.com -->
<proxyPort>80</proxyPort> <!-- 3128 -->

</proxySettings>
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Prince - Non-commercial License
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Update Manager

ct C:\Program Files\VEware\Infrastructure\Update BHanager\vom—proxyAuthCfg exe

- - Je - - - - - - - - o)

UMware Update Manager Proxy Authentication Conf iguration Tool

Conf igure proxy authentication settings for UMware Update Manager
and UMware Update Manager Download Serwvice
e

Press 'y’ to setup new proxy authentication settings.

Any other key to remove existing proxy authentication settings: wy

Enter pProxy server user name:
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Update Manager

I @Schedﬂe Update Download Wizard _ O] x|

I
Select Update Types

Select the bypes of updates you want to schedule a download task For,

Seleck the updates vou are interested in downloading.

¥ ES% Server Updates

™ &l Windows Updates

I all Linux Updates

Help I < Back Mext > Cancel
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Tﬂ] chedule Update Download

Update Manager

1ZArd = | O] *
I Schedule Task
Select the time and Frequency of the task.
Select Update Types Task Mame: I‘ull'l’lware Update Manager Update Download
Schedule Task
"“ JIII ’ --:!I.I-- . Task Description: I.ﬁ. pre-defined scheduled task to download software updates.
Frequency: [once |
Start Time
& {Now |
" Later
Time: li4.35
Date: |z0082 2H15H ~|
Help I < Back Mext > Cancel I
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| ¥ Update Signature

t_':,l Datacenters @ InProgress

| ¥ Update Signature
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[0 Datacenters S0% )

vmware-updateDownloadCli.exe --update-path d:\ --config-import windows esx --vc-user administrator
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77277777C:\Documents and Settings\All Users\Application Data\VMware\VMware Update Manager\Data
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Update Manager

ESX server ?host????hostupdate\esx??

7? ?777baseline

[/ Hew Baseline Wizard _ | O] x|

Name and Description
Choose a name and describe the nature of this baseline.

I_Baselinf Name —Baseline Mame and Description
Baseline Type
Ready to Complete Marne:
Description: L!
—Baseline Target

% Wirtual Machine | Guest OS5 Updates

Applies to virtual machines and includes all vendor supplied guest OS5 updates
and security patches

" ES¥ Server Updates

Applies to ESX servers and includes all YMware supplied server updates and
security patches

Help | < Back || Mext = I Cancel




Update Manager
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@ Her Baseline Tizard

[_ O] x]
Type
Select the type of updates that you would ke to use in this baseline.

Baseline MName
Baseline Type
Ready to Complete Choose from a dynamic baseline that has the latest available updates or a fixed baseline that has

specific updates,
" Fixed
Select specific updates for this baseline

* Dynamic
The baseline will be populated with the latest available updates
" Al Critical Updates
" All Mon Critical Updates
% all Updates

Help | = Back | Mext = Cancel




Update Manager

harme | #of Updates | Last Modified | Basaline Type | Target Type |
[% New Baseline a 2008-2-18 5:15:55 Fixed HOST |
O e AE=m|
iy Baseline Names There are 10 updates in the database, Flease select the updates For this baseline.
Eg“ Baseline Type
es
Double click an update for details. Filter | Clear
| Title: | Platform | Release Date | Severity | Vendor ID | Patch A
®  Fix brx2 issues esx 3.5.0 2008-1-11 10:35... Critical ES¥350-200... Yes
® camba security update  esx3.5.0 2008-1-11 10:36.., Critical ESX3S0-200... Yes
®  yhil-linuee security upd...  esx3.5.0 2008-1-11 10:37... Critical ESK350-200... Yes
& perl security update #5x 3.5.0 2008-1-11 10:37.., Critical ESX3S0-200... ‘Yes
®  ppenssl security upda... esx3.5.0 2008-1-11 10:38.., Critical ESH350-200,,, Yes
®  tzdata update esx 3.5.0 2008-1-11 10:38.., Critical ESH350-200.,, Yes -
®  bnxZ driver update esx 3.5.0 2008-1-11 10:39,,, MNotappd,,, ESN3IS0-200... Yes
® Incorreck sockets #£r... esx3.5.0 2008-1-11 10:39.,, Motappd.,., ESN3S0-200... Yes =
Jd ' | LI_I
M A
Included Updates
Title | Platform | Release Date | Severity | VendorID | Patch & j
hostd crashes during con...  esx3.5.0 2008-1-11 10:39.,, Critical ES®3IS0-200.., ‘Yes
Incorrect sockets # repor...  esx3.5.0 2008-1-11 10:39.,, MNotappd,,, ESXN3IS0-200... Yes
brixz driver update esx 3.5.0 2008-1-11 10:39.,, Motappd.,. ESN3IS0-200... Yes
tzdata updake esx 3.5.0 2008-1-11 10:38... Critical ESX350-200... Yes =
4] | ;l_l
hep | ok | cancel J/
= +

Update Nuanger

Compliant Baselnes: o Compliant Updates: o Last Scan:  Z2006-Z-18 947

[t |
Name, Atbached AL or Descriphion containg: » | Chasi

|Nnm | Attached A | Status |4 Compliant Updstes | ) Not Compliant Updates | Unknown Updates | Description | o




Update Manager

Select the baseline(s) vou would like to apply to this set of entities click Create New Baseline.... to add a new baseline to

the lisk,
Create New Baseling, .. Marme contains: - I Clear
O] | Mame | # of Updates Last Madified | Baseline Type Target Type
O [ NewBaseline 10 2008-2-18 10:55:11 Dvnamic HOST
O I3 worecritical Host Up,.. 2 Z008-2-15 14:28:36 Dvnanic HOST
O [\ critical Host Updates 8 2008-2-15 14:28:36 Dynamic HOST
Update Name | Severity | Release Date | Vendor ID | Patch Ava,|
Help | ] 4 Cancel |
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Update Manager

E Hew ¥irtual Machine. .. Ctrl+H

Hew Resonrece Fool, . Ctrl+i

Connect

PODIE

Disconnect

Enter Maintenance Mode

Add Alarm. ..

Add Permission. ..

Shuat Down
Enter Standby Mode
Reboot

Report Summary. ..
Report FPerformance. ..

Remowve
Relocate Virtual Machine Files

Scan for Updates
Remediate. . .

Import Machine. ..

2207777777777

el

Inventory

7 'y P o ¥

Scheduled Tasks Events Administration Maps Consolidation Upd

@H“‘ ‘?g Froperties

Scheduled Tasks

Name | Description |
YMware Update Manager Update Download & pre-defined scheduled task to download so...

|ﬁﬂelect a Task to Schedule !Em

Select the type of task that you would like to schedule,

IExpart a virtual machine El
Relocate a virtual machine :1|

Create a virtual machine
Make a snapshot of a virkual machine
===Add a host

ExEnrt a virtual machine

Remediate (.
Import a machine ]




Update Manager

LI ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' '
@Schedﬂle a Scan !EIE

Scheduled Task Type
Do vou want ko schedule a task ta scan virkual machines or ESY servers?

Task Type —scan Type
Select Objects

Schedde Task Select below the objects you wish to schedule a scan task on.
Ready to Con plete

" Wirtual Machines | Guest Operating Systems

{+ [ESX Servers

Help I = Back, “ Mext > I Cancel I
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Update Manager
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Update Manager

|J-‘__- Ermedinte
Baseline and Updates
Sedact the specific baselines or updates that you want bo apply.
Bmhmnndl.lpdltﬂ Sedact the baselines you wank to remediate, By default al updates in the sebscted baselines will be instaled. To sxdude speciic
- updates swatch bo the Updates Eab and desslact them.
Baselnes  Updates |
Mame, Attached At or Description contains: - I
= | name | mtached Ar | Status [ Compliert Updates | & Not Compliant Updates |
O [A wewssseine [ ] & Complart 9 i
4] | |
1| | ¥] 0 of 0 updates will be remedsated
< Bodk Nexk = Cancel |
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Update Manager

Host Remediation Options
Entes & bire ko updabe vour host, You can g2a choose what woud you Bke bo do F the hot remedistion Fails,

Basalne and Updates — Remediation Time:
Host Remedistion Options
o b Remediate the selected host(z):
& Imiecisbely
C Atbmer  |2008- 2-18 11:40 =l
— Fallure Options:

Thes ESX servers must be placed into Mainkenance mode, and all running virtusl machines shut down or migrated bo okher
hists befiore the update can proceed. If ithe host carmot successiully enter Maintenance mode, bhe task will respond as

specified by the options below,
Failure response: |R¢try j
Retry Delay: (=0 = Irrﬂ.ntel:s} :l

Munber of rebries: =

< | +]

_ e | Bk | Wet> concel |

10?77?7777

Fail Task?Retry?Power off/Shut down virtual machines and retry?Suspend virtual machines and retry?

1777777777
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B# ) {maintenance mode g
singtd —EERTET ¢

Update Manager

MName | Target | Status
¥ Install B 27% @)
..*’a Install B @ Completed
¢ Instal B @& Completed
¥ Enter Maintenance Mo... [g @ Completed
+
RBi#BE reboot -+
MName | Target | Status
¥ Reboot Host B @ Completed
¥ Instal = @ Completed
¥ Instal B @ Completed
¥ Instal B @ Completed
Lt wo_om = . TR T | +
7777777770K?
[rootl root]# esxupdate query
Installed software bundles:
—————— Name ------ --- Install Date --- --- Summary ---
3.5.0-64607 10:19:55 01/18/08 Full bundle of ESX 3.5.0-64607
ESX350-200712407-BG 09:34:53 02/18/08 bnx2 driver update
E3X350-200712401-BG 09:35:16 02/18/08 Fix bnx2 issues
ESX350-200712402-5G 09:35:43 02/18/08 samba security update
ES¥350-200712403-3G 09:36:03 02/18/08 util-linux security update !
ESX350=-200712404-5G 09:36:31 02/18/08 perl security update
ESX350-200712405-5G 09:36:52 02/18/08 openssl security update
ES¥350-200712406-BG 09:37:10 D2/16/08 tzdata update
ESX350-200712409-BG 09:37:29 02/18/08 Incortect sockets # reported on Tigert'
on .
ES¥350-200712410-BG 09:33:05 02/18/08 hostd crashes during concurrent VMotio,
ns '
For a differential list of rpms, use the -l/--listrpms option. o

n
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