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3-way handshake is completed & trust relationship is built b/w Sender/Rec

The connection is opened and the participant devices start sending data

using the agreed sequence and acknowledge numbers that have been agreed in phasel

Connection is terminated with FIN flags once all Data transfer is completed

Used to initiate and establish a
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TCP CALLS

%’ Actlve OPEN A device using TCP takes the active role and
DATA (HTTP DATA)
/ initiates the connection by sending a TCP SYN message to start the

connection. The Device in Active OPEN state is called Client

DATA TRANSFER
PHASE

Passive OPEN peviceis waiting for an active OPEN from other. It

does not generate any TCP message segment. The Device in Passive OPEN
E ACKC state is called Server
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o Transport Layer Ports Important TCP/UDP Ports 0

Category Range Comments Port Number Protocol Application
20 TCP FTP data

21 TCP FTP control
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TCP States

Private For Private 161 upr Sxup
H H 49152 - 65535
Descrl ptlon Ports purposes 443 Tcr SsL
16.383-32. 767 uDP RTP-based Voice (VoIP) and Video

In-active or Initial state where not TCP activity has begun yet
LISTEN The device is waiting for contact request

SYN-SENT The device waits to receive an ACK to the SYN it has sent to the other side
SYN+ACK The device sends an ACK that it has received the SYN.

Also, it sends its own SYN request & waits to receive an ACK from the other
S E NT S|d (= www.networkwalks.com
SYN RCVD The device has received the SYN for the ACK it sent previously

TCP Handshake has been completed/Established & the device is ready for
ESTABLISHED pletecy y
data transfer now
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New batch of Cisco CCNA is starting. Walks

Enrol today with us for quality training: info@networkwalks.com

4 N T INetworkWalks fcompanylnetworkwalks Visit our website & You Tihe Channel for more FREE resources like:
uhe v' Cheatsheets, Interview Questions & Answers, Quiz, VCE exams & much more
v' Labs & workbooks (Packet Tracer, GNS3, EVE-NG, ...)
Your Feedback, Comments are always Welcomed: info@networkwalks.com

Network Walks Training Academy (www.networkwalks.com)
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