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Ansible Automation Platform
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Ansible Automation Platform ( AAP) & IEEZE

o~—o .
{8 [ Automation Hub
ﬁ@ SSH————* A

modules roles Managed node & MicosoftAzure

5 a
ssH @ Google Cloud

ANSIBLE EE 43

Managed node

API docker

Control node
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EF wo— | il OFENSHIFT
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tasks cisco. - pQ|
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Automation Hub Architecture
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Lab iﬁiﬁj | n\|:|

 AAP Server

« Nodes
* NOC
* NOC
* NOC

* NOCG

el
e’
e3
e4

(192.168.50.10)

(192.168.50.21)
(192.168.50.22)
(192.168.50.23 )
(192.168.50.24 )

« Pfsense ( Firewall) (192.168.50.25)

RHEL 8

RHEL 8
RHEL 7
CentOS 7
RHEL 8
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Lab IRIGRYE) & IR &

Z% Workshop lab ¥=1% L VirtualBox + Vagrant 3£ &, I vagrant 1§ S B{E vim

1. BRI RE

cd c:\vagrant_work\Node

vagrant up

2. % Node ZHZRHHERY

2. AAP ZEIZRREST

ssh ansible@192.168.50.10

. ansible

https://192.168.50.10/
ZRHE:  admin / redhat123

ssh ansible@192.168.50.21

ZHE . ansible

cat /etc/redhat-release
> E 5 Node HY 0S B A[E]

sudo vipw
>BE 0L sudo IESHUSER
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https://192.168.50.10/

Lab IRIREYEN & #& & ( Firewall)

pfsense =—IE O] A VM ZEEAYENEE Firewall , AT S A 2N Workshop B4 Firewall Demo

1. IR R 3. Firewall Rule FfESY

cd c:\vagrant_work\Pfsense Firewall =» Rules

vagrant up

_‘dsense System - Interfaces ~ Firewall + Services v VPN -~ Status v Diagnostics v Help ~

COMMUNITY EDITION

Firewall / Rules / WAN Wil [>)

2. Pfsense #H4RHESY

Floating WAN LAN

http'//192 168 50 25/ States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

X o/0B * Reserved * * * * * Block bogon networks 3
Not assigned by IANA

224%5: admin / pfsense

No rules are currently defined for this interface
All incoming connections on this interface will be blocked until pass rules are added. Click the button to add a new rule.

pal


http://192.168.50.25/

% —1{& playbook - Hello World !!

- name: Hello World Sample gather_facts ZEIEE 7E connect F1#1&, BEFIULE
hosts: all / = E AR, TWRETE ansible_facts EBIch
gather facts: yes

BRI IIBE = 1800 —R5 R BN A5
tasks:
- name: Hello Message
debug:

msg: "Hello World!! {{ ansible_facts['distribution'] }} {{ ansible_facts.distribution_version }},
{{ ansible_facts.kernel }}, {{ ansible_facts.hostname }}"

## L Command #1T Ansible playbook
## 78 Workshop B9 playbook &R /var/lib/awx/projects/demo/

$sudo su awx

$cd /var/lib/awx/projects/demo/
$ ansible-playbook hello_world.yml

pal



Playbook — YML 1E1& T

. -
- name: Hello World Sample // Levell - play &2 E

hosts: all
gather_facts: yes

tasks:

Level2 — task % 1€ - 17T module

msg: "Hello World!! {{ ansible_facts['distribution'] }}

https://docs.ansible.com/ansible/latest/reference appendices/playbooks keywords.html#playbook-keywords
https://docs.ansible.com/ansible/2.9/modules/debug module.html
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https://docs.ansible.com/ansible/latest/reference_appendices/playbooks_keywords.html#playbook-keywords
https://docs.ansible.com/ansible/2.9/modules/debug_module.html

Ansible Fact — Z2{AY{E FH

[@ Shell ERYEHELZ : Ansible Fact
JAVA_HOME = /opt/java =) JAVA HOME: /opt/java
echo SJAVA_ HOME )  {{JAVA_HOME}}
List of Dictionaries
A List, Dict ##;= (@ Python): Gaortie [
Arr[1] {  Name:usert, Mait: usert @grity.com, location: chernai ~ } )
DictObject Name | S L
UserlList[2].Name ]

o A& Filter i Fact TR EIE
Ex: | difference , | length
https://docs.ansible.com/ansible/latest/user_guide/playbooks_filters.html
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{2 Ansible Controller ( Tower ) ?

Ansible Controller / Tower2 BB IBEZR « 7538 Web
Ul E2 RESTful APIZRIZHIE I Z F 58 {EAnsible Y B &
il

- ABSERFHIESI(RBAC)

- BIR—ENEEHILIF

- FIEBEEL(FEREASEWEPRIGCE

+ I=fH Restful API ETRABAVREES




Ansible Web 77H & E2hIIEE

Dashboard
Jobs
Schedules
Activity Stream

Workflow Approvals

Resources

Templates

Credentials

Projects

Inventories

Hosts

Access

Organizations
Users

Teams

Inventories -

- BEESM
Credentials -

« BANERHERTE
Template -

« #17 playbook HI BREEER E
Job -

o HITSSALEY Job FCER
Schedule -

- O template FREBFIEZHTT
Project -

- BE MBEME playbook HWEFH N 1E

User / Teams —
- FHREEIEERERZER
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Ansible Web B 1 - 11 Inventories

1. 217 Inventroy , BX#2 AnsibleLab 2. )% host B, #1& 4 & host

Inventories

Create new inventory
Inventories » AnsibleLab » Hosts

Create new host

Name * Descriptien
AnsibleLab
Name * Description
Instance Groups
nodel
Q
Labels @ variables [RZu00
1

7 [pnsible host: 192.168.50.21

Variables @  REYM Json

N < Press Enter to edit. Press ESC to stop editing.
3. 5@ command A

S sudo tower-manage inventory_import --source=/var/lib/awx/projects/demo/inventory --inventory-name="AnsibleLab"

pal



Ansible Web HY{EEFH 2 - 11 Credentials ( ssh & A2 )

Credentials

Create New Credential

1. #17 Credential , BX#& ansible ssh

ansible_ssh Q

Mame * Crganization

Credential Type *

Machine -

Type Details

Username Password [ Prompt on launch

ansible » = »

SSH Private Key

Drag a file here or browse to upload 2, use rna me / pa SSWO rd I:E ZEE ”a nSi ble” Browse... Clear

)

»
5~
Signed SSH Certificate
Drag a file here or browse to upload Browse... Clear
3. Escalation Method % “sudo” / “root” ’
#~
Private Key Passphrase [ Prompt on launch Privilege Escalation Methed Privilege Escalation Username
= » sudo 0 - [ root ] »
Privilege Escalation Password () Prompt on launch

- ' 4. 1EA sudo BBRIEE ABRNZME:  “ansible”




Ansible WebfY{$

(i

3 - 7217 Project & Playbook

1. Web Ul E#17 Project

Name *

Demo

Description Organization *

Q, Default

Execution Environment (@

Q

Source Control Type *

Manual

Type Details

Project Base Path (3

Svar/lib/awx/projects

i

K8EFEH SCM, # "Manual”

Playbook Directary * (®

demo -

Save Cancel

"Demo” Bz

~al



(i

Ansible Web BY{EFH 4 -

217 Template ( for Hello World)

Name * Description Job Type * ® (J Prompt on launch
Demo 1- Hello World Run -
Inventory * ® (J Prompt on launch Project * ® Execution Environment (&)
Q  AnsibleLab Q Demec Q

_F'Iaybuok @

helle_world.yml -

Credentials (3 (] Prompt on launch

Q SSH: ansible_ssh %

(1) & Z BRI IR Inventory / Project / Credential B8%E _E .

Labels © (2) Playbook i “hello_world.yml”

i ] Prompt on launch
Variables (3) YAML O P o7

-



Lunch - #1117 Playbook Template

Templates * Demo 1- Hello World

Details

4 Back to Templates Details Access Notifications Schedules Jobs Survey
Name Demo 1 - Hello World Job Type run Organization Default
Inventory AnsibleLab Project Demo Execution Environment ®  Default execution environment
Playbook hello_world.yml Forks 0 Verbosity O (Normal)
Timeout 0 Show Changes Off Job Slicing 1
Demo 1-Hello World @ Successful Plays 1 Tasks 2 Hosts 4 Clapsed 00:0013 E3 m
Created 12/1/2022, 3:36:58 PM by admin  Last Modified 12/1/2022, 6:47:34
Stdout = Q
Credentials SSH: ansible_ssh
v ~ v 2 ¥
Variables yaML ENEeN 12 "msg": "Hello World!! RedHat , 8.5 , 4.18.0-348.e18.x86_64 , ansihlenodel”
13}
14 ok: [node2] => {
1 o 15 " : "Hello World!! RedHat , 7.9 , 3.10.9-116@8.el17.x86_64 , ansiblenode2"
16}
17 ok: [node3] => {
18 " : "Hello World!! CentOS , 7.9 , 3.10.9-116@.49.1.e17.x86_64 , ansiblenode3™
19 1}
20 ok: [noded] => {
21 " : "Hello World!! RedHat , 8.5 , 4.18.9-348.e18.x86_64 , ansiblenoded"
22| }
‘ Launch | I Delete B
24 PLAY RECAP 33 R OK KR R R R R R R R R R RO R R R R R R R R R ROk R RoR R R R R ROk 10:11:22
25 nodel : ok=2 changed=0 unreachable=@ failed=0 skipped=0 rescued=0 ignored=0
26 node2 : ok=2 changed=0 unreachable=@ failed=0 skipped=0 rescued=0 ignored=0
27 node3 : ok=2 changed=0 unreachable=a failed=0 skipped=0 rescued=0 ignored=@
28 noded : ok=2 changed=0 unreachable=@ failed=0 skipped=0 rescued=0 ignored=0

Ml




{E A limit & group RIR &l £ 1% £ E

Question: =& playbook TEHASIETE F I EEH 1T, oI LUREEM 2

[} Prompt on launch

Forks (3 Limit &
0 nodel,noded
Job Slicing (& Timeout (3

Inventories » AnsibleLab

Groups

4 Back to Inventories

0 Name +

Details

0

Access Hosts Sources

Mame

O rhel8_host

TR SIE B DIAE Inventory _FE%5E group B

pal



BB ZE ¥ E 1T — B Command ?

- Ansible 2 BHF=E

4 Back to Inventories Details Access Groups Bl Run ad hoc command KEeE Job Templates
J  Name = Q | Run Command | l Delete ]

Name 1 Run command
nodet o Details
2 Execution Envirenment
node2 3 Credential
4 Preview
v/ node3

Module * @

command

Arguments * (@

df -h
Verbosity * @
O (Normal)
Host Details
Limit &

node?, node3, nodel

Details JSON Standard Out Standard Error

R

A
5

Filesystem Size
devtmpfs 908M
tmpfs 919M
tmpfs 919M
tmpfs 919M
/dev/mapper/centos centos7-root 506G
J/dev/sdal 1014M
tmpfs 184M

Used
(5]

]
17M

1.5G
131M

Avail Use%

968M
919M
903M
919M

49G
884M
184M

0%
0%
2%
0%
3%
13%
0%

Mounted on
/dev

/dev/shm

Jrun
/sys/fs/cgroup
/

/boot
/runfuser/1001

PUI
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{(£#% 1 - Hostname B &

=k

« VM EFHER
Template Z 178 B
Clone BEEMth %, &
SEDEE X hostname =
SR EIRE PR

- BEEEHENX, EiF
= T H#H) hostname
B




#12—1{E& Template : Demo 2 — Change Hostname

emplates » Demo 2 - Change Hostname

Edit Details

Name * Description Job Type * (@ O Prompt on launch

Dema 2 - Change Hostname Run hd

Inventory * (3 O Premptonlaunch  project *+ @ Execution Envirorfnent @

Q  AnsibleLab Q  Demeo Q

Playbook * @

chg_hostnameyml v

Credentials & [J Prompt on launch

Q S5H: engible_ssh X

Labels &

(1) & Z B I/ Inventory / Project / Credential 8% _E 2. R

Variables @  [RELUE

b

—— (2) Playbook # “change_hostname.yml”
EOSEEs Restemer (3) Variables & HOSTNAME R{EERE &

pal



H1 & —{& Template : Demo 2 — Change Hostname ( Cont.)

Forks (® Limit &) Frompt on launch
0 node?

Job Slicing &) Timeout (3
1 0

Instance Groups )

Q
Job Tags (3 C
Skip Tags (3 C

KI5 4 hostname 72 task 25 root FE[R,
Options R “Priviledge Escalation” $]74)

Privilege Escalation

Save Cancel

Bs @ U Enable Fact Storage ®

pal



Demo 2 — Change Hostname

MITAR & BRGE

Demo 2 - Change Hostname @ Successfu Plays 1 Tasks 3 Hosts 1 Elapsed o00:00:08 4 &
Stdout Q
w -~ w 4
1 BECOME password[defaults to SSH password]:
“ &P ansible@leoserver:~ — O X
w 3 PLAY [all] R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R 15:83:29
l I oo = .—lbl_
: K interacti
L% 5 TASK [Pr‘lnt Infor“mation] BAEERARERRERRA R R AR R AR RRA N RR AR AR R AR AR R A NERRRA AR RR R R RR 15:83:29 ac
6 ok: [node2] =» {
7 "msg": "192.168.50.22 Hostname change to LeoServer"
3 1
9
L 1@ TASK [Change Hostname] EE S S S 33333 3333333233 F 333332 R3S S 4 15:83:29
11 changed: [node2]
12
v 13  TASK [Update the hostname in fetc/hosts] #FFFFERFFRRRERRFRRALLRIX R XXRIRRRRR TR 15:83:31
14 ok: [node2]
15
16 PLAY RECAP R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R 15:83:32
17 node2 : ok=3 changed=1 unreachable=0@ failed=0 skipped=@ rescued=0 ignored=0

pal



FA Survey Form R ES ] - EZRIFERE F

1. % Template 52+ = SURVEY = ADD

Edit Question

Question * Description Answer variable name * ®

New Host Name HOSTNAME 1. iéi\]\ pIaybook EF‘

S (] S B

e e SIS ol

Text v

Minimum length Maximum length Default answer

0 1024

4 Back to Templates Details Access Natifications Schedules Jobs
O Add Delete o Survey Enabled

Name Default

2. Survey Enable ( BXF3)

OJ New Host Name * text

3: B—Xi#% Template Save & Launch eal




BMEBASEREARER ?

BiE:
- BEEBEERRK BRAE | | sl 37 lookup M Csv 18 P B L 5 E
LAY hostname E& gathe.r_facts: no i1 AHOETEAIE
* ﬂgiﬁgg_'fﬁl CcSV TE@Q vars:
lookup #fF& HOSTNAME: "{{ lookup('csvfile', {{ansible_host}} file=hostname.csv delimiter=,')}}"
tasks:
EFEA: - name: "Print Information"

.« CSV {ERI4IFESES, oygpe | debue
IP & ¥ hostname msg: "{{ansible_host}} Hostname change to {{HOSTNAME}}"

- name: "Change Hostname"

« /var/lib/awx/projects/de hostname:
mo/hostname.csv name: "{{ HOSTNAME }}"
P, Hostnamz - name: "Update the hostname in /etc/hosts"

68.50.21,dbserver lineinfile:
3.50.22,app_labl path: /etc/hosts
regexp: "M{ansible_host}}"
line: "{{ansible_host}} {{ HOSTNAME }}"
state: present

50.23,app lab2
92.168.50.24,test server

MUl



{E#5 2 — %47 Patch B ih

Red Hat

Products & Services ools ecuri

Customer Portal

Red Hat Product Errata » RHSA-2022:7106 - Security Advisory

RHSA-2022:7106 - Security Advisory

Overview Updated Packages

Note: More recent versions of these packages may be available. Click a package name for more

Red Hat Enterprise Linux for x86_64 8
SRPM
2lib-1.2.11-19.el8_6.src.rpm
x86_64
2lib-1.2.11-19.el8_6.i1686.rpm
zlib-1.2.11-19.el8_6.x86_64.rpm

zlib-debuginfo-1.2.11-19.el8_6.i686.rpm

.« 1BIE:
o FHREDAEEEIN RYNA
H##HA yum update B

o SEEIBHEENN rom s
B HansibleB&E HE &
E oI 6=

SHA-256: 10d9ed59f5c51c7c7237f9961d¢

SHA-256: b21d469fa95d2c9e12e739c7184

SHA-256: 2c6fd2e594e6F3d778c797dd414

SHA-256: 8fldd3bdacf73@d3551b7768e44

SHA-256: 7410a2e45b24bbS5bBc65948204

EELE B~ £
(& EH..... BRI
ELSEREE S

/

VRS

- hosts: all
gather_facts: no
vars:

patch_list:
- “zlib-1.2.11-19.el8 6.x86_64.rpm”
- “zlib-devel-1.2.11-19.el8 6.x86_64.rpm”
tasks:
- name: Copy Patch Files
copy:
src: patch_rpms/{{ item }}
dest: /tmp
with_items: "{{ patch_list }}"

- name: Update Patches ( with yum localinstall )
shell: yum --disablerepo=* localinstall *.rpm -y
args:

chdir: /tmp

pal



Ansible Loop BY1E:=

B E M EFE o] BIAH with_items 31T Loop 1BIR (Ex: EEZEIEH )

- hosts: ubuntu *  with_items B Z loop FWIEH B E (Array ) - IL383E
gather_facts: no loop_control AR AEE] -
« Loop_control JRIEEMGE , TEEREEE 5 item
tasks: e
- name: Ouput loop (M E—RZEM) B
debug: - BHABREWRRTEAR— task PHAT

msg: "NO. {{var_no}}"
with items:

T AS K [ D u p u -t 1 00 p ] e e o e e e e o 4 e e e o e e e e e e

N B

loop control:
loop_var: var_no

https://docs.ansible.com/ansible/latest/user_guide/playbooks loops.html

pal


https://docs.ansible.com/ansible/latest/user_guide/playbooks_loops.html

#12—{& Template : Demo 4 - Patches Update

Templates * Demo 4 - Patches Update

. . ‘D
Edit Details
Name * Description Job Type * @ (] Prompt on launch
Demo 4 - Patches Update Run v

Inventory * (3 () Prompt on launch

Q. AnsibleLab

Project * (3 Execution Environment (3

Q Demo Q

T EEEEEEEEEEE——
Playbook * &

update_patch.ym‘ -

Credentials ()

Q SSH: ansible_ssh X

Labels (3

1) & Z B2 178 Inventory / Project / Credential B3 £ .

2) Playbook # “update_patch.yml” bt on launch
3) limit 52%: node4

4) Save & Launch

(
(
(
(




N XREZEFhBY Patches A [E] ? Template O]l Re-Use

Variables © - [NallR pat_c-r-}ﬁl.i;t:z 4-4.e18_6.x86_64.rpm"
1. --- - "xz-libs-5.2.4-4.el8_6.x86_64.rpm"
5 o patch list:
e { Variables S0 i, B2 AT
"‘5‘ T JH 5, EiF playbook H1E FRHY

B B overwrite f&

Press Enter to edit. Press ESC to stop editing.

Forks (® Limit ®

0 node4

pal



Best Practice - L Local Repository 1T Patch (E1#

~

-

> -

1. RG22 {8/ -—

Local repository server
A
2. % 5E repo.d (AR ‘A\!\
3. ETTEH '
Y
Linux Server Linux Server Linux Server

4. {25 server HYRRCA/AHREHUSAH AT BE R tE pal



{£7% 3 - Firewall Policy 12

‘515

« BREEZIIE Firewall
Policy, Z2—EfSE & B
EMIJE’JTU“C

. F|rewaII Policy #ri2 &5
src - source ip
« dest- destip
« protocol —tcp/udp
« dest_port -

palsus



Firewall Policy #71Z = A BY host / credential

1. Inventroy = AnsibleLab = host & Add 2. Credentials & Add

Inventories » AnsibleLab > Hosts » pfsense

Edit details
Credentials
Create New Credential
Name * Description
pfsense VM Firewall

Name * Description Organization

Variables pfsense_ssh for Pfsense Q  Default

1 --- Credential Type *

5 ansible_host: 192.168.508.25 Machine -
3
Type Details
Username Password (J Prompt on launch
Press Enter to edit. Press ESC to stop editing. root » | | e + I l »

SSH Private Key
Cancel Drag a file here or Username : rOOt
Password : pfsense

pal



#172—1{& Template : Demo 5 - Add Firewall Policy

Templates * Demo 5 - Add Firewall Policy

Edit Details ?
Name * Description Job Type * (® (J Prompt on launch
Demo 5 - Add Firewall Policy Run v
Inventory * ® (J Prompt onlaunch Project * (® Execution Environfnent 3

Q  AnsibleLab Q Demo Q
Playbook * ®

add_firewall_policy.yml v
Credentials 3 o . . A Bl ch

a 1) #5212 178 Inventory / Project / Credential B3 £ =.

SSH: pfsense_ssh X AY 1 c 0 "
—— 2) Playbook # “add_firewall_policy.yml

Labels (3

(
(
(3) Credentials = “pfsense_ssh”
(4) Save

pal



1 32— {E Template : Demo 5 - Add Firewall Policy ( Cont.)

1 Back to Templates Details Access Notifications Schedules Jobs Survey

O ‘ Edit Order ‘ Delete o Survey Enabled

Name Type Default

O Source IP * text

(1) tJZl Survey B %, & playbook FrEE Y2
O Dest P * text I E S
src, dest , dest_port, protocol

O DestPort * text (2) Survey Enabled
(3) Save & Launch

U Protocol (tcp/udp) * multiplechoice

pal




Launch & &5

Launch | Demo 5 - Add Firewall Policy

o Survey Source IP *
2 Preview 192.168.5010
DestIP *

192168.50.133

Dest Port *

1234

Protocol (tcp/udp) *

tcp

Jsense System ~ Interfaces ~ Firewall + Services ¥ VPN ~ Status ~ Diagnostics ~ Help ~

COMMUNITY EDITION

Firewall / Rules/ WAN Jhil (2}

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/0 &3 Reserved 3 t s 3 <3 Block bogon networks o]
B Not assigned by
IANA
O « 0/0 IPv4 192.168.50.10 4 192.168.50.133 1234 * none 192.168.50.10 traffic to .i.f@
B TCP 192.168.50.133 @m

) ) X
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75 X — & 8E MysQL Server i 32 {5 {sE FE

RIARR—RZE

45 MySQL Server B

T8 HEEmBA— \
S E

N\

¢ 1%%%/)&*5
« Z1I VM
e B¥ hostname
« BB Patch
- 5RERIE (Ex; TWGCB)
. 228 MySQL

ql/

. BIERBHE
« 71 Firewall Policy e

« MAZANED
« Firewall #r1& A2 a0 LTI
LA

. > BIFSAESELITH pal



¥217 WorkFlow REEFFIARIE

Templates

Create New Workflow Template

Name * Description

WF- Provisioning MySQL Server

Organization

Q

Inventory @ [J) Prompt on launch Limit ® [} Prompt on launch Source control branch & [J Prompt on launch
Q. AnsibleLab nodel
Labels ®

Variables (@ YAML

) Prompt on launch

X

pal



¥£17 WorkFlow REEFRIAi1Z ( Cont.)

WF- Provisioning MySQL Server TotalNodes 7 @ J/ B (i} X
Network Admin Demo 5 - Add Firewall Fol...
_ 9
emo 2 - Change Hostna... Demo 4 - Patches Update TWGCB - Disable Root L... Install MySQL
9 9 9 9

(1) A GUI AN HEE B EZR TR Template

(2) B2, BRE Survey B Template , Bk FREHAE
(3) WorkFlow BI&&%E Success / Failed 1T AN D 2

pal



AAP I fE 2 HY FR X 1

Users = “network_admin” = Roles = Add ( i1& 89 Workflow BY5 E#EPE 45 ILE user)

Add user permissions

1 Add resource type

2 Selectitems from list

e Select roles to apply

Choose roles to apply to the selected resources. Note that all selected roles will be applied to all selected resources.

May view settings for the workflow job template

Selected WF- Provisioning My5...
(] Admin [ Execute
Can manage all aspects of the workflow job May run the workflow job template
template
Read Approve

Can approve or deny a workflow approval node

pal



AAP AR S AV E=2 1% 1 &l - ¥ A —1{B Approval

#REE workflow , 7E Install MysQL & iE A — B 12

T Runtype

e Node type

Install MySQL

4
p Node Type 75
" “Approval”

= Aax timeout, B Workflow S E R E@EBAE

#1717, GRIAIE—E % pending iR &

Add Node

Node Type Approval hd

Name *

Network Admin 25#%

Description

Z=H12 192168.50.21 port 3306 K firewall policy

pal



AAP NERS Z V3R

2 network_admin

Workflow Approvals

(0 Name =+ Q Delete

status  pending X Clear all filters

Name Workflow Job

O 51 - 51 - Network Admin B
%

51 - WF- Provisioning MySQL
Server

zZ¥l (45K )

-

Workflow #1705 ;

Pl network_admin 183 E A (&H5: redhatl23)

wn= AR AT (VRIE)

o] & Rz B AN

#1218 , Workflow 72 E#H T N E

Started | Status Actions
12/7/2022, 4:52:56 © Expires on 12/7/2022, 5:42:56 PM &) L) @

PM

1-1oflitems = 1 of 1 page
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A Ansible #1TIREELZSH R IE (SOAR)

® SIEM 1ZRIZ] user B AKMZREMINE A ( Brute force attack)
> #g3¢ playbook , BRI user FR A IE#ETTRY process, M7 lock MR35k
= g3& playbook, T Firewall E#I8—#H policy #FLE2KIR IP PEER

pis
W
EF.“*

SIEM . @
s\ S=

el

SIEM + Ansible
( Event Correlation) ( Event Action)

50 pal

o |
Q

Q.

Q

=
::l-lu-la:
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Pl Lab I=IR1E B IG5 55

SIEM )

- — i —— e T
- = - .
— — — Y — — ®
.
—
rraneane

node3

1. Bl userl 1&3% ( Password: userl ) ssh & A node2 (192.168.50.22), 117 top &<
BEEARLHITIIE
2. 7E£ node3 Pl curl 3§ 0 ansible api, i NSz playbook #iTENE
"[SOAR] kill user process and lock” , “Demo 5 — Add Firewall Policy”

3. OJZ&3R userl B9 top process W FETH userl # lock , AEEEE A ; pfsense Lo
51 2| —Z5HT18AY Policy FCEx pal



51{E - H71E Application ( for SIEM B4 Trigger {5 FH)

= ¥

Applications D
L
Create New Application
Name * Description Organization *
SIEM CLI for SOAR Use Case Q  Default
Authorization grant type * @ Redirect URIs (® Clienttype * ®

Resource owner password-kased Confidential

Save Cancel
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REZZEE - #HiE user EFY4%5 SIEM G EZ{EFH

LUFIZ user : “siem_ap_user” - 7£ Role EE 4 TR EHRY 2 % template PR ( Read / Execute )

Users *» siem_ap_user

Roles
4 Back to Users Details Organizations Teams Roles
Role = Q Add 1-50f5 ~
Name Type Role
Default Organization Member X
[SOAR] Kill user process and lock Job Template Execute X
[SOAR] Kill user process and lock Job Template Read X
Demo 5 - Add Firewall Policy Job Template Execute X
Demo 5 - Add Firewall Policy Job Template Read X

pal



REZZEE - FHiZ user EFY%5 SIEM &G EE(EFH

EXLL “siem_ap_user” B A&, #1T TOKEN FiE

Users *» siem_ap_user * Tokens

Create user token PS. 118 Token BUINEETE L siem_ap_user EABA S FR
(#5E DL admin TRIEFTIZ)

Application @ Description

Q SsIEMCL

Scope * (@

Write

Save Cancel

G —H

Token

Token information

6 This is the only time the token value and associated refresh token value will be shown.

Token >  YIT3sXUZBIOVU3yUtE4xfYHFgpSthg

Refresh Token >  |OlfV50pZpxHtUZd3IEX6RIZWF VIf

Expires 4/9/3022, 6:39:33 PM

oJa]



{&5 F Rest API Trigger Template ( Lock User )

E— B HZI Token , RS Restful APl FUFREE

curl -k -H "Authorization: Bearer YIT3sXUZBI9VU3yUtE4xfYHFgpSthg" -H "Content-Type: application/json" -X
POST https://192.168.50.10/api/v2/job_templates/14/launch/ -d '{"limit": "node2", "extra_vars":
{"target_account": "user1"}}'

https://192.168.50.10/#/templates/job_template/14/details

Y
v - -
Templates * [SOAR]KIll user process and lock
Details
1 Back to Templates Details Access Schedules Jobs View Survey

pal



{£ FH Rest APl Trigger Template ( Add Firewall Policy )

F—CEBERIR Token , RS Restful APl BOFRE

curl -k -H "Authorization: Bearer YIT3sXUZBI9VU3yUtE4xfYHFgpSthg" -H "Content-Type: application/json" -X
POST https://192.168.50.10/api/v2/job_templates/19/launch/ -d '{"limit": "pfsense", "extra_vars": {"src":
"168.95.3.3", "dest": "192.168.50.22", "protocol": "tcp", "dest_port": "22"}}

i&F Survey HHEE EHY 25
8, DL Json F& A A

s0/SHERR— T Add Firewall Policy #9 Template ID 2% [EH#&!!




BRAESHREIEFES? &HiEl Event-Driven Ansible !!

Optional

| Optional |
. Message

Event- Driven Ansible

Ansible Rulebooks
calling playbooks or
modules

Sources

X

Actions
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Ansible NMN{EMR7%:

OPLUS - ZEIREF]!

S HEER

= mEa AR
-4
S EpeE 2 Linux{ZAE3E =2 Windows{alig32
= Aszzs % ER
& EFERE
L2 guEE Soev o
Of SEMLEE EEE
o B
82
fEs 0 =i Sl
e @ Dashboard
EH 100 1-4/4

61

5 (5 ZsER

Oplus Core

sudoFFaliEEE

EREEEE
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OPLUS ZEfgilt =

ADMINS
I

USERS

ANSIBLE PLAYBOOKS

Web Portal / DB

ANSIBLE

1 1
2 (XX N} 2
3 3

ANSIBLE CLI & CI SYSTEMS

AE T A4 ZESIRINEE ( Patch / User / Script / Health Check.... )

OPEN SOURCE MODULE LIBRARY

PLUGINS

v

TRANSPORT

AUTOMATE
YOUR ENTERPRISE

USE CASES

INFRASTRUCTURE

LINUX,
WINDOWS,

UNIX ...

PROVISIONING

NETWORKS

ARISTA,
Cisco,
JUNIPER....

CONFIGURATION
MANAGEMENT

PYTHON CODEBASE

SSH, WINRM, ETC.

CONTAINERS

DOCKER,
LXC ...

APP
DEPLOYMENT

CLOUD

AWS,

GOOGLE CLOUD,

AZURE ...

CONTINUOUS
DELIVERY

SECURITY &
COMPLIANCE

SERVICES

DATABASES,
LOGGING,
SOURCE CONTROL
MANAGEMENT...

ORCHESTRATION po I
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OPLUS EEERE A2 &M 4EEINEE

® EEEIE

® % - #H1T command / shell
® il - ¥ 1T playbook

® F=£ - %IB playbook WimE{F=E4AES

@ =it - EERHNERAZAAMBEIEH

® 5 ] EIE - patch B3 ( [BF 21 Windows / Linux )
® e =i

o TS EIE

o FHEEIE

® sudoFF O EEIH

® (.. etc IFEIZN)
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FLE T SR ERESEHE

1 0S Ik K, 2AEEE MR
57 OPLUS #: I

WSS (1) A OPLUS
(2) “HEEERE"

(3) “REFN" > “EREHEE"
@) sEBwNEE y

MRE, SEE;

y pal



Patch B&EhEA B ¥L

\/
%%ﬁ N
® B2 ZEKzEE,F =N OPLUS #&: \

(1) EA OPLUS
BHHBRE C (2) “@WmTE’" .

HEREY S
(3) S CVERR = ETEF
(4) FAWREM /

REEREE
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UserlRSE & I8 £ 23 1 & I8

BT OPLUS #&: \

(1) i#&A OPLUS
2) “FERZSEE . > “ETETiL" 888

3) "BEZE" . > i2%%E
(4) FERZEEERD

b=11] g
il

rc;set #Z[o]lq

pal
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