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Hacker

Online Tools

Windows Commands

???



https://www.wireguard.com/

How to generate WireGuard QR code on Linux for mobile

VPN Gate

Cjdns

https://github.com/cjdelisle/cjdns

https://www.tutorialspoint.com/batch_script/index.htm

https://docs.microsoft.com/en-us/windows-server/administration/windows-

commands/windows-commands

Password Generator: https://passwrd.in 
Linux VPS Benchmark

https://bench.monster/ 
curl -LsO bench.monster/speedtest.sh; bash speedtest.sh
curl -LsO bench.monster/speedtest.sh; bash speedtest.sh -asia

yabs.sh 
curl -sL yabs.sh | bash  
bench.sh 
wget -qO- bench.sh | bash

Modemly : Find the default password of the routers
DNS

DNS Check

?????
VPN - WireGuard

Free VPN Service

P2P VPN

Windows Batch Script

Online Tool

https://www.wireguard.com/
https://www.cyberciti.biz/faq/how-to-generate-wireguard-qr-code-on-linux-for-mobile/
https://www.vpngate.net/cn/
https://github.com/cjdelisle/cjdns
https://www.tutorialspoint.com/batch_script/index.htm
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/windows-commands
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/windows-commands
https://passwrd.in
https://bench.monster/
https://github.com/masonr/yet-another-bench-script
https://modemly.com/
https://dnscheck.app/


DNSChecker
Network Troubleshoot

Port Forwarding Tester 

Ping.pe

Mini Web Server

redbean - single-file distributable web server

Redbean in Docker 

https://textbelt.com/ 

Embedded System

SMS API

https://dnschecker.org/all-tools.php
https://www.yougetsignal.com/tools/open-ports/
https://ping.pe/
https://redbean.dev/
https://github.com/kissgyorgy/redbean-docker
https://textbelt.com/


Shodan - Search Engine for the Internet of Everything.

ZoomEye - Search for the any devices, blockchains, websites, webcams etc.

Awesome-Google-Dorks

Web Check - ??????

TryHackMe

[Video] TryHackMe! Basic Penetration Testing

Hack The Box

Hackers-Arise - ?????

????????

Hacking Books

The art of Learning Programming for Red teaming and CyberSecurity

[??]????

Strix - Open-source AI hackers to find and fix your app’s vulnerabilities.

Xalgorix - The Most Powerful Open-Source AI Pentesting Agent

BugHunter - AI-powered bug bounty hunting — recon to report, in your terminal.
??????????

LES: Linux privilege escalation auditing tool

Part 1

Part 2

Part 3

Part 4

Hacker
Resources

Learning Hacker

AI Tools

?? Root ??

https://www.shodan.io/
https://www.zoomeye.org/
https://github.com/Tobee1406/Awesome-Google-Dorks
https://web-check.xyz/
https://tryhackme.com/
https://www.youtube.com/watch?v=xl2Xx5YOKcI
https://www.hackthebox.com/
https://www.hackers-arise.com/
https://www.hackers-arise.com/post/osint-part-6-open-source-flight-and-aircraft-tracking-data
https://github.com/InspectorDidi/Hacking-Books
https://5mukx.site/blog/11-02-2024/the_art_of_learning_programming_for_infosec.html
https://hackercat.org
https://github.com/usestrix/strix
https://github.com/xalgord/xalgorix
https://github.com/shuvonsec/claude-bug-bounty
https://github.com/The-Z-Labs/linux-exploit-suggester
https://hacklido.com/blog/158-privileges-escalation-techniques-basic-to-advanced-in-linux-part-1
https://hacklido.com/blog/162-privileges-escalation-techniques-basic-to-advanced-in-linux-part-2
https://hacklido.com/blog/210-privileges-escalation-techniques-basic-to-advanced-in-linux-part-3
https://hacklido.com/blog/224-privileges-escalation-techniques-basic-to-advanced-in-linux-part-4


??????

The one-click Linux app I use for instant online anonymity | ZDNET

?????Tor Network Gateway????????Virtualbox VM?

Whonix - Superior Internet Privacy

YT: How to Stay Invisible Online with Whonix (Beginner Guide) - YouTube

hping

Tor Network

Carburetor

Whonix

Cheat Sheets

Hacking Tools

https://www.zdnet.com/article/the-one-click-linux-app-i-use-for-instant-online-anonymity/
https://www.whonix.org/
https://www.youtube.com/watch?v=4xJg3SmE-FQ
https://www.hackers-arise.com/post/2017/09/08/using-hping3-for-reconnaissance-part-1


40 Ways to Use Shodan

https://osslab.tw/uploads/images/gallery/2022-11/hacking-tools.jpeg


https://osslab.tw/uploads/images/gallery/2025-04/40-ways-to-use-shodan.jpg


Metasploit

https://osslab.tw/uploads/images/gallery/2025-08/metasploit.jpg




Password Generator: https://passwrd.in 

Modemly : Find the default password of the routers

yabs.sh 
curl -sL https://yabs.sh | bash
wget -qO- yabs.sh | bash

bench.sh 
wget -qO- bench.sh | bash
curl -Lso- bench.sh | bash

news.sh
curl -sL nws.sh | bash
wget -qO- nws.sh | bash

Port Forwarding Tester 

Ping.pe - ????????????

CanYouSeeMe.org

Globalping

??IP?????IPinfo.io

??IP???https://whoer.net/zh 

??IP????https://scamalytics.com/ 

??IP?????? https://tools.ipip.net/traceroute.php 

??IP?????? https://tools.ipip.net/ping.php 

????????????????????????? IP ??????????????????????

Cisco: Talos

Online Tools
Password

Linux VPS Benchmark

 Network Troubleshoot

IP Reputation (IP ??)

https://passwrd.in
https://modemly.com/
https://github.com/masonr/yet-another-bench-script
https://bench.sh/zh.html
https://nws.sh/
https://www.yougetsignal.com/tools/open-ports/
https://ping.pe/
https://canyouseeme.org/
https://www.jsdelivr.com/globalping
https://ipinfo.io/
https://whoer.net/zh
https://scamalytics.com/
https://tools.ipip.net/traceroute.php
https://tools.ipip.net/ping.php
https://www.talosintelligence.com/


Google: Google Postmaster Tools

Sender Score

IPQuality - Shell ?????? Public IP ??????????

PING0 - ?? IP ????????????

Time.is

Multiline ASCII Text Art Converter - ?????????.??? (texteditor.com)

Text to ASCII: The best ASCII Art Generator & Maker

ASCII Art?AA?????????????ASCII Art?AA? | RAKKOTOOLS?

Copy.sh - ???? x86 ???????

Turndown - Convert HTML into Markdown with JavaScript.

World Time

ASCII Art Text

??

https://www.gmail.com/postmaster/
https://senderscore.org/
https://github.com/xykt/IPQuality
https://ping0.cc/
https://time.is/
https://texteditor.com/multiline-text-art/
https://www.asciiart.eu/text-to-ascii-art
https://zh-tw.rakko.tools/tools/68/
http://copy.sh/v86/
https://mixmark-io.github.io/turndown/


To terminate a specific app or process

Scan and Diagnose Hard Drive Errors

/f : tells the tool to fix any detected errors
/r : locate bad sectors and recover readable data

Repair Corrupted System Files

1. ipconfig
2. ipconfig /all
3. findstr
4. ipconfig /release
5. ipconfig /renew
6. ipconfig /displaydns
7. clip

Windows Commands
taskkill

taskkill /IM notepad.exe /F

chkdsk

chkdsk C: /f /r

ipconfig

ipconfig /release

ipconfig /renew

ipconfig /flushdns

sfc

sfc /scannow

Command List



8. ipconfig /flushdns
9. nslookup
10. cls
11. getmac /v
12. powercfg /energy
13. powercfg /batteryreport
14. assoc
15. chkdsk /f
16. chkdsk /r
17. sfc /scannow
18. DISM /Online /Cleanup /CheckHealth
19. DISM /Online /Cleanup /ScanHealth
20. DISM /Online /Cleanup /RestoreHealth
21. tasklist
22. taskkill
23. netsh wlan show wlanreport
24. netsh interface show interface
25. netsh interface ip show address | findstr "IP Address"
26. netsh interface ip show dnsservers
27. netsh advfirewall set allprofiles state off
28. netsh advfirewall set allprofiles state on
29. ping
30. ping -t
31. tracert
32. tracert -d
33. netstat
34. netstat -af
35. netstat -o
36. netstat -e -t 5
37. route print
38. route add
39. route delete
40. shutdown /r /fw /f /t 0


