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CYBERSECURITY ACRONYMS (PART 1)

@SECURITYTRYBEE

*CIA - CONFIDENTIALITY, INTEGRITY, AVAILABILITY
*|DS - INTRUSION DETECTION SYSTEM

*[PS - INTRUSION PREVENTION SYSTEM

*WAF - WEB APPLICATION FIREWALL

*PIl - PERSONAL IDENTIFIABLE INFORMATION
*D0S - DENIAL OF SERVICE

*DDO0S - DISTRIBUTED DENIAL OF SERVICE

*DNS - DOMAIN NAME SYSTEM

*ZTA - ZERO TRUST ARCHITECTURE

*NAT - NETWORK ADDRESS TRANSLATION

*CTF - CAPTURE THE FLAG

*ACL - ACCESS CONTROL LIST

*CON - CONTENT DELIVERY NETWORK

*CVE - COMMON VULNERABILITIES AND EXPOSURES
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Common types of password attacks



SECURITY TRYBE

COMMON TYPES OF PASSWORD
ATTACKS

Brute Force Attack:
Hackers use software to
guess various password @f
combinations until they Keylogger:
crack the code. Malicious software records

keystrokes, capturing
passwords as users type.

Social Engineering:m

Hackers create fake
websites resembling
legitimate login pages.
When users enter their
information, it gets
recorded.

Rainbow Table Attack: d
This type of password

crack uses pre-
* * * * * computed table of all
possible hashes of all
@SECURITYTRYBRE possible passwords

Credential Stuffing: —Y/ )
Cybercriminals exploit
stolen credentials (such

i)ictionary Attack: as usernames and
Similar to brute force passwords) to break into
attacks, dictionary attacks accounts.

rely on common phrases or
dictionary words as
passwords.

www.securitytrybe.com
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Designing Secure Systems
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Scenarios to Protect
e public APIs

einternal API
communications

Design Points
® OAuth 2
@ API key management
@ rate limiting
@ input validation
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@ employee laptops
@ Point-of-Sale systems

@ microservice deployment
@kB8s cluster security

Design Points

1 ® use trusted base images
| ® scan containers

@ container runtime security

DDoS attack management
data breach responses
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:’ Design Points
1@ antivirus software

1 @ device management
| @ encrypt hard drives
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Design Points

e incident response plan

| @ security operations center
@ regular drills
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Cheat Sheet for Designing Secure Systems

ByteByteGo

Encyption

Scenarios to Protect
@ sensitive data protection
® secure communications

Design Points
TLS for data transit
sensitive data encryption

Design Points
@ proactive security patches
@ regular scan
@ continuous monitoring

Audit &
~ Compliance

&

Scenarios t

o Protect
i @ patient records access

« compliance checks in
financial systems

« regular audits
@ GDPR, HIPAA

{ # comprehensive logging

Network
Security

Design Poi
use firewalls, segregate
networks
intrusion detection
secure DNS
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