What's DNS

Tutorials

e What is Round-Robin DNS? - GreenCloud
e What is a DNS Amplification Attack? - GreenCloud
e DNS Failover: How does it work? - GreenCloud

How DNS Works


https://blog.greencloudvps.com/what-is-round-robin-dns.php
https://blog.greencloudvps.com/what-is-a-dns-amplification-attack.php
https://blog.greencloudvps.com/dns-failover-how-does-it-work.php

ow DNS works?

2 e 3 sysxplore.com

’r

\j

.

Go to nameserver for .com Iy /
Top Level Domanin (TLD) I

t

Root DNS Server

\

4 linuxopsys.com

!|ll
Go to authoritative

nameserver

.

f
Nameserver for .com
Top Level Domain (TLD)

A

sysxplore.com
!||I

lient
1 ciien 617217.43.65 i ”
A s 5
+
sysxplore.com
nameserver
7 172.17.43.65 Web server for I
g http://sysxplore.com < /
» (17317.78.45) ny 7
p
DNS Resolver
8 https://sysxplore.com or 173.17.78.45
N
N

9 Webpage or response for https://sysxplore.com

@sysxplore


https://osslab.tw/uploads/images/gallery/2023-12/how-dns-works.jpg

= \ Brij Kishore Pandey

HOWDLITFHWORKS (&) wveeiin

Local cache

0OS cache
Router cache

==

Real Sar\rer\
| NN
| NN
b
o T
0 b S Folks don't know
NN the IP. Query this
Query for the IP N IP address
N\
address

2 What is top level
http.f{mypﬂgﬂ-com \ . domain name server
domain nameserver w for .com domains

=

Oa 'Y
I B -
/ DNS Resolver

Give me anlIP ’ 1
authoritative

address for -7 4 | ="
http://mypage.com ol |o Y
|
nameserver for

D N S & .com domains
Search _n_-_

TLD Server fpr .com
domains

Root Server

Give me an

DNS Record Type
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DNS record types

AAAA (quad A)

- An AAAA record is the IPv6 equivalent of
an A record, responsible for mapping a
domain name to an IPv6 address.

\ \
- Most commonly used to map a fully qualified | ‘
domain name (FQDN) to an IPv4 address and | \
acts as a translator by converting domain | ‘
names to IP addresses.
I |
[ \
[ \

CNAME (Canonical Name)

- An alias that points to another domain or
subdomain, but never an IP address. Alias
record mapping FQDN to FQDN, multiple
hosts to a single location. This record is
also good for when you want to change an
IP address over time as it allows you to
make changes without affecting user book-
marks, etc.

MX (Mail eXchange)

|

‘ - A mail exchanger (MX) record stores the

‘ domain names of mail servers responsible
O for receiving emails on behalf of a domain.

‘ - These records can be helpful to identify

|

\

|

authorized mail servers. An MX record is
sometimes called an MX entry, particularly
in configuring mail servers.

PTR (pointer)

- Areverse of A and AAAA records, which
maps IP addresses to domain names.
These records require domain authority

NS (name server)

I
I | - A name server (NS) record provides a list
| ‘ of the authoritative DNS servers (also
Iy d called name servers) responsible for the
| | / domain that you're querying. At the end of
\ \
\ |
I

and can't exist in the same zone as other
DNS record types (put in reverse zones). i < ~ e the DNS query chain, an authoritative name
4 server is the final arbiter for DNS resource
records.

SOA (Start of Authority) \

- Allows administrators to add limited human
and machine-readable notes and can be
used for things such as email validation,
site, and ownership verification, framework
policies, etc., and doesn't require specific
formatting.

| \
I - Every DNS zone requires a start of authori- [ !
| ty (SOA) record. The SOA record stores ||
important information about the zone, such |
I as its primary authoritative name server [
| and the administrator's email address. [ \
| [ \
| [ \
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