OSS & Freewares
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Plausible Analytics

e Complete Guide to Self-hosting Plausible [Privacy Friendly Google Analytics
Alternative]

Video Conference

Jitsi
e How to Self Host Jitsi Meet With Docker

Linux Backup

Restic - Commands and tools such as cp, rsync, and unison are excellent for moving data
from one location to the other and even for synchronizing data. However, they are not ideal for
a differential or incremental backup strategy. They are also not efficient in terms of resource
usage. A good backup solution not only performs a full backup, but also examines the objects
to see what has changed. It accounts for these changes and saves them accordingly with
emphasis on security and efficiency. When it comes to restoration, a viable backup solution
should allow for the bulk and granular restoration of files, directories, and objects based on a
point-in-time. Restic checks all of the boxes when it comes to a solid backup solution.

e Restic Backups, A Flexible & Powerful Backup Solution

Performance Analytics

Guider - Python-based Tools

e Official: https://iipeace.github.io/docs/guider.html
e How to Install Guider Linux Performance Analyzer on Ubuntu 20.04


https://www.blocktempo.com/the-essential-motivation-of-open-source/
https://plausible.io/
https://linuxhandbook.com/plausible-deployment-guide/
https://linuxhandbook.com/plausible-deployment-guide/
https://jitsi.org/
https://linuxhandbook.com/self-host-jitsi-meet/
https://frontpagelinux.com/tutorials/restic-backups-flexible-powerful-backup-solution/
https://iipeace.github.io/docs/guider.html
https://www.howtoforge.com/how-to-install-guider-linux-performance-analyzer-tool-on-ubuntu/

Markdown

Make a slide

https://revealjs.com/ Web Presentation

https://github.com/jdan/cleaver

https://rabbit-shocker.org/
https://hackmd.io/ Online-Slide

Server Performance Monitor

Collectd

e Configure Collectd as a Central Monitoring Server for Clients
e How to Install and Configure ‘Collectd’ and ‘Collectd-Web’ to Monitor Server

Resources in Linux
Checkmk
e Using Checkmk for Monitoring Your Linux Server Infrastructure

Healthchecks - Healthchecks is a cron job monitoring service. It listens for HTTP requests and
email messages ("pings") from your cron jobs and scheduled tasks ("checks"). When a ping
does not arrive on time, Healthchecks sends out alerts.

Server UpTime Monitor

e Uptime Kuma

e NEMS Linux: NEMS is the Nagios Enterprise Monitoring Server for Single Board
Computers

o [Video] NEMS Linux 1.4.1 - The FREE Nagios Enterprise Monitoring Server

e Gatus: Gatus is a developer-oriented health dashboard that gives you the ability to
monitor your services using HTTP, ICMP, TCP, and even DNS queries as well as
evaluate the result of said queries by using a list of conditions on values like the
status code, the response time, the certificate expiration, the body and many others.
The icing on top is that each of these health checks can be paired with alerting via
Slack, Teams, PagerDuty, Discord, Twilio and many more.


https://revealjs.com/
https://github.com/jdan/cleaver
https://rabbit-shocker.org/
https://hackmd.io/
https://collectd.org/index.shtml
https://www.tecmint.com/configure-collectd-as-central-monitoring-server-for-clients/
https://www.tecmint.com/install-collectd-and-collectd-web-to-monitor-server-resources-in-linux/
https://www.tecmint.com/install-collectd-and-collectd-web-to-monitor-server-resources-in-linux/
https://checkmk.com/
https://linuxhandbook.com/checkmk/
https://healthchecks.io/
https://github.com/louislam/uptime-kuma
https://nemslinux.com/
https://www.youtube.com/watch?v=OLvDxL9LiAk
https://github.com/TwiN/gatus

Remote Control Management

e RPort: Self-hosted open source remote management solution for Windows & Linux.
Intuitive, easy to use inventory management, remote access, script execution, VPN
replacement, and much more.

o [Video] RPort - an open source, self hosted Remote Machine Management
System running on Linux!
e Rustdesk - Alternative to Teamviewer, Anydesk
o [Video] Rustdesk - an Open Source, Self Hosted alternative to TeamViewer,
AnyDesk, GoToAssist, and the like.

Console & Terminal

e tmate: Instantly Share Terminal Session With Other Linux Users

e Web Console
o GateOne

o http://liftoffsoftware.com/
o https://github.com/liftoff/GateOne
o https://liftoff.github.io/GateOne/index.html

o Bastillion - Java-Based
e Terminal Recording

o asciinema
o More Similar Tools

Mail Server

e grommunio
e Mail-in-a-Box
o [Video] Episode 5 - Building a Business on Open Source - Setting up Email,

Calendars, Contacts, & Cloud Sync

e Weblate
e POEditor
e Crowdin
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https://rport.io/
https://www.youtube.com/watch?v=Xc_5qE7ZyYA
https://www.youtube.com/watch?v=Xc_5qE7ZyYA
https://rustdesk.com/
https://www.youtube.com/watch?v=9nzHm3xGz2I
https://www.youtube.com/watch?v=9nzHm3xGz2I
https://linuxhandbook.com/tmate/
http://liftoffsoftware.com/
https://github.com/liftoff/GateOne
https://liftoff.github.io/GateOne/index.html
https://github.com/bastillion-io/Bastillion
https://asciinema.org/
https://linoxide.com/linux-terminal-recording-tools/
https://grommunio.com/
https://mailinabox.email/
https://www.youtube.com/watch?v=bzxNb_fcqnA
https://www.youtube.com/watch?v=bzxNb_fcqnA
https://weblate.org/zh-hant/
https://poeditor.com/
https://crowdin.com/
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Security

e 10 Top Open Source Penetration Testing Tools

WAF - Web Application Firewall

e GoTestWAF
e Test and evaluate your WAF before hackers

e Pi.Alert
¢ [Video] Pi Alert - Open Source, Self Hosted, Network Device Change Notification and
Intrusion Detection

Firewall & Router

OPNSense
o [Video] OPNSense - a powerful, open source, network firewall and router

pfSense
OpenWrt
RouterOS

Kiosk

e Porteus Kiosk

Web Benchmark

e Ddosify - High-performance load testing tool

e Apache JMeter is open source software, a 100% pure Java application designed to
load test functional behavior and measure performance.

Calendar

o Baikal
o How to Create a Calendar Server With Baikal


https://github.com/javascript-tutorial/zh-hant.javascript.info/wiki/%E3%80%8C%E8%8B%B1%E6%96%87%EF%BC%8D%E7%B9%81%E4%B8%AD%E3%80%8D%E7%94%A8%E8%AA%9E%E5%B0%8D%E7%85%A7%E8%A1%A8
https://www.esecurityplanet.com/applications/open-source-penetration-testing-tools/
https://github.com/wallarm/gotestwaf
https://lab.wallarm.com/test-your-waf-before-hackers/
https://github.com/pucherot/Pi.Alert
https://www.youtube.com/watch?v=oKl3WFQloE4
https://www.youtube.com/watch?v=oKl3WFQloE4
https://opnsense.org/
https://www.youtube.com/watch?v=Qrglquxw-6I
https://www.pfsense.org/
https://openwrt.org/
https://mikrotik.com/software
https://porteus-kiosk.org/index.html
https://github.com/ddosify/ddosify
https://jmeter.apache.org/
https://github.com/sabre-io/Baikal
https://www.maketecheasier.com/create-calendar-server-baikal/

Active Directory

e Zentyal - Join Windows® clients to the domain and manage them transparently. No
disruption to your users, no user or device CALSs.

o [Video] An Open Source Domain Controller and Active Directory system with
Zentyal!

Cloud Storage

¢ MinlO offers high-performance, S3 compatible object storage.
o How to Install MinlO Storage on Rocky Linux

e SeaweedFS is a fast distributed storage system for blobs, objects, files, and data
lake, for billions of files.

Bootable USB Drive with ISO files

e Ventoy
e Easy2Boot

Game OS

e SteamOS Holo
o [Video] The Worlds Smallest Steam Machine! A Powerful Ultra Micro Gaming
PC
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e Shinobi
o [Video] Shinobi Update! This 2023 look at Shinobi CCTV System Helps show the
power of open source!
e Viseron - Al 2?7?77
o [Video] Viseron - an open source, self hosted video surveillance solution with
Motion and Object detection!
e Zoneminder
o [Video] Zoneminder - an Open Source, Self Hosted surveillance system powerful
enough for the Enterprise!

NAS


https://zentyal.com/
https://www.youtube.com/watch?v=RZfybZVE6Lo
https://www.youtube.com/watch?v=RZfybZVE6Lo
https://min.io/
https://www.howtoforge.com/how-to-install-minio-storage-on-rocky-linux/
https://github.com/seaweedfs/seaweedfs
https://www.ventoy.net/en/index.html
https://easy2boot.xyz/
https://github.com/HoloISO/holoiso
https://www.youtube.com/watch?v=Zxw4-SfeR6w
https://www.youtube.com/watch?v=Zxw4-SfeR6w
https://shinobi.video/
https://www.youtube.com/watch?v=uQ_Egb37rmY
https://www.youtube.com/watch?v=uQ_Egb37rmY
https://viseron.netlify.app/
https://www.youtube.com/watch?v=wbTQC660vUk
https://www.youtube.com/watch?v=wbTQC660vUk
https://zoneminder.com/
https://www.youtube.com/watch?v=Us20t1gQPOE
https://www.youtube.com/watch?v=Us20t1gQPOE

e TrueNAS CORE
o TrueNAS User Guide

e OpenMediaVault
o Default Login: admin / openmediavault

o Documentation

Forum

e Flarum

o Flarum: An Open-Source Community Platform Like Discourse

Home Server

e CasaOs - Your Personal Cloud OS
o [Video] Setting up a CHEAP and EASY Homelab Linux Server

OAuth2/SSO

e Authelia - Protect your applications with Single Sign-On and 2 Factor.
o [Video] 2 Factor Auth and Single Sign On with Authelia
o [Video] Authelia - Free, Open Source, Self Hosted authorization and
authentication for your web applications

¢ Authentik - Identity made easy. authentik makes single-sign on (SSO), user
enrollment, and access control simple.

o [Video] Replace Authelia With Authentik Web Proxies And OAuth2
¢ Zitadel - Secure authentication management for your application.

o [Video] Zitadel, Single Sign On, and OAuth. It's Impressive!
e Keycloak - Open Source Identity and Access Management

o [Video] Keycloak Is AWESOME! Single Sign On Made Easy!

Al Applications

Audio

e Best Free and Open Source Software - Audio - LinuxLinks


https://www.truenas.com/
https://www.truenas.com/docs/
https://www.openmediavault.org/
https://docs.openmediavault.org/en/latest/
https://discuss.flarum.org/
https://news.itsfoss.com/flarum/
https://casaos.io/
https://www.youtube.com/watch?v=_qNWpdFqLIU
https://www.authelia.com/
https://www.youtube.com/watch?v=u6H-Qwf4nZA
https://www.youtube.com/watch?v=5KtbmrUwYNQ
https://www.youtube.com/watch?v=5KtbmrUwYNQ
https://goauthentik.io/
https://www.youtube.com/watch?v=1bTSOdYiIOQ
https://zitadel.com/
https://www.youtube.com/watch?v=1T1uxKW06Vs
https://www.keycloak.org/
https://www.youtube.com/watch?v=6ye4lP9EA2Y
https://frogbase.dev/
https://instantid.github.io/
https://www.linuxlinks.com/best-free-open-source-software-audio/

PPV 77?

o How to Install ProjectSend with Apache and Let's Encrypt SSL on Ubuntu 20.04
e [Helpdesk] UVdesk: A Free and Open-Source Helpdesk Ticket System

o How to Install Redmine Project Management Tool on Ubuntu 22.04
¢ ntfy - Send push notifications to your phone or desktop using PUT/POST
o GitHub: https://github.com/binwiederhier/ntfy
o Doc: https://docs.ntfy.sh/
o [Video] Open Source Push Notifications! Get notified of any event you can
imagine. Triggers abound!
e Matrix - An open network for secure, decentralized communication

PeerTube - An alternative to Big Tech's video platforms
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https://github.com/librespeed/speedtest
https://www.projectsend.org/
https://www.howtoforge.com/how-to-install-projectsend-with-nginx-on-ubuntu-20-04/
https://itsfoss.com/uvdesk/
https://github.com/awesome-selfhosted/awesome-selfhosted
https://www.rundeck.com/open-source
https://lowendbox.com/blog/take-control-of-your-jobs-with-rundeck/
https://www.twblogs.net/a/5b8f23e12b717718834a02e9
https://docs.alnoda.org/
https://www.redmine.org/projects/redmine/wiki
https://www.howtoforge.com/how-to-install-redmine-on-ubuntu-22-04/
https://ntfy.sh/
https://github.com/binwiederhier/ntfy
https://docs.ntfy.sh/
https://www.youtube.com/watch?v=WJgwWXt79pE
https://www.youtube.com/watch?v=WJgwWXt79pE
https://matrix.org/
https://immich.app/
https://ivonblog.com/posts/immich-setup/
https://joinpeertube.org/

