OSS & Freewares

OSS List

e Awesome-Selfhosted

e LinuxLinks - The Linux Portal Site

e OpenAlternative

Good Articles to OSS

@ P77 ???77?7?77?7?

e Plausible Analytics

o Complete Guide to Self-hosting Plausible [Privacy Friendly Google Analytics
Alternative]
¢ Rybbit Analytics
o GitHub: https://github.com/rybbit-io/rybbit
o Doc: Introduction - Rybbit

Video Conference

Jitsi

e How to Self Host Jitsi Meet With Docker

Data Backup

¢ Restic - Commands and tools such as cp, rsync, and unison are excellent for moving

data from one location to the other and even for synchronizing data. However, they
are not ideal for a differential or incremental backup strategy. They are also not
efficient in terms of resource usage. A good backup solution not only performs a full
backup, but also examines the objects to see what has changed. It accounts for these
changes and saves them accordingly with emphasis on security and efficiency. When
it comes to restoration, a viable backup solution should allow for the bulk and granular
restoration of files, directories, and objects based on a point-in-time. Restic checks all


https://awesome-selfhosted.net/
https://www.linuxlinks.com/
https://openalternative.co/
https://www.blocktempo.com/the-essential-motivation-of-open-source/
https://plausible.io/
https://linuxhandbook.com/plausible-deployment-guide/
https://linuxhandbook.com/plausible-deployment-guide/
https://www.rybbit.io/
https://github.com/rybbit-io/rybbit
https://www.rybbit.io/docs
https://jitsi.org/
https://linuxhandbook.com/self-host-jitsi-meet/

of the boxes when it comes to a solid backup solution.
o Restic Backups, A Flexible & Powerful Backup Solution

o Doc: What is Kopia? | Kopia
o GitHub: https://github.com/kopia/kopia/
o | self-host Kopia to back up my essential files - here's how you can, too

Performance Analytics

Guider - Python-based Tools

o Official: https://iipeace.github.io/docs/guider.html

e How to Install Guider Linux Performance Analyzer on Ubuntu 20.04

Presentation

Make a slide with Markdown

e https://revealjs.com/ Web Presentation

https://github.com/jdan/cleaver

https://rabbit-shocker.org/
https://hackmd.io/ Online-Slide
moffee: Make Markdown Ready to Present

Remote Control

e RPort: Self-hosted open source remote management solution for Windows & Linux.
Intuitive, easy to use inventory management, remote access, script execution, VPN
replacement, and much more.

o [Video] RPort - an open source, self hosted Remote Machine Management

System running on Linux!

e Rustdesk - Alternative to Teamviewer, Anydesk
o [Video] Rustdesk - an Open Source, Self Hosted alternative to TeamViewer,
AnyDesk, GoToAssist, and the like.



https://frontpagelinux.com/tutorials/restic-backups-flexible-powerful-backup-solution/
https://kopia.io/
https://kopia.io/docs/
https://github.com/kopia/kopia/
https://www.xda-developers.com/kopia-guide/
https://iipeace.github.io/docs/guider.html
https://www.howtoforge.com/how-to-install-guider-linux-performance-analyzer-tool-on-ubuntu/
https://revealjs.com/
https://github.com/jdan/cleaver
https://rabbit-shocker.org/
https://hackmd.io/
https://github.com/BMPixel/moffee
https://prezi.com/
https://www.youtube.com/watch?v=3nqZs8VTchU
https://rport.io/
https://www.youtube.com/watch?v=Xc_5qE7ZyYA
https://www.youtube.com/watch?v=Xc_5qE7ZyYA
https://rustdesk.com/
https://www.youtube.com/watch?v=9nzHm3xGz2I
https://www.youtube.com/watch?v=9nzHm3xGz2I

Console & Terminal

e tmate: Instantly Share Terminal Session With Other Linux Users
e Web Console
o GateOne

o http://liftoffsoftware.com/
o https://github.com/liftoff/GateOne
o https://liftoff.github.io/GateOne/index.html

o Bastillion - Java-Based
e Terminal Output

o asciinema - Terminal Recording
o termbin: A Secure Way to Share Terminal Output Online

Mail Server

e grommunio
¢ Mail-in-a-Box

o [Video] Episode 5 - Building a Business on Open Source - Setting up Email,

Calendars, Contacts, & Cloud Sync

e Weblate
e POEditor
e Crowdin

??77?

o P77?7777777?7?7°

Software Router


https://linuxhandbook.com/tmate/
http://liftoffsoftware.com/
https://github.com/liftoff/GateOne
https://liftoff.github.io/GateOne/index.html
https://github.com/bastillion-io/Bastillion
https://asciinema.org/
https://www.tecmint.com/termbin-share-terminal-output-online/
https://grommunio.com/
https://mailinabox.email/
https://www.youtube.com/watch?v=bzxNb_fcqnA
https://www.youtube.com/watch?v=bzxNb_fcqnA
https://github.com/aaPanel/BillionMail
https://github.com/maillab/cloud-mail
https://www.youtube.com/watch?v=3nzW1PUbkDs
https://www.youtube.com/watch?v=3nzW1PUbkDs
https://weblate.org/zh-hant/
https://poeditor.com/
https://crowdin.com/
https://github.com/javascript-tutorial/zh-hant.javascript.info/wiki/%E3%80%8C%E8%8B%B1%E6%96%87%EF%BC%8D%E7%B9%81%E4%B8%AD%E3%80%8D%E7%94%A8%E8%AA%9E%E5%B0%8D%E7%85%A7%E8%A1%A8
https://www.3du.tw/
https://moda.gov.tw/information-service/bilingual-glossary/1391

e OPNSense
o [Video] OPNSense - a powerful, open source, network firewall and router

o The OPNsense Plugin You Must Install in 2025: Zenarmor Guide & Review -

Virtualization Howto

e pfSense

e OpenWrt
e RouterOS

e |PFire

o RaspAP is feature-rich wireless router software that just works on many popular
Debian-based devices, including the Raspberry Pi.

o https://github.com/RaspAP/raspap-webgui

o Doc: RaspAP Documentation

Linux Firewall

e FireHOL
o FireHOL IP Lists | IP Blacklists | IP Blocklists | IP Reputation

Kiosk

e Porteus Kiosk
e Raspberry Pi Kiosk Mode

o Raspberry Pi Wayland Kiosk for Home Lab Dashboard - Virtualization Howto

Web Benchmark

¢ Ddosify - High-performance load testing tool

e Apache JMeter is open source software, a 100% pure Java application designed to
load test functional behavior and measure performance.

Calendar

e Baikal
o How to Create a Calendar Server With Baikal

Active Directory

e Zentyal - Join Windows® clients to the domain and manage them transparently. No
disruption to your users, no user or device CALSs.


https://opnsense.org/
https://www.youtube.com/watch?v=Qrglquxw-6I
https://www.virtualizationhowto.com/2025/10/the-opnsense-plugin-you-must-install-in-2025-zenarmor-guide-review/
https://www.virtualizationhowto.com/2025/10/the-opnsense-plugin-you-must-install-in-2025-zenarmor-guide-review/
https://www.pfsense.org/
https://openwrt.org/
https://mikrotik.com/software
https://www.ipfire.org/
https://raspap.com/
https://github.com/RaspAP/raspap-webgui
https://docs.raspap.com/
http://firehol.org/
https://iplists.firehol.org/index.html
https://porteus-kiosk.org/index.html
https://www.virtualizationhowto.com/2024/10/raspberry-pi-wayland-kiosk-for-home-lab-dashboard/
https://github.com/ddosify/ddosify
https://jmeter.apache.org/
https://github.com/sabre-io/Baikal
https://www.maketecheasier.com/create-calendar-server-baikal/
https://zentyal.com/

o [Video] An Open Source Domain Controller and Active Directory system with
Zentyal!

Cloud Storage

e MinlO offers high-performance, S3 compatible object storage.
o How to Install MinlO Storage on Rocky Linux

e SeaweedFS is a fast distributed storage system for blobs, objects, files, and data
lake, for billions of files.

e Nimbus - An open source alternative to Google Drive, One Drive, iCloud, etc.
e PersonalDrive - Self Hosted Google drive alternative

Bootable USB Drive with ISO files

e Ventoy
e Easy2ZBoot

Game OS

e SteamOS Holo
o [Video] The Worlds Smallest Steam Machine! A Powerful Ultra Micro Gaming
PC

D077

e Shinobi
o [Video] Shinobi Update! This 2023 look at Shinobi CCTV System Helps show the
power of open source!
e Viseron - Al ????

o [Video] Viseron - an open source, self hosted video surveillance solution with

Motion and Object detection!

e Zoneminder

o [Video] Zoneminder - an Open Source, Self Hosted surveillance system powerful

enough for the Enterprise!

NAS

e TrueNAS CORE



https://www.youtube.com/watch?v=RZfybZVE6Lo
https://www.youtube.com/watch?v=RZfybZVE6Lo
https://min.io/
https://www.howtoforge.com/how-to-install-minio-storage-on-rocky-linux/
https://github.com/seaweedfs/seaweedfs
https://github.com/logscore/Nimbus
https://github.com/gyaaniguy/personal-drive
https://www.ventoy.net/en/index.html
https://easy2boot.xyz/
https://github.com/HoloISO/holoiso
https://www.youtube.com/watch?v=Zxw4-SfeR6w
https://www.youtube.com/watch?v=Zxw4-SfeR6w
https://shinobi.video/
https://www.youtube.com/watch?v=uQ_Egb37rmY
https://www.youtube.com/watch?v=uQ_Egb37rmY
https://viseron.netlify.app/
https://www.youtube.com/watch?v=wbTQC660vUk
https://www.youtube.com/watch?v=wbTQC660vUk
https://zoneminder.com/
https://www.youtube.com/watch?v=Us20t1gQPOE
https://www.youtube.com/watch?v=Us20t1gQPOE
https://www.truenas.com/

o TrueNAS User Guide

e OpenMediaVault
o Default Login: admin / openmediavault

o Documentation

Forum

e Flarum
o Flarum: An Open-Source Community Platform Like Discourse

Home Lab/Cloud Server

¢ 5 of the most beginner-friendly home server operating systems
e CasaOs - Your Personal Cloud OS

o [Video] Setting up a CHEAP and EASY Homelab Linux Server
e Umbrel - Your cloud. In your home.

e 1Panel - Web-based linux server management control panel
o GitHub: https://github.com/1Panel-dev/1Panel
o Doc: 1Panel ??

e Home Assistant - Open source home automation that puts local control and privacy
first. Powered by a worldwide community of tinkerers and DIY enthusiasts.

o Home Assistant is the best example of what free and open-source software
should be

e Homebridge allows you to integrate with smart home devices that do not natively
support HomeKit.

o | tried HomeBridge to replace Home Assistant and here’s what | learned

OAuth2/SSO

e Authelia - Protect your applications with Single Sign-On and 2 Factor.
o [Video] 2 Factor Auth and Single Sign On with Authelia
o [Video] Authelia - Free, Open Source, Self Hosted authorization and

authentication for your web applications

e Authentik - Identity made easy. authentik makes single-sign on (SSO), user
enrollment, and access control simple.

o [Video] Replace Authelia With Authentik Web Proxies And OAuth2
e Zitadel - Secure authentication management for your application.



https://www.truenas.com/docs/
https://www.openmediavault.org/
https://docs.openmediavault.org/en/latest/
https://discuss.flarum.org/
https://news.itsfoss.com/flarum/
https://www.xda-developers.com/beginner-friendly-home-server-operating-systems/
https://casaos.io/
https://www.youtube.com/watch?v=_qNWpdFqLIU
https://umbrel.com/
https://1panel.cn/
https://github.com/1Panel-dev/1Panel
https://1panel.cn/docs/
https://www.home-assistant.io/
https://www.xda-developers.com/home-assistant-is-best-example-of-what-free-open-source-software-should-be/
https://www.xda-developers.com/home-assistant-is-best-example-of-what-free-open-source-software-should-be/
https://homebridge.io/
https://www.xda-developers.com/homebridge-replace-home-assistant/
https://gethomepage.dev/
https://www.authelia.com/
https://www.youtube.com/watch?v=u6H-Qwf4nZA
https://www.youtube.com/watch?v=5KtbmrUwYNQ
https://www.youtube.com/watch?v=5KtbmrUwYNQ
https://goauthentik.io/
https://www.youtube.com/watch?v=1bTSOdYiIOQ
https://zitadel.com/

o [Video] Zitadel, Single Sign On, and OAuth. It's Impressive!
e Keycloak - Open Source ldentity and Access Management
o [Video] Keycloak Is AWESOME! Single Sign On Made Easy!

e JumpsServer is an open-source Privileged Access Management (PAM) tool that
provides DevOps and IT teams with on-demand and secure access to SSH, RDP,
Kubernetes, Database and RemoteApp endpoints through a web browser.

o GitHub: https://github.com/jumpserver/jumpserver
o YT: JumpServer v4.0 Quickstart Guide - YouTube

Audio

e Best Free and Open Source Software - Audio - LinuxLinks

File Transfer

o Jirafeau - PHP ??7?????7?7?2???7?7????7?7
o Croc - ??7????????PAKE ?7??7?7?7????????777 Proxy?
o AltSendme - 227222222222222272772722222?222272727277777?

MicroBin - A secure, configurable file-sharing and URL shortening web app written in
Rust.

Database

e ChartDB - Open-source database diagrams editor
o GitHub: https://github.com/chartdb/chartdb

e drawDB - Free and open source, simple, and intuitive database design editor, data-
modeler, and SQL generator

o GitHub: https://github.com/drawdb-io/drawdb

e Basemulti is a developer-friendly no-code database that allows you to quickly build

spreadsheets, management backends, and API interfaces using your favorite
database.

SQL Tools


https://www.youtube.com/watch?v=1T1uxKW06Vs
https://www.keycloak.org/
https://www.youtube.com/watch?v=6ye4lP9EA2Y
https://www.jumpserver.com/
https://github.com/jumpserver/jumpserver
https://www.youtube.com/watch?v=UlGYRbKrpgY
https://www.linuxlinks.com/best-free-open-source-software-audio/
https://www.projectsend.org/
https://www.howtoforge.com/how-to-install-projectsend-with-nginx-on-ubuntu-20-04/
https://gitlab.com/jirafeau/Jirafeau
https://github.com/schollz/croc
https://github.com/tonyantony300/alt-sendme
https://github.com/szabodanika/microbin
https://greenplum.org/
https://www.omniwaresoft.com.tw/product-news/greenplum-news/greenplum-database-introduction/
https://chartdb.io/
https://github.com/chartdb/chartdb
https://drawdb.vercel.app/
https://github.com/drawdb-io/drawdb
https://github.com/basemulti/basemulti

e Beekeeper Studio is a cross-platform SQL editor and database manager available for
Linux, Mac, and Windows.

e Lazysql - A cross-platform TUI database management tool written in Go

Business Management

e Odoo

e Zulip - Open-source team chat that helps teams stay productive and focused.
Alternative to Slack.

Desktop Tools

Push notification

¢ ntfy - Send push natifications to your phone or desktop using PUT/POST
o GitHub: https://github.com/binwiederhier/ntfy
o Doc: https://docs.ntfy.sh/

o [Video] Open Source Push Notifications! Get notified of any event you can

imagine. Triggers abound!

e Bark - An iOS App which allows you to push customed notifications to your iPhone.
o GitHub: https://github.com/Finb/bark-server

Network Monitoring

WatchYourLAN

Arpwatch
NetAlertX

o NetAlertX Self-Hosted Network Monitoring for Home Labs - Virtualization Howto

ServiceRadar - A distributed network monitoring system designed for infrastructure
and services in hard to reach places

Network Diagnostic Tools

Sniffer


https://github.com/beekeeper-studio/beekeeper-studio
https://github.com/jorgerojas26/lazysql
https://tabularis.dev/
https://www.odoo.com/zh_TW
https://github.com/zulip/zulip
https://mularahul.github.io/keyviz/
https://ntfy.sh/
https://github.com/binwiederhier/ntfy
https://docs.ntfy.sh/
https://www.youtube.com/watch?v=WJgwWXt79pE
https://www.youtube.com/watch?v=WJgwWXt79pE
https://bark.day.app/#/
https://github.com/Finb/bark-server
https://github.com/aceberg/WatchYourLAN
https://www.virtualizationhowto.com/2025/01/build-your-own-arpwatch-docker-container-to-watch-your-network/
https://github.com/netalertx/NetAlertX
https://www.virtualizationhowto.com/2025/06/netalertx-self-hosted-network-monitoring-for-home-labs/
https://github.com/carverauto/serviceradar
https://sniffnet.net/

Oryx - TUI for sniffing network traffic using eBPF on Linux

Diagnostic Tools

ttl - Network diagnostic tool that goes beyond traceroute: MTU discovery, NAT
detection, route flap alerts, IX identification, and more.

TraceBar - See your network, hop by hop.
Netwatch - Real time network diagnostics in your terminal.

o YT: | Turned My OIld Phone into a Linux PC + Home Assistant Server | No root

required! - YouTube

LocalDesktop: Home | Local Desktop | Linux on Android

Scrcpy - This application mirrors Android devices (video and audio) connected via
USB or TCP/IP and allows control using the computer's keyboard and mouse.

loT

e Home-Assistant - Open-source home automation platform

Note-Taking

Outline - A fast, collaborative, knowledge base for your team built using React and
Node.js.

o 5 reasons Outline is better than Notion for most people

Memos - Open Source, Self-hosted, Your Notes, Your Way
GitJournal - ? Git ????

Trilium Notes - Build your personal knowledge base, ?? Obsidian ????

KM Management


https://github.com/pythops/oryx
https://github.com/domcyrus/rustnet
https://github.com/lance0/ttl
https://tracebar.app/
https://terminaltrove.com/netwatch/
https://github.com/sn4k3/NetSonar
https://lyingflat.info/2024/09/27/%E5%9C%A8-android-%E6%89%8B%E6%A9%9F%E4%B8%8A%E4%BD%BF%E7%94%A8-termux-%E6%89%93%E9%80%A0%E4%BD%A0%E7%9A%84-linux-%E7%B5%82%E7%AB%AF/
https://www.youtube.com/watch?v=tYm2rQpkOcg
https://www.youtube.com/watch?v=tYm2rQpkOcg
https://lyingflat.info/2024/11/03/userland-ubuntu/
https://localdesktop.github.io/
https://github.com/Genymobile/scrcpy
https://www.home-assistant.io/
https://github.com/suitenumerique/docs
https://github.com/outline/outline
https://www.xda-developers.com/reasons-outline-is-better-than-notion-for-most-people/
https://github.com/hackmdio/codimd
https://hackmd.io/
https://github.com/usememos/memos
https://github.com/GitJournal/GitJournal
https://github.com/TriliumNext/Trilium
https://obsidian.md/
https://github.com/blinkospace/blinko

e Wiki-Go is a modern, feature-rich, databaseless flat-file wiki platform built with Go.
e Docmost - Enterprise-ready Wiki for Modern Teams
o | found a self-hosted open-source Notion replacement and it's a total game-

changer

Website Builder

o Create Beautiful Websites With Hugo - YouTube

o KnightLi???
o Building a static website in Markdown with Hugo - YouTube

Gallery/Photos

o How | made my own photo hosting platform with Immich

e Lychee
o Backup your photos for free using this self-hosted image gallery

?7???(self-hosted)??

o ?77?7 - LibreSpeed

e UVdesk: A Free and Open-Source Helpdesk Ticket System

o How to Install Redmine Project Management Tool on Ubuntu 22.04

e Matrix - An open network for secure, decentralized communication
e PeerTube - An alternative to Big Tech's video platforms

e Trigger.dev - Open source background jobs with no timeouts
e Puter - The Internet OS! Free, Open-Source, and Self-Hostable

e Automatisch - Open source Zapier alternative, which helps you to automate your

business processes without coding. Use our affordable cloud solution or self-host on
your own servers.


https://github.com/leomoon-studios/wiki-go
https://docmost.com/
https://www.xda-developers.com/i-found-a-self-hosted-notion-replacement-and-its-a-total-game-changer/
https://www.xda-developers.com/i-found-a-self-hosted-notion-replacement-and-its-a-total-game-changer/
https://gohugo.io/
https://www.youtube.com/watch?v=onw826NsgWQ
https://www.knightli.com/zh-tw/tags/hugo/
https://www.youtube.com/watch?v=MX4yy1dTVYg
https://immich.app/
https://ivonblog.com/posts/immich-setup/
https://www.xda-developers.com/how-i-made-my-own-photo-hosting-platform-with-immich/
https://lycheeorg.dev/
https://www.xda-developers.com/this-self-hosted-image-gallery-can-give-google-photos-a-run-for-its-money/
https://github.com/librespeed/speedtest
https://itsfoss.com/uvdesk/
https://www.rundeck.com/open-source
https://lowendbox.com/blog/take-control-of-your-jobs-with-rundeck/
https://www.twblogs.net/a/5b8f23e12b717718834a02e9
https://docs.alnoda.org/
https://www.redmine.org/projects/redmine/wiki
https://www.howtoforge.com/how-to-install-redmine-on-ubuntu-22-04/
https://matrix.org/
https://joinpeertube.org/
https://github.com/dataease/dataease
https://trigger.dev/
https://github.com/HeyPuter/puter
https://automatisch.io/
https://zapier.com/
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https://github.com/jason5ng32/myip
https://yourls.org/
https://www.landiannews.com/archives/109874.html
https://github.com/alexjustesen/speedtest-tracker
https://github.com/calesthio/Crucix
https://www.youtube.com/watch?v=lqt5ehXEbNw
https://github.com/koala73/worldmonitor

